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Overview 
On 27 July 2022 the Attorney-General referred to me a review into the operation 
and effectiveness of the National Security Information (Criminal and Civil 
Proceedings) Act 2004 (Cth) (the NSI Act).  This reference was prompted by public 
disquiet that accompanied the use of the NSI Act in the prosecutions of Alan Johns 
(a pseudonym) and those of Witness K and Bernard Collaery.   

This report is the product of that review. 

All advanced legal systems need mechanisms to deal with the protection of sensitive 
information during the course of resolving disputes.  National security information 
is a kind of sensitive information in this sense, though there are others.   

In its broad conception, and in practice, the NSI Act does important work.  It enables 
information to be used in prosecuting serious crimes that, prior to the Act, could not 
be used.  The Act also enables information to be seen and used by defendants in 
criminal proceedings and parties in civil proceedings that, prior to the NSI Act, was 
either kept from them or was less readily available.   

These changes that the NSI Act has introduced are good and laudable things, but 
they come at too great a cost.  

The prosecutions of Alan Johns, Witness K and Mr Collaery, that I discuss throughout 
the report, illustrate this cost. Even though the NSI Act provides for greater 
disclosure by executive government to parties in court proceedings, it requires that 
court processes are more secretive.  Overweening secrecy of executive government 
is replaced by secrecy of some extremely important work of courts.   

Although in broad terms, the NSI Act reposes in courts the power to decide what 
can be disclosed to and withheld from defendants and parties, the Act contorts this 
power by requiring courts to subordinate the administration of justice, and a 
defendant’s right to a fair hearing, to the protection of national security.  The Act 
also constrains courts’ discretions in dealing with many procedural aspects of court 
processes that, in matters not involving the NSI Act, courts readily deal with and 
have always dealt with.  

My recommendations for change to the NSI Act seeks to preserve the important 
work that the Act does, while reducing its undesirable impact on the administration 
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of justice.  Many of the changes that I recommend would be described, even by 
lawyers, as dense (if not turgid), but some go to the core of the proper 
administration of justice and the proper operation of executive government.   

Most of my recommendations share or involve themes that can be broadly stated.   

The first is to enhance open justice.  I recommend repealing provisions of the NSI 
Act that require certain things to be done in closed court hearings.  I also 
recommend introducing new obligations on the Attorney-General to conduct 
regular reviews of material that has been kept secret by reason of the NSI Act, to 
determine if secrecy is no longer required. 

The second theme is to replace mandatory directions in the NSI Act, about how 
courts are to deal with and decide certain matters, with principled discretion by 
judges.  In addition to recommending the repeal of mandatory closed hearings and 
other mandatory infringements of usual court practices, I recommend repeal of 
provisions of the NSI Act directing courts, when making certain decisions, to 
prioritise protection of national security over requirements of a fair trial. 

The third broad theme is to ensure that certain longstanding and well understood 
rights of defendants in criminal proceedings are not over-ridden and overwhelmed 
by concerns about national security.  I recommend change to the NSI Act to ensure 
that foundational principles of criminal justice, such as the presumption of 
innocence and the prosecution bearing the burden of proof, are not undermined.  I 
recommend change to ensure that defendants are not required to disclose matters 
to the prosecution, if they would not otherwise be required to do so.  I make 
recommendations to ensure that communications between defendants and their 
legal representatives are protected.  I recommend amendments to the offence 
provisions in the NSI Act that risk criminalising the conduct of lawyers in properly 
representing defendants in criminal proceedings.  

Sitting slightly to one side of these general themes are specific recommendations 
for the repeal of the “special court orders” regime under the NSI Act.  This regime 
applies only in applications for control orders and extended supervision orders 
under the Commonwealth Criminal Code.  In applications for these orders, the NSI 
Act empowers courts to make orders based on evidence that neither a defendant 
nor their lawyers see and where the reasons for making such orders are never 
known by the defendant let alone the public. 
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This review has highlighted that invocation of the NSI Act can result in a range of 
practical difficulties.  When the Commonwealth invokes the NSI Act, it must be 
expected to resource courts and parties on whom onerous obligations in dealing 
with national security information fall, adequately.  Throughout this report I identify 
matters and recommend work that the Commonwealth should undertake to 
enhance the efficiency of proceedings where the NSI Act is invoked.   

I am hopeful that my recommendations will serve to demystify the operation of the 
NSI Act.  The Act deals with important issues, and their understanding should not be 
overwhelmed by suspicion about the work of courts and intelligence agencies that 
unnecessary and oppressive secrecy creates. 

It is critical that the public be capable of following and understanding the conduct 
of trials, particularly highprofile trials, in which the NSI Act is used.  It is critical that 
the public can scrutinise decisions of Attorneys-General seeking to impose secrecy 
and understand the reasons of courts for ordering or rejecting secrecy that 
executive government seeks. 
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Full list of recommendations 

Set out below is the full list of my recommendations.  Many will be difficult to 
appreciate with the list chronicled in this way, but it is convenient to catalogue all of 
my recommendations in one place.  The reasoning behind each recommendation is 
set out in later chapters.  

Recommendation 1: I recommend that the NSI Act be amended to exclude 
disclosure of information by a defendant in federal criminal proceedings or a 
party in civil proceedings to their legal representatives as comprising 
disclosure of national security information; see chapter 5.  

Recommendation 2: I recommend that the definition of national security 
information in the NSI Act be changed to the following: 

2.1 National security information means information the disclosure of 
which would reasonably be understood to affect the national security 
of Australia. 

2.2 National security means the “defence, security and international 
relations of Australia”. 

2.3 Defence means: 

(a) the organisation, operations, state of readiness and training of 
the Australian Defence Force; 

(b) the weapons and other equipment of the Australian Defence 
Force; 

(c)  research into, development, production and operation of 
weapons and other equipment of the Australian Defence Force; 

(d) defence strategy, military planning and military intelligence. 

2.4 Security has the same meaning as in the Australian Security 
Intelligence Organisation Act 1979 (Cth). 
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2.5 International relations means diplomatic and military relations with 
foreign governments and international organisations. 

See chapter 5. 

Recommendation 3: I recommend that the NSI Act be amended to make clear 
that a defendant in a federal criminal proceeding is not required to disclose 
any information to the prosecution that is not, by any other law, required to 
be disclosed; see chapter 6. 

Recommendation 4: I recommend that the NSI Act be amended to make clear 
that a party in a civil proceeding is not required to disclose any information to 
any other party that it is not, by any other law, required to disclose; see 
chapter 6. 

Recommendation 5: I recommend that s 39(4) be repealed; see chapter 8.   

Recommendation 6: I recommend that the NSI Act be amended to provide that 
whether any hearing under the Act is to be closed to the public is to be decided 
by the court; see chapter 8. 

Recommendation 7: I recommend that where closed court orders are sought 
in a proceeding in which the NSI Act has been invoked, the Attorney-General 
be required to make submissions to the court to explain why such orders are 
appropriate and should be made having regard to the object of the NSI Act and 
the deeply rooted common law tradition of the open court; see chapter 8. 

Recommendation 8: I recommend that all closed court orders made under the 
NSI Act be made publicly available; see chapter 8. 

Recommendation 9: I recommend that s 47 of the NSI Act be amended to add 
s 47(g) to the following effect: 

“(g) states the number of closed court orders during the year, the number 
that relate to interlocutory hearings and final hearings and identifies 
the criminal proceedings and civil proceedings in which such orders 
were made.” 

See chapter 8. 
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Recommendation 10: I recommend that where closed court orders are sought 
from any court under the NSI Act, the Attorney-General be required to seek 
that reasons be given; see chapter 8. 

Recommendation 11: I recommend that the NSI Act be amended to provide 
expressly that the court has power to appoint a special advocate at s 31 and 
s 38L hearing where a defendant or parties and their legal representatives are 
excluded; see chapter 8. 

Recommendation 12: I recommend that the NSI Act and NSI Regulations 
provide expressly for the powers and obligations of special advocates in this 
context.  Such powers and obligations should mirror those in Part 3A Division 
3 Sub-division C of the NSI Act and Part 3A of the NSI Regulations; see chapter 
8. 

Recommendation 13: I recommend that a new provision be added to s 47 of 
the NSI Act to the following effect: the annual report is to identify any 
proceedings in relation to which a special advocate is appointed; see chapter 
9.  

Recommendation 14: I recommend that there be a new s 47(g) of the NSI Act 
requiring the Attorney-General's report also:  

(i) to state the number of people eligible and willing to act as special 
advocates under and for the purpose of the NSI Act; 

(ii) to identify the State or Territory in which they customarily practice 
and those other States and Territories in which they are prepared to 
act as special advocate; 

(iii) to state the number of special advocates appointed during the 
reporting year; 

(iv) to state the Attorney-General’s opinion as to whether the pool of 
people eligible and willing to act as special advocates under and for 
the purpose of the NSI Act is adequate and if not, the steps being 
taken to correct this. 

See chapter 9. 
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Recommendation 15: I recommend that Part 3A Division 3 Subdivision B of the 
NSI Act be repealed.  Acceptance of this recommendation would require the 
repeal of consequential provisions of the Act and other legislation; see chapter 
9. 

Recommendation 16: I recommend that, if my recommendation that Part 3A 
Division 3 Subdivision B of the NSI Act be repealed is accepted, the provisions 
like those of Part 3A Division 3 Subdivision C remain in the Act in some form 
so that if the appointment of a special advocate is needed for any other 
purpose under the NSI Act these provisions are available to facilitate it; see 
chapter 9.   

Recommendation 17: I recommend that consideration urgently be given to 
amending Division 104 of the Criminal Code to either: 

17.1 repeal the provisions of Division 104 that enable interim control 
orders to be made based on evidence that was not provided to the 
defendant; or  

17.2 include processes such as those in Part 3A Division 3 Subdivision C of 
the NSI Act to enable appointment of special advocates where interim 
control orders are sought and reliance is placed on evidence not 
provided to the defendant.   

See chapter 9. 

Recommendation 18: I recommend that consideration urgently be given to 
amending Division 104 of the Criminal Code to include a provision such as 
s 38J(1)(c) of the NSI Act; see chapter 9. 

Recommendation 19: I recommend that the NSI Act be amended (and all 
consequential administrative arrangements be put in place) to reflect that in 
all matters in which the NSI Act is invoked by s 6 or s 6A, where subpoenaed 
documents are held by the Commonwealth or any of its agencies in respect of 
which the Commonwealth would claim public interest immunity or state 
privilege relating to national security information, the Attorney-General shall 
do the following: 

19.1   First, take possession of the documents.   
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19.2 Second, notify the court and the party issuing the subpoena that the 
Attorney-General has taken possession of the documents.   

19.3 Third, deal with such documents as though they were provided with 
a notice under s 24 or s 38D of the NSI Act. 

See chapter 10. 

Recommendation 20: I recommend that s 25 of the NSI Act be amended to 
reflect that if the court is advised under subsection (2) it shall take appropriate 
action to determine whether the response is admissible without disclosure of 
national security information.  Such action may include:  

20.1   requiring the prosecutor and/or Attorney-General’s representative to 
provide the court with a proffer of the witness’ response to the 
question; 

20.2 requiring the defendant or their legal representatives to advise the 
court and the Attorney-General of the line of inquiry of which the 
question is part; 

20.3 requiring the defendant to provide the court and the Attorney-
General with a proffer of the nature of the information sought by the 
question; 

20.4 requiring the witness to give the court a written answer to the 
question; 

20.5 requiring all or some of the prosecutor, Attorney-General’s 
representatives, defendants and defendant’s legal representatives to 
confer, upon receipt of any of the above, to seek to agree facts that 
can be provided to the court. 

See chapter 11. 

Recommendation 21: I recommend that s 38E of the NSI Act be amended to 
reflect the recommended changes to s 25 with necessary changes to reflect 
that the section applies to civil proceedings; see chapter 11. 
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Recommendation 22: I recommend that s 31(7)(b) of the NSI Act be amended 
to add to the end of the section the following: 

“having regard to, but not limited to, the following: 

(i)   the importance of the information or the document in the 
proceeding; 

(ii)   whether the party seeking to adduce evidence of the 
information or document is a defendant or the prosecutor; 

(iii)   whether the substance of the information or document has 
already been disclosed; 

(iv) whether the redacted document, statement or summary 
provided by the Attorney-General will provide the defendant 
with substantially the same ability to make any defence to the 
charge;  

(v)   if the party seeking to disclose the information is the 
defendant—whether any order that the information not be 
disclosed is to be made subject to the condition that the 
prosecution be stayed; 

(vi) if it is sought to not disclose information to the defendant—
whether any order that the information not be disclosed is to 
be made subject to the condition that the prosecution be 
stayed.” 

See chapter 12. 

Recommendation 23: I recommend that s 31(8) be repealed; see chapter 12. 

Recommendation 24: I recommend that s 38L(7)(b) be replaced by the 
following: 

“whether any such order would have a substantial adverse effect on the 
fairness of the substantive hearing in the proceeding having regard to, but 
not limited to, the following: 

(i)   the importance of the information or the document in the 
proceeding; 
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(ii)   the nature of the cause of action or defence to which the 
information or document relates, and the nature of the 
subject matter of the proceeding; 

(iii) the likely effect of adducing evidence of the information or 
document, and the means available to limit its publication; 

(iv) whether the substance of the information or document has 
already been published.” 

See chapter 12. 

Recommendation 25: I recommend that s 38L(8) be repealed; see chapter 12. 

Recommendation 26: I recommend that ss 33(2), 34 and 36(3) be repealed; see 
chapter 12.  

Recommendation 27: I recommend that s 42 of the NSI Act be amended to add 
a new paragraph (c) to the following effect: 

“the person intended by the disclosure of information to prejudice 
national security.”   

See chapter 13. 

Recommendation 28: I recommend that s 46C of the NSI Act be amended to 
add a new paragraph (d) to the following effect: 

“the person intended by the disclosure of information to prejudice 
national security.”   

See chapter 13. 

Recommendation 29: I recommend that s 43 of the NSI Act be amended to 
provide expressly that it does not apply to communications between legal 
representatives and defendants or between defendants’ legal 
representatives; see chapter 13.   

Recommendation 30: I recommend like change to s 46D of the NSI Act; see 
chapter 13. 
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Recommendation 31: I recommend that s 46 of the NSI Act be amended to add 
a new subsection broadly to the following effect: 

“the person intends by the disclosure of information to prejudice national 
security or is reckless as to whether such disclosure will prejudice national 
security.”   

See chapter 13. 

Recommendation 32: I recommend like change to s 46G of the NSI Act; see 
chapter 13. 

Recommendation 33: I recommend that s 45A be amended to include a new 
(e) reflecting the following: 

“A person commits an offence if: 

(i)  regulations made under section 23 require the person to 
comply with a requirement relating to the storage, handling 
or destruction of national security information; and 

(ii)  the person engages in conduct; and 

(iii)  the conduct results in the requirement being contravened; 
and 

(iv)  the contravention of the requirement is likely to prejudice 
national security; and  

(v) the person intends, or is reckless as to whether, information 
likely to prejudice national security will be disclosed publicly 
as a result of the conduct.” 

See chapter 13. 

Recommendation 34: I recommend like change to s 46FA of the NSI Act; see 
chapter 13. 

Recommendation 35: I recommend that s 46H(1) of the NSI Act be amended 
to add new paragraphs (d) and (e) broadly to the following effect: 
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“(d)  the disclosure by the person is likely to prejudice national security; 
and  

  (e)  the person intends, or is reckless as to whether, information likely 
to prejudice national security will be disclosed publicly as a result 
of the disclosure.” 

See chapter 13. 

Recommendation 36: I recommend that s 19(1A)(c) and (1B) and s 19(3A)(c) 
and (3B) of the NSI Act be repealed; see chapter 14.   

Recommendation 37: I recommend that the Attorney-General provide funding 
to the extent necessary to enable defendants in federal criminal proceedings 
in which the NSI Act has been invoked to comply with the requirements of the 
Act; see chapter 14. 

Recommendation 38: I recommend that s 47 of the NSI Act (dealing with the 
NSI Act annual report) be amended to require that, in every such report, the 
Attorney-General:  

38.1  identify each claim for funding made by defendants in federal criminal 
proceedings in which the NSI Act has been invoked;  

38.2 state the funding provided; and 

38.3 if funding has been refused state why. 

See chapter 14. 

Recommendation 39: I recommend that the NSI Act be amended to give effect 
to the following: 

39.1 First, the Attorney-General maintain copies of all source documents 
(as defined in s 26 and s 38F) from which information has been 
deleted. 

39.2 Second, the Attorney-General maintain a record of all information not 
in a document (in terms of s 26(3) and s 38F(3)) that is the subject of 
a process provided for in s 26(3) or s 38F(3). 
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39.3 Third, the Attorney-General maintain a record of all written answers 
given by witnesses for the purpose of s 25 and s 38E. 

39.4 Fourth, the Attorney-General maintain details of the identity of every 
person subject of a criminal witness exclusion certificate or a civil 
witness exclusion certificate. 

39.5 Fifth, the Attorney-General maintain copies of transcripts, or if a 
transcript was not taken, a comprehensive note, of every hearing to 
which the closed hearing requirements of the NSI Act applied.  This 
includes hearings to which special court orders under Part 3A Division 
3 Subdivision B are made. 

39.6 Sixth, in respect of every proceeding where a notice has been given 
under s 6 or s 6A of the NSI Act, the Attorney-General maintain copies 
of transcripts, or if a transcript was not taken, a comprehensive note, 
of every hearing heard in camera by reason of orders made pursuant 
to ss 19(1A), 19(3A), 20B or 38AB of the NSI Act or s 93.2 of the 
Criminal Code. 

39.7 Seventh, the Attorney-General maintain copies of affidavits and all 
other evidence adduced in evidence at every hearing to which the 
closed hearing requirements of the NSI Act applied. This includes 
hearings to which special court orders under Part 3A Division 3 
Subdivision B are made. 

39.8 Eighth, the Attorney-General maintain copies of all judgments, 
judicial reasons and sentencing remarks that have been suppressed 
or redacted in proceedings in which the NSI Act has been invoked. 

39.9 Ninth, the Attorney-General shall review all such material at times 
considered appropriate by the Attorney-General to decide whether it 
is in the public interest for information that has not been made 
publicly available to be made publicly available.  Relevant to the 
public interest in this respect is: 

(i) Whether the reason for such information not being publicly 
available still exists. 
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(ii) The duration of suppression of this information. 

(iii) The risk of prejudice to national security of publication at that 
time. 

39.10 Tenth, s 47 of the NSI Act be amended to require that in the annual 
report the Attorney-General state the following: 

(i) Every proceeding in respect of which material is maintained 
pursuant to the changes referred to above.  If a proceeding 
cannot be identified because to do so would risk prejudice to 
national security, such proceeding shall be given a pseudonym 
identifier. 

(ii) For how long that material has been maintained, in years. 

(iii) The last occasion of an Attorney-General’s review of that 
material. 

(iv) If the material had not been reviewed within the past 3 years, 
the reasons for this. 

See chapter 15. 

Recommendation 40: I recommend that: 

40.1 The Attorney-General maintain a repository of all judgments any part 
of which have been redacted in exercise of powers under the NSI Act. 

40.2 The Attorney-General make arrangements with each of the courts 
that might hear proceedings in which the NSI Act might be invoked to 
provide access to the repository to judges of these courts, if access is 
requested. 

40.3 There be a process by which legal representatives of defendants and 
parties in proceedings in which the NSI Act has been invoked to access 
the repository. 
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40.4 The Attorney-General consult with relevant courts to decide the most 
appropriate form of legislative instrument to give effect to these 
recommendations. 

40.5 Such instruments reflect that access to any documents in the 
repository is to be determined by the court after hearing from the 
Attorney-General.  This power can only be exercised in a proceeding 
after the judge has advised parties that the judge has accessed the 
repository for the purpose of the proceeding.  

See chapter 15. 
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Chapter 1: Introduction 
1. In 2022 I produced a report: The operation of Part 3, Division 1 of the 

National Security Information (Criminal and Civil Proceedings) Act 2004 as it 
applies in the Alan Johns matter.  That report looked only at a single 
provision of the NSI Act.  It considered s 22 of the NSI Act and specifically 
the use of s 22 to make closed court and suppression orders.  In the same 
way that my report was not an inquiry into the prosecution of Alan Johns, 
this is not a report into the circumstances of the prosecutions of Witness K 
and Mr Collaery.  This is a review of the whole of the NSI Act. 

2. There have been two principal concerns arising from the prosecutions of 
Alan Johns and of Witness K and Mr Collaery.  First, overweening secrecy in 
the processes of courts that have dealt with the proceedings.  Second, rabid 
claims for secrecy by the Commonwealth executive government in the 
prosecutions.  As to the latter, unjustifiable executive governmental secrecy 
is not created by the NSI Act.  The Act is a tool, and one of several, and 
generally a means not a cause. 

3. As to the former, much of the criticism arises from the NSI Act.  The secrecy 
in court process is a product of the NSI Act, though the circumstances of 
Alan Johns, Witness K and Mr Collaery were each different.   

4. Details of the prosecution of Alan Johns are set out in my 2022 report, which 
I will refer to here as the Section 22 report.  The essential problem there 
was the failure of the court and the Attorney-General to ensure that the 
reasons for secrecy at different stages of the prosecution were explained 
and published.  Information that could and should have been publicly 
disclosed about the prosecution was not.  A great deal about the 
prosecution and conviction of Alan Johns, and enough to quell the entirely 
proper concerns about it, could have been published well prior to my 
Section 22 report.  Indeed, it is staggering that, even after my report was 
published, it took a further 10 months for a summary of the sentencing 
remarks of the trial judge to be made public.   

5. The secrecy of the Alan Johns proceeding is a shameful tale.  But it was not 
really caused by the NSI Act but by failure of the court and the Attorney-
General to use the unremarkable consent order process in s 22 of the NSI 
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Act in an appropriate way.  As emerges from the Section 22 report, the 
failings in that matter were failures of intent, and not in design of the 
legislation; failures of the judicial and executive arms of government and 
not the legislature. 

6. The prosecution of Witness K was different.  Witness K was charged with 
contravention of s 39 of the Intelligence Services Act 2001.  It creates an 
offence, relevantly, where a present or former staff member or agent of the 
Australian Secret Intelligence Service (ASIS) communicates information 
contrary to an obligation not to do so.  Witness K was convicted on his plea 
of guilty and received a three month suspended sentence.  That Witness K 
had been charged was publicly known, indeed notorious, prior to his 
conviction.  What purported to be the broad detail of the offending was 
widely reported.   

7. What appeared to me to be the overwhelming public disquiet about 
Witness K’s prosecution was that he was being prosecuted for disclosing 
what many considered to be perfidious behaviour of the Australian 
government.  Broadly this was reported to involve bugging of offices of the 
nascent Timor-Leste government to obtain information to be used in 
negotiations about rights to undersea resources.  Many in the community 
thought that this conduct of the Australian government should have been 
aired and known more widely.  So, public disquiet was really that Witness K 
was prosecuted at all. 

8. A great deal of the commentary about Witness K was tied up with 
commentary about the prosecution of Mr Collaery. Mr Collaery had acted 
as Witness K’s solicitor in an unrelated dispute with his employer.  During 
this, it was alleged that Mr Collaery learned of the matters concerning 
Timor-Leste.  He was charged with five offences.1  Broadly all involved 
allegations that he conspired with Witness K to communicate information 
to the government of Timor-Leste and various journalists.  The information 
was alleged to be known to Witness K by reason of him being or having been 
a staff member of ASIS.  All charges involved s 39 of the Intelligence Services 
Act. 

                                                           
1 See, R v Collaery (No 7) [2020] ACTSC 165; (2020) 283 A Crim R 524. 
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9. To many, the prosecutions of Witness K and Mr Collaery were unjust and, 
rather than being prosecuted, they should have been feted for bringing 
details of the behaviour of the Australian government to public awareness. 

10. Contrary to some media commentary, Witness K and Mr Collaery were not 
prosecuted “under” the NSI Act.  The offences with which they were charged 
were in the Intelligence Services Act. The NSI Act was invoked in the 
prosecutions, and there was controversy about its use to close the court at 
certain times and to subdue public awareness of what was occurring with 
the proceedings at different stages.  These are discussed at different places 
throughout this report. 

11. As will be discussed in chapters 2 and 3, the core of the controversy in 
Australia and elsewhere with the NSI Act, and legislation like it, has been 
and will always be in crime, and in particular in the prosecution of secrecy 
offences.  

 

The structure of this report  

12. The remainder of the report is structured as follows.  

13. In chapters 2 and 3, I deal with some background matters that are helpful 
for an understanding of the legal system in which the NSI Act operates.  I 
also spend some time explaining the forebears of the NSI Act and why the 
Act came about.   

14. This background in chapters 2 and 3 is important to chapter 4.  It deals with 
the detail of how the Act operates.  The processes of the Act are difficult 
and complex, and chapter 4 (regrettably but unavoidably) reflects that.  

15. Following chapter 4 are chapters that deal with specific issues, identified in 
chapter 4, that form and explain my recommendations for change.  Where 
the Act works satisfactorily, I generally note this in chapter 4.   
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16. These following chapters follow the order in which matters arise in the Act. 
Some of my recommendations go to much larger issues than others.  In 
particular, chapters 7, 8 and 12 deal with the most significant issues—the 
scope of the Act, the closed hearing requirements, and the decisions for 
courts.  In some other chapters, I have tended to bundle smaller more 
miscellaneous issues together.  I hope that this eclecticism does not affect 
comprehension and coherence. 
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Chapter 2: Background  
Purpose of the NSI Act 

17. It is intriguing that the purpose or purposes of the NSI Act tend generally to 
be misunderstood.  What might be thought of as a little muddled is 
explained I think by the Act having two quite separate basal purposes.  The 
first purpose is to enable the Commonwealth executive government to use 
secret or sensitive information in proceedings before courts, in particular 
criminal proceedings, in circumstances that in the past it could not.  The 
second is to alter long standing processes that have been used by the 
Commonwealth executive government to keep secret or sensitive 
information from being disclosed and used in proceedings.   

18. So, one purpose is to enable government to use information, and the other, 
to stop non-government parties from using information. 

19. In later chapters I address these purposes, but to understand what the NSI 
Act does requires a preliminary understanding of a few things about how 
sensitive information, and in particular information relating to national 
security, is dealt with in our legal system. 

The confidentiality of certain information in our legal system 

20. All advanced legal systems must cope with the interaction of the sensitivity 
of information and the public adjudication of disputes according to law.  This 
generally involves laws and practices that limit disclosure of this kind of 
information during court processes. 

21. Legal systems deriving from the common law, such as ours, have generally 
dealt with this by rules of procedure and rules of admissibility of evidence.  
Rules of procedure deal with disclosure (or non-disclosure) of certain 
sensitive information prior to, during and after a public trial.  Other such 
rules relate to whether, because of the sensitivity of information, the trial 
should not be public—at least when the information is being considered.  
Rules of admissibility of evidence govern whether certain kinds of 
information will be admitted into evidence, and thereby be considered in 
the court’s decision.   
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22. In criminal trials, rules as to admissibility of evidence determine which facts 
and opinions go to the jury, and these facts and opinions are, in jury trials, 
the subject of directions by the judge to the jury.  The jury then decides facts 
and accepts or rejects opinions in coming to their verdict.  In civil matters, 
admissible evidence is the building blocks of factual findings made by the 
judge and which come to be expressed in judgments.   

23. Disclosure of information occurs at different stages during criminal and civil 
matters.  In civil actions relevant information is disclosed by parties to the 
other parties.  In crime, the prosecution discloses information to the 
defendant, and, with limited exceptions, disclosure is not reciprocal.  In both 
civil and criminal matters, people who are not parties can be issued with an 
order of the court (such as a subpoena) requiring them to produce 
documents, and it is quite common that subpoenaed documents are highly 
sensitive.   

24. Australian law has grappled with the issue of confidential or sensitive 
information being revealed in an open court and disclosed to people not 
parties to a criminal or civil action.  In many jurisdictions, legislation now 
addresses this, and there have been for many years applicable rules of 
courts and other powers of courts. 

25. These procedural rules arise in many contexts.  An example, from amongst 
many, is litigation involving the protection of trade secrets.  In an action to 
protect a trade secret, the legal system must accommodate secrecy during 
the legal process so that the secret material that the proceeding is about is 
not rendered valueless by being published to the world.  In such actions, 
courts customarily make orders restricting who might see certain 
information and hear certain evidence prior to and during trial.  Another 
example occurs in native title proceedings, where culturally sensitive and 
gender restricted information is protected from disclosure in various ways.   

26. Even after trial, rules exist to protect certain information from publication 
to the world.  It is not uncommon for courts’ reasons to be abridged to 
maintain the confidentiality of information admitted into evidence, or for 
two sets of reasons to be prepared; one, published to the world, with the 
information requiring protection redacted or summarised, and another 
unredacted, but with restricted publication. 
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27. There are many types of matters and types of actions to which these kinds 
of procedural rules apply.  The defining factor in all is that there is something 
in the nature of particular information, or classes of information, that 
requires it to be dealt with differently from the way that information, both 
documents and testimony, is usually dealt with by courts—in courts open to 
all and in complete reasons available to be read by all.  Although the 
deliberations of juries do not take place in public, guidance given to juries 
by judges does. 

28. Underlying these legal rules of procedure is the recognition that, in some 
circumstances, the public interest in protecting certain types of information 
over-rides the public interest in having trials conducted in the customary 
open way.  In the same way, evidentiary rules as to admissibility reflect this 
public interest. 

29. There are different contexts in which this common law public interest 
principle gives rise to evidentiary and procedural rules.  This public interest 
principle arises where executive government seeks to exclude access to 
certain government information when it is sought by parties to civil disputes 
and by defendants in criminal proceedings.  In this context, the public 
interest principle is now generally considered under the umbrella term 
“public interest immunity”.   

30. It assists to address public interest immunity briefly.  It provides context, but 
it is also that with which the second broad purpose of the NSI deals. 

Public interest immunity 

31. Public interest immunity is perhaps best understood as a slightly 
disorganised organising concept.  The term public interest immunity is used 
to refer not only to rules of admissibility of evidence at trial but also in the 
sense of a means of resisting disclosure of documents prior to trial.  So, in a 
criminal prosecution, a party to whom a subpoena is issued prior to trial can 
object to production of a document on the basis of public interest immunity.  
In a civil matter, a party can object to production of a document either in 
discovery or in response to a subpoena, even though relevant, relying upon 
public interest immunity.   
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32. Public interest immunity is a creature of the common law, and in Australia 
still exists as part of the common law.  In several jurisdictions, the common 
law rules have been supplanted by legislation.  Nomenclature has varied 
over time.  In the Uniform Evidence Law2 the immunity is found in s 130 of 
the various uniform Evidence Acts, and expressed as applying to information 
that “relates to matters of state”.  Throughout this report, I refer to this as 
the “matters of state privilege”.  As I will explain, it is co-extensive, 
relevantly, to a category of common law rules of public interest immunity. 

33. Public interest immunity generally arises in recognised circumstances and 
so tends to be categorised.  So, public interest immunity is attracted by 
documents evidencing the deliberations of Cabinet.  It arises where the 
identity of a witness, although relevant, may pose a risk of harm.  An 
example of this are cases where the identity of a police informer is relevant 
but its disclosure would be contrary to express or implicit undertakings 
given to the informer or risk their safety or discourage people from 
informing for the benefit of the state.   

34. Categorisation is imprecise, but one of these ‘categories’ is that with which 
the NSI Act is concerned: information relating to national security.   

Information relating to national security 

35. The High Court’s decision in HT v The Queen3 confirms that documents and 
information “relating to national security” “may” comprise a class that 
“should not be disclosed” irrespective of the content of any particular 
document.4  Even if such “class” immunity no longer exists, it is plain that 
public interest immunity is attracted by information that, if disclosed in a 
court process, would harm Australia’s national security.  In this sense 
“national security” is sometimes considered a category of public interest 
immunity. 

                                                           
2 The Uniform Evidence Law is explained later in this report.  In short, it is the basis of 
legislation of the Commonwealth, some States and the Territories that comprehensively 
deals with the law of evidence.  It largely supplants common law rules of evidence in those 
jurisdictions. 
3 HT v The Queen [2019] HCA 40; (2019) 269 CLR 403. 
4 HT v The Queen [2019] HCA 40; (2019) 269 CLR 403 at [28] (per Kiefel CJ, Bell and Keane 
JJ). 
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36. At the heart of the NSI Act is the concept of “national security information”.  
It defines the kind of information to which the Act relates and upon which 
it operates.  As noted above, one of the two broad aspects of the NSI Act is 
to change the way in which Commonwealth executive government seeks to 
restrict national security information from being disclosed and used in 
proceedings.   

37. But it is critical to stress something that much of the recent commentary 
about the NSI Act overlooks.  The purpose of this aspect of the Act is to make 
more information available than would be available if the Commonwealth 
executive government relied solely on public interest immunity or matters 
of state privilege.   

38. Laws as to public interest immunity, and laws relating to national security 
as identified in HT v The Queen, and national security information as defined 
in the NSI Act, are part of the law of admissibility of evidence at trial, but 
also part of procedural law that governs disclosure of material prior to, at 
and after trial.  The different aspects of these laws is important to an 
understanding of the NSI Act.  This is discussed later in this chapter. 

39. These laws of admissibility and procedure underlie other procedural laws, 
many of which are now statutory.  An example are laws that empower 
courts to suppress publication of things said in open court if the public 
interest in doing so outweighs the public interest in open justice by public 
trials.  Similar are laws that empower courts to hear certain matters in a 
‘closed court’.  

A little about the past 

40. It assists to illustrate the nature of information relating to national security 
and how, until relatively recent times, the legal system protected it. This is 
best done by reference to the famous case of Duncan v Cammell Laird and 
Co.5  Its facts are of historical interest.  The British submarine “Thetis” (the 
first of the new Thetis class) was built by Cammell Laird and Co for the British 
Admiralty.  On 1 June 1939 the Thetis sank in Liverpool Bay during testing.  
Ninety-nine sailors drowned.  Several actions were brought against Cammell 
Laird and Co by dependants of the dead, claiming damages for negligence.  

                                                           
5 Duncan v Cammell Laird and Co [1942] AC 624. 
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Prior to trial, the plaintiffs sought various documents from Cammell Laird 
and Co by way of discovery, including plans of the Thetis.   

41. The matter that came before the courts, ending in the House of Lords, was 
Cammell Laird and Co’s claim that certain of the documents sought should 
not be seen by the plaintiffs. In particular, disclosing the plans for the Thetis 
to the plaintiffs was resisted.  This claim succeeded.  The documents were 
not produced; the plaintiffs’ cases failed, and their inability to see these 
plans contributed much to this failure.    

42. It later emerged that the plans showed that the Thetis class of submarines 
had tubes that enabled them to fire torpedoes backwards as well as 
forward.  This was a great innovation and of utmost secrecy at the time of 
the action against Cammell Laird and Co.  The secret, if known, would have 
been of enormous value to Britain’s enemies.  This all occurred, of course, 
with Britain at war and in the midst of the war in the Atlantic.6   

43. The issue for decision in Duncan v Cammell Laird and Co was whether the 
interest of the plaintiffs, in having access to relevant information that would 
assist their case, exceeded the interest of the state in seeking to ensure that 
the information, critical to the conduct of the war, remained secret. 

44. Duncan v Cammell Laird and Co is a famous case, not only for its factual 
novelty, but because it fundamentally changed the way in which claims for 
public interest immunity were considered and decided by courts.   

45. The claim for privilege was made by the First Lord of the Admiralty on behalf 
of the Crown.  In the judgment of the House of Lords, the Lord Chancellor, 
Lord Simon, a ministerial colleague of the First Lord, delivered the 

                                                           
6 These facts about the tubes that enabled the submarine to fire backwards were not 
published in the reports of the cases.  When the matter reached the House of Lords in 
1942, Britain was still at war.  In a paper, “Evidence Excluded by State Interest” [1955] 
Camb LJ 62, Lord Simon of Glaisdale (while still at the Bar) recounted that these facts, 
about the backward firing, were actually disclosed by Viscount Simon in 1947 in a 
Parliamentary Debate concerning the Crown Proceedings Act.  Viscount Simon was of 
course Lord Chancellor during the War.  These circumstances are further discussed in 
Spencer, “National Security, Bureaucracy and Access to Justice” British Legal History 
Conference 4-7 July 2005 p 47. 
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unanimous judgment of the court.  Lord Simon commenced with the 
following:7 

“The principle to be applied in every case is that documents otherwise 
relevant and liable to production must not be produced if the public 
interest requires that they should be withheld. This test may be found 
to be satisfied either (a) by having regard to the contents of the 
particular document, or (b) by the fact that the document belongs to a 
class which, on grounds of public interest, must as a class be withheld 
from production.” 

46. Likely more important than the recognition of class claims and contents 
claims was the acceptance that: “an objection validly taken [by a minister] 
to production, on the grounds that this would be injurious to the public 
interest, is conclusive.”8  This rule was followed by Lord Simon advising his 
ministerial colleagues that, even though conclusive, a minister:  

“… ought not to take the responsibility of withholding production 
except in cases where the public interest would otherwise be 
damnified, for example, where disclosure would be injurious to 
national defence, or to good diplomatic relations, or where the practice 
or keeping a class of documents secret is necessary for the proper 
functioning of the public service.”9   

47. This categorisation of matters that attract public interest immunity was 
important and is reflected in contemporary law, including s 130 of the 
Uniform Evidence Law. 

48. Notwithstanding Lord Simon’s admonition, what followed judicial 
acceptance of conclusive ministerial certification was, predictably, 
ministerial abuse.  As Professor Zuckerman has noted:10 

“Having been given the freedom to judge and execute the public 
interest, ministers developed a practice of claiming privilege as a 

                                                           
7 Duncan v Cammell Laird and Co [1942] AC 624 at 636. 
8 Duncan v Cammell Laird and Co [1942] AC 624 at 643. 
9 Duncan v Cammell Laird and Co [1942] AC 624 at 643. 
10 Zuckerman, “Public Interest Immunity: A Matter of Prime Judicial Responsibility” (1994) 
57 Mod LR 703 at 706. 
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matter of course. If disclosure of the contents of a particular document 
was not likely to injure the public interest, refuge could be taken in the 
claim that the class to which it belonged needed secrecy for the sake of 
the proper functioning of the public service. Similarly, if privilege could 
not be claimed for a class, there was always the possibility that it could 
be asserted on account of the sensitivity of the particular document.  

The class claim became the most popular with ministers. A practice 
arose of issuing certificates claiming class immunity on a regular basis, 
‘as if pronouncing a spell.’” 

49. The term “as if pronouncing a spell” emerges from the judgment of Lord 
Denning in the 1964 case of Merrick v Nott-Bower.11  Judicial complicity in 
this abuse could not survive post-war disenchantment with executive 
government.  The 1968 House of Lords decision in Conway v Rimmer12 was 
inevitable.  It was a civil case not involving national security, but where 
public interest immunity was claimed over an internal public service 
employee work assessment, sought in an employment dispute.  The primary 
change to the law made by Conway v Rimmer was that courts would decide 
whether the public interest required suppression of evidence.  Conclusive 
ministerial statements were gone.  Courts would adjudge the balance 
between competing public interests of executive government secrecy and 
the proper administration of justice.   

50. Following logically from the end of conclusive ministerial certificates, 
Conway v Rimmer also decided that a court could inspect the relevant 
information, if required, to reach its decision.  A logical consequence of this 
was that evidence may be required to prove the effect or damage that 
would follow disclosure or public reference to information.  
Notwithstanding this, claims persisted for certain classes of information 
such as that which would disclose informer’s identities and the deliberations 
of cabinet. 

51. Although Conway v Rimmer was a civil case, and did not involve information 
relating to national security, there was no reason to believe that its 

                                                           
11 Merrick v Nott-Bower [1964] 1 All ER 717 at 722. 
12 Conway v Rimmer [1968] AC 910. 
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principles would not apply in criminal prosecutions and extend to national 
security information.  

52. Not long after Conway v Rimmer, issues concerning public interest immunity 
came to be considered in Australia by the High Court.  The 1978 decision in 
Sankey v Whitlam13 concerned claims for public interest immunity over 
cabinet documents and papers.  At least two of the Justices adverted to the 
difference in criminal matters where documents, including those relating to 
national security, had to be disclosed, “if necessary to support the defence 
of an accused person whose liberty were at stake in a criminal trial.”14   

53. Not long after Sankey v Whitlam, the High Court considered a criminal 
matter, Alister v The Queen15.  Alister is the ‘Ananda Marga’ case.  Prior to 
trial a subpoena was issued to ASIO requiring it to produce documents that 
had been generated by Richard Seary.  It appears to have been relevant 
whether or not Mr Seary was an ASIO agent who had infiltrated the Ananda 
Marga sect.  The Commonwealth Attorney-General deposed that 
responding to the subpoena would be “prejudicial to national security”.  The 
Attorney-General’s affidavit elaborated further. Some of the elaboration 
was plainly absurd and the asserted prejudice came really to this: that 
disclosure of whether person was an ASIO officer could place that person in 
danger and, further, that the “effective security” of ASIO could “only be 
maintained if [it] is able to refuse in all cases … to divulge whether such 
information or documents are available or do exist.” 

54. Among other things, Alister v The Queen confirmed that deciding claims for 
public interest immunity to suppress information relating to national 
security was a “prime judicial responsibility”16 and not determined by a 
conclusive ministerial certificate or uncritical acceptance of ministerial 
assertion, even if on oath.  Alister v The Queen also confirmed that judicial 
responsibility to decide carries with it assessment of evidence and argument 
in courts about whether the claim for privilege fails or succeeds.  It follows 

                                                           
13 Sankey v Whitlam [1978] HCA 43; (1978) 142 CLR 1. 
14 Sankey v Whitlam [1978] HCA 43; (1978) 142 CLR 1 at 42 (Gibbs ACJ), 62 (Stephen J). 
15 Alister v The Queen [1984] HCA 85; (1984) 154 CLR 404. 
16 The nomenclature of Professor Zuckerman, “Public Interest Immunity: A Matter of Prime 
Judicial Responsibility” (1994) 57 Mod LR 703. 
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that there will always be an issue as to whether such arguments should 
occur in closed courts.   

Understanding the scheme of the law of evidence in Australia 

55. This report would bewilder those who are not lawyers, and likely some 
lawyers, unless I explain a complexity of the law of evidence in Australia.   

56. The law as to admissibility of evidence in Australia is both statutory and 
based on common law rules, and it varies between Commonwealth law and 
the laws of the States and Territories.  The complexity to which this gives 
rise is nowhere greater than with public interest immunity and national 
security information.   

57. The Commonwealth law of evidence is overwhelmingly statutory, based on 
the Uniform Evidence Law and is in the Evidence Act 1995 (Cth).  New South 
Wales, Victoria, Tasmania, the ACT and the Northern Territory have near 
identical legislation.  In general parlance, these are the Uniform Evidence 
Law jurisdictions.   

58. Queensland, South Australia, and Western Australia have not adopted the 
Uniform Evidence Law and, in these States, the law of evidence substantially 
comprises common law rules, augmented by legislation that is not the 
Uniform Evidence Law.   

59. Amongst the Uniform Evidence Law jurisdictions there are some variations, 
mostly minor.  One of the more significant differences between the Uniform 
Evidence Law jurisdictions is between the Commonwealth Evidence Act on 
the one hand, and all others, and concerns the matters of state privilege.   

60. Before explaining this, it is well to note that, in Australia, criminal law is 
largely a matter for the States and Territories.  Although there are 
Commonwealth criminal laws, virtually all prosecutions for contravention of 
Commonwealth criminal laws are tried in State and Territory courts.  When 
this occurs, s 68 of the Judiciary Act 1903 (Cth) requires that State or 
Territory laws as to criminal procedure and evidence apply. 

61. So “federal criminal proceedings”, to which the NSI Act applies, are tried in 
State and Territory courts, and there the relevant State and Territory laws 



Review into the operation and effectiveness of the National Security Information (Criminal 
and Civil Proceedings) Act 2004 

 

33 
 

of criminal procedure and evidence apply.  In a federal criminal proceeding 
that takes place in (say) South Australia, the Uniform Evidence Law does not 
apply, but in a trial of the precise same Commonwealth offence, that takes 
place in New South Wales, the Evidence Act 1995 (NSW) (a Uniform 
Evidence Law) applies. 

62. The central provision of the Uniform Evidence Law that deals with the 
matters of state privilege is s 130.  When originally introduced, s 130 was 
simply a law of admissibility of evidence:  

“If the public interest in admitting into evidence information or a 
document that relates to matters of state is outweighed by the public 
interest in preserving secrecy or confidentiality in relation to the 
information or document, the court may direct that the information or 
document not be adduced as evidence.” 

63. Prior to 2010 amendments in the Uniform Evidence Law jurisdictions, the 
common law rules of public interest immunity applied to pre-trial disclosure 
such as disclosure by prosecutors, discovery in civil matters and obligations 
of the recipients of subpoenas.  Section 130 was solely a law as to the 
admission of information into evidence at trial.  What might have been 
confounding was ameliorated by the general understanding that the 
content and operation of different laws were substantively the same under 
the matters of state privilege in s 130 and the common law rules of public 
interest immunity.17  

64. A joint review of the Uniform Evidence Law by the Australian Law Reform 
Commission, the New South Wales Law Reform Commission and the 
Victorian Law Reform Commission in 200518 recommended extending the 
substance of s 130 to pre-trial disclosure.  This recommendation was 
adopted by New South Wales, Victoria, the ACT and the Northern Territory, 

                                                           
17 See  Eastman v The Queen [1997] FCA 548; (1997) 76 FCR 9 at 63 (von Doussa, 
O’Loughlin and Cooper JJ); New South Wales v Public Transport Ticketing [2011] NSWCA 
60 at [42]-[43]; Dupont v Chief Commissioner of Police [2015] FamCAFC 64 at [57]; Ryan v 
State of Victoria [2015] VSCA 353 at [58]-[67]; Charan v Nationwide News Pty Ltd (Ruling 
No 3) [2017] VSC 138 at [23]; Ku-ring-gai Council v Garry West as delegate of the Acting 
Director-General, Office of Local Government [2017] NSWCA 54 at [84]-[85]. 
18 Uniform Evidence Law (ALRC Report 102). 
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and the Evidence Act of each has a s 131A that effects this. This 
recommendation was not adopted by the Commonwealth.   

65. The effect of this in respect of matters to which the NSI Act applies is as 
follows.   

66. In federal criminal proceedings that are tried in New South Wales, Victoria, 
the ACT and the Northern Territory, in respect of claims for matter of state 
privilege, s 130 of the Evidence Act applies as a law of admissibility of 
evidence at trial, and to disclosure of information prior to and at trial.   

67. In federal criminal proceedings that are tried in Queensland, South 
Australia, Western Australia and Tasmania, in respect of claims for public 
interest immunity, the common law and any relevant State legislation 
applies as a law of admissibility of evidence at trial and to disclosure of 
information prior to and at trial. 

68. In civil proceedings to which the NSI Act applies, in respect of claims for 
public interest immunity, if heard in a federal court, s 130 of the 
Commonwealth Evidence Act applies as a law of admissibility of evidence at 
trial and the common law applies to disclosure of information prior to and 
at trial. 

69. In civil proceedings to which the NSI Act applies, in respect of claims for 
public interest immunity, if heard in courts in New South Wales, Victoria, 
the ACT and the Northern Territory, s 130 of the Evidence Act applies as a 
law of admissibility of evidence at trial, and to disclosure of information 
prior to and at trial.   

70. In civil proceedings to which the NSI Act applies, in respect of claims for 
public interest immunity, if heard in courts in Queensland, South Australia, 
Western Australia and Tasmania, the common law and any relevant State 
legislation applies as a law of admissibility of evidence at trial and to 
disclosure of information prior to and at trial. 

71. It is important here to stress that the matter of state privilege in s 130 and 
the common law rules of public interest immunity are considered to be co-
extensive.  Throughout this report I treat them substantively as one and the 
same.  
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Chapter 3: Leading up to the NSI Act 

72. The immediate genesis of the NSI Act was the 2004 report of the Australian 
Law Reform Commission (ALRC), Keeping Secrets: The Protection of 
Classified and Security Sensitive Information.19  I will refer to this as the 
Keeping Secrets report.  The ALRC was directed to review existing laws, 
including those of common law public interest immunity, “designed to 
prevent the unnecessary disclosure of classified material or security 
sensitive material in the course of criminal or other official investigations 
and court or tribunal proceedings of any kind”.20   

73. A number of things prompted the reference to the ALRC.  Principal amongst 
them was the prosecution of Simon Lappas21 and in the UK, that of David 
Shayler.22  A number of matters in the United States, following the events 
of 11 September 2001, brought into Australian consciousness the United 
States’ Classified Information Procedures Act.   

74. It is intriguing that, in the Attorney-General’s reference resulting in the 
Keeping Secrets report, the ALRC was not required to review the matters of 
state privilege in s 130 of the then existing Uniform Evidence Law.  I think 
that this omission has given rise to a fissure between the Uniform Evidence 
Law and the NSI Act, that is addressed throughout this report.  The unhappy 
interaction of the NSI Act and the matters of state privilege in the Uniform 
Evidence Law is surprising.  The Uniform Evidence Law was itself the 
creature of an exhaustive ALRC report,23 and the Uniform Evidence Law was 
reviewed jointly by the ALRC, the New South Wales Law Reform Commission 

                                                           
19 Keeping Secrets: the Protection of Classified and Security Sensitive Information (ALRC 
Report 98). 
20 The terms of Reference to the ALRC are at the Keeping Secrets report pp 5-6. 
21 In one of his Honour’s judgments in R v Collaery, Justice Mossop noted that: “One 
impetus for the development of the NSI Act was the case involving Simon Lappas and 
Sherryll Dowling”; see R v Collaery [No 7] [2020] ACTSC 165; (2020) 283 A Crim R 524 at 
[12].  See also Commonwealth, Parliamentary Debates, House of Representatives, 
27 May 2004, 29129.  
22 From amongst the many decisions of English courts involving the prosecution of 
Mr Shayler, the issues relevant to this report are most clear in R v Shayler [2002] UKHL 11. 
23 Evidence (ALRC Report 38). 
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and the Victorian Law Reform Commission shortly after the NSI Act 
commenced.24 

75. The 2004 Keeping Secrets report did not squarely address the intended 
interaction of the foreshadowed NSI Act with s 130 of the Uniform Evidence 
Law.   

76. The 2005 report of Law Reform Commissions contains a single paragraph 
about the intended interaction of the NSI Act and s 130 of the Uniform 
Evidence Law: 

“[15.166]  The Commissions note that the newly enacted National 
Security Information (Criminal and Civil Proceedings) Act 2004 (Cth) will 
create a different regime for the protection of national security 
information. That Act may replace use of s 130 as a method of 
protecting this type of information in a number of proceedings. …  As 
noted above, not all public interest immunity claims relate to matters 
of national security. However, at this time, and in the absence of 
further comment on this issue, the Commissions do not recommend a 
change to s 130 to take account of this issue.” 

77. True it is that the NSI Act and s 130 of the Uniform Evidence Law create 
“different regimes” for dealing with pretty much the same thing, and it 
seems that the Law Reform Commissions thought that over time the NSI Act 
“may” supplant s 130 as a “method of protecting national security 
information”.  Nonetheless, it is a pity that these matters were not worked 
through when they could have been by well-resourced law reform bodies.  
Overlapping and different regimes for dealing with the same thing are 
always treacherous. 

78. Whatever may be said about its provenance, the NSI Act responds to issues 
that emerged in Lappas and Shayler and in some respects draws on the 
United States’ Classified Information Procedures Act. 

   

                                                           
24 Uniform Evidence Law (ALRC Report 102). 
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Lappas 

79. Mr Lappas was an intelligence analyst employed by the Defence Intelligence 
Organisation (DIO).  He held a security clearance which gave him access to 
information classified as “Top Secret”.  This signified information which if 
compromised could cause “exceptionally grave damage” to national 
security.   

80. Mr Lappas removed a report that he had drafted from DIO premises.  It 
assists to refer to this as “the primary report”.  It contained information of 
great sensitivity, including the names of foreign sources of Australian 
intelligence agencies.  He removed the report intending to give it to Sherryll 
Dowling, so that she could sell it to a particular foreign power.  Mr Lappas’ 
intention was that, with the sale proceeds, a debt that he owed to 
Ms Dowling, would be forgiven.  Mr Lappas provided Ms Dowling with 
detailed instructions on how best to arrange the sale and personally 
initiated contact with representatives of the foreign power to assist 
Ms Dowling with the sale.  Shortly after removing the primary report, and 
before contact was made with representatives of the foreign power, 
Mr Lappas photocopied two other documents classified as “Top Secret”; call 
these, the “further documents”.  He gave these other documents to 
Ms Dowling so that she could also sell them to the same foreign power.  
Before any sale, Mr Lappas told colleagues what he had done and the 
documents were retrieved by DIO.  

81. Mr Lappas was charged with espionage, contrary to s 78(1)(b) of the Crimes 
Act 1914, in respect of the primary report.  He was also charged with 
unauthorised communication of the further documents, contrary to s 79(3).  
The former was the more serious charge, and a very serious charge indeed.  
An element of the espionage offence was the usefulness of the primary 
report to a foreign power, and it was a matter that the prosecution had to 
prove.  Mr Lappas did not concede that the primary report was useful to a 
foreign power and so the prosecution was required to prove this at trial.  
Both charges were tried together.   

82. The prosecution sought that Mr Lappas’ committal (before a magistrate) be 
conducted in a closed court.  This was refused but it was ordered that the 
court be closed when the contents of the documents, and various other 
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facts, were disclosed.  At the committal hearing, the primary report and the 
further documents were tendered as evidence and Mr Lappas’ counsel were 
given copies of them.   

83. Mr Lappas was committed to trial.  Being a trial of offences under 
Commonwealth law, it was required to be heard before a jury and it was 
heard in the Supreme Court of the Australian Capital Territory. 

84. At trial, two extraordinary things happened.  First, for the espionage charge, 
the prosecution sought orders that it not be required to tender the primary 
report as part of its case.  The prosecution sought instead to tender a very 
substantially redacted version of it, and then to have a witness describe, in 
very general terms, the redacted contents.  This oral evidence was described 
by the Commonwealth as intended to give “the description without actually 
giving it”.25  By this process, the prosecution proposed to prove that the 
primary report was useful to a foreign power, even though its contents, 
which were said to prove this, were not in evidence.  Mr Lappas objected to 
this and, during cross examination of a prosecution witness, his counsel 
sought to tender the unredacted primary report.  Counsel had a copy 
because it was tendered at committal and given to counsel then.  At trial, 
the prosecution objected to the tender and claimed public interest 
immunity over the primary report.  This was rather novel.  The trial judge 
upheld the prosecution’s claim to public interest immunity, and the 
unredacted primary report was not admitted into evidence.  In making this 
ruling, the trial judge also ruled that, because the whole of the primary 
report was not in evidence, Mr Lappas could not test an essential element 
of the case against him.  The trial judge ruled that, because of this, 
Mr Lappas could not receive a fair trial on the espionage charge and the trial 
judge ordered that the prosecution of this charge be stayed.  The stay did 
not apply to the other charge, but the more serious espionage charge was 
(in effect) at an end. 

85. The second extraordinary thing occurred later in the trial of the remaining 
charge.  The trial was aborted when Mr Lappas’ counsel withdrew.  Because 
the withdrawal of counsel occurred during a criminal trial and had the 
consequence that it did, it would only have been permitted because counsel 

                                                           
25 R v  Lappas & Dowling [2001] ACTSC 115 at [9]. 
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could not ethically continue.  It was later reported that counsel withdrew 
“because Mr Lappas had threatened to reveal classified information to a 
foreign power”.26  Mr Lappas’ bail was revoked and he was remanded in 
custody.  The judge’s reasons for permitting counsel to withdraw, aborting 
the trial and revoking bail were not published and the court was closed for 
the hearing about them.27  The actual threat made by Mr Lappas is not 
publicly known, but it is a fair inference that it was a threat to disclose 
‘sensitive information’ during the trial in open court. 

86. If this was the threat then the concern was that this disclosure would 
damage national security.  This may have occurred in cross examination of 
prosecution witnesses or by a witness called by Mr Lappas or in Mr Lappas’ 
own evidence if he gave it.28 

Shayler 

87. Some of the complicated circumstances of the UK matter involving David 
Shayler took place prior to the enactment of the NSI Act. 29   

88. Mr Shayler had been a member of the Security Service (MI5).  At the start 
of his service he signed an Official Secrets Act 1989 (UK) declaration, 
acknowledging the confidential nature of documents and other information 
relating to security, intelligence, defence and international relations that 
might come into his possession as a result of his position.  He worked in 
branches of MI5 concerned with “counter-subversion”, and countering 
“Irish Republican” and “Middle Eastern” terrorism.  Shortly before he 
resigned from MI5 Mr Shayler signed a further declaration acknowledging 
that the provisions of the Official Secrets Act (UK) continued to apply to him, 
along with the same requirements of confidentiality.   

89. Sometime after his resignation, Mr Shayler agreed with a British newspaper 
(the Mail on Sunday) to write about his service with MI5.  He provided 30 

                                                           
26 Keeping Secrets: the Protection of Classified and Security Sensitive Information (ALRC 
Report 98) at p 555. 
27 R Campbell, “Lappas Trial Aborted After Threat” Canberra Times 14 May 2002.  
28 Mr Lappas was later re-tried and convicted. 
29 See Shayler v R [2003] EWCA Crim 2218. 
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documents to journalists from the Mail on Sunday, including four classified 
as “top secret” and eighteen as “secret”. 

90. He was charged with offences of disclosure of documents and information 
contrary to provisions of the Official Secrets Act (UK) . 

91. Prior to trial, the prosecution applied for various orders, including that if 
Mr Shayler proposed to raise certain identified matters in evidence, he was 
to give prior written notice to the Crown.  At a hearing seeking these orders, 
evidence (or what might be taken as evidence) was led from the Foreign 
Secretary that: 

“… attempts may be made by the defendant to make statements 
during the course of the proceedings or put into evidence material 
which relates to certain security and intelligence matters. I have 
formed the view that certain such statements or evidence, if received 
in open court, would be prejudicial to national security. … It is not 
possible for me to be more specific in this Certificate about the 
information for which non-publication is sought, or the precise harm 
that publication would cause, since my doing so would be liable to 
cause the very damage that the Certificate seeks to avoid. Full details 
are, however, given for the benefit of the Court in the sensitive 
Schedule to the Certificate.” 

92. It was ordered that if Mr Shayler proposed to raise any of the matters 
detailed in the sensitive Schedule during the trial, he was to give prior 
written notice to the Crown.  No doubt this would then have resulted in a 
claim for exclusion of that evidence on the ground of public interest 
immunity.  Shortly after this order was made, and mere days before the trial 
was to start, the Mail on Sunday published a further article authored by 
Mr Shayler.  In it he stated that he would represent himself at trial.  He also 
announced to the world that, at trial, he would advance arguments that 
would disclose information relating to security and intelligence, but not the 
matters referred to in the sensitive Schedule.  The trial judge described this 
as giving rise to a “risk of disclosure of material which will give rise to a risk 
of damage to national security”.  This could have occurred in the cross 
examination of prosecution witnesses or perhaps in his own evidence or in 
the course of making submissions. 
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93. Orders were then made “designed to avoid the need for an in-camera 
application to be made” and to enable the trial to be held in open court.  
The orders required Mr Shayler “to give notice in writing to the Crown of 
any matter relating or purporting to relate to security or intelligence which 
he may seek to raise (whether directly or indirectly)”.  The orders did not 
require Mr Shayler to give notice of the questions he proposed to ask, or to 
provide the detail of evidence that he proposed to give himself or to adduce 
form any other witness.   

94. The orders went on to provide that the trial judge would consider any notice 
given by Mr Shayler and then determine the relevance of such matters, in 
chambers; that is, not in an open court.  If the matters the subject of the 
notice were ruled to be relevant, then an in-camera application could then 
be made, presumably to enable a claim for public interest immunity to be 
made by the prosecution. 

95. In criminal trials, defendants are not required to give prior notice of issues 
to be explored in cross examination of prosecution witnesses, or of any 
evidence to be led by the defendant or a defence witness.30  Although the 
orders did not require this, a notice of the “matter relating or purporting to 
relate to security or intelligence” that Mr Shayler was required to give would 
likely have given the prosecution a fair idea of proposed questions and 
evidence.   

96. As I will discuss in later chapters, the order—that the trial judge would rule 
on relevance in chambers—was not all that unusual in public interest 
immunity type matters.  It must be supposed that, if the trial judge required 
submissions on relevance, he could have requested them and dealt with any 
hearing in closed court.   

97. These orders need to be understood in a complex context that took place 
prior to Mr Shayler’s trial.  The trial judge had earlier ruled that a defence of 
duress, that Mr Shayler had foreshadowed, was not open and that the 
Human Rights Act 1998 did not provide a further defence.  These rulings 
were upheld in the Court of Appeal.  In the House of Lords the first ruling 

                                                           
30 This is in Australian jurisdictions subject to some limited exclusions, such as giving notice 
of an alibi.  This is discussed further in chapter 6. 
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was found to be premature and the second was upheld.31  By the time that 
the matter came back for trial, it was plain that neither defence was open.  
So, to the extent that Mr Shayler foreshadowed raising a “matter relating or 
purporting to relate to security or intelligence” that raised either of these 
foreshadowed defences, the matter was irrelevant.  

98. Mr Shayler was convicted. 

Commonalities of Lappas and Shayler 

99. Certain of the circumstances of Lappas and Shayler illustrate very significant 
issues for the justice system and executive government.   

100. Perhaps most stark was the failed prosecution of Mr Lappas for espionage.  
He engaged, or was alleged to have engaged, in extraordinarily serious 
criminal behaviour.  He was a Commonwealth intelligence officer entrusted 
with information of great importance and sensitivity.  The espionage charge 
involved allegations of selling information of critical sensitivity to a hostile 
power for personal benefit.  Crime of this kind must be prosecuted and must 
be capable of being prosecuted.   

101. The second charge in Mr Lappas’ prosecution, and Mr Shayler’s prosecution, 
illustrate a critically important matter.  Some former government officials, 
who have been trusted with intelligence information of the utmost 
sensitivity, and who breach their critical obligations of secrecy, can 
undermine a prosecution by threats of abusing processes of courts by 
disclosing unrelated but damaging information.  Again, the justice system 
must have means of dealing with this deliberate undermining and abuse.   

102. It is critical that crimes like those of Mr Lappas be prosecuted.  The most 
sensitive and legitimate secrets of government are known by few.  
Ministers, the most senior public servants, and intelligence officers are privy 
to the most sensitive information of government.  It is imperative that they 
and other government officials, who have clear obligations to maintain the 
legitimate secrecy of the most sensitive information of government, are not 
practicably immune from prosecution.  I doubt that this is a controversial 
statement.  It says nothing about whistleblowers and I have learned not to 

                                                           
31 Shayler v R [2003] 1 AC 247. 
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accept that all information claimed by government to be sensitive or 
legitimately secret is or should be.  But there is governmental information 
that must be kept secure and which, if known to our adversaries, would 
cause immense damage to Australia and other countries.   

103. The dilemma of whether prosecution comes at too great a risk arise and 
confront government more often than commonly understood.  As a 
community we must expect that our justice system provides a practicable 
means of prosecuting government officials who breach clear obligations to 
maintain the integrity of the most sensitive information of government.  It 
must be that those who commit the most serious of terrorist offences, those 
who engage in acts of foreign interference and those who commit war 
crimes can be prosecuted.  As a community we must expect that defendants 
can be fairly tried without the legitimate secrets of government being 
compromised.  We must expect that witnesses, such as undercover 
intelligence officers and sources who risk their lives to give evidence, are 
protected.   

The United States Classified Information Procedures Act  

104. The Classified Information Procedures Act (US) was considered thoroughly 
in the ALRC Keeping Secrets report.  The Act is the product of an 
extraordinary and instructive history, which it assists to briefly recount. 

105. Until the 1953 United States Supreme Court decision in US v Reynolds,32 the 
federal common law of the United States did not recognise at least some 
categories of what we would understand as public interest immunity.  In US 
v Reynolds the Supreme Court expressly recognised for the first time the 
existence of a “state secrets privilege” under the common law, which 
applied in civil cases.   

 

                                                           
32 US v Reynolds 345 US 1 (1953).  An extraordinary aspect of Reynolds was its factual 
similarity to the case of Duncan v Cammell Laird and Co discussed in chapter 2.  Duncan v 
Cammell Laird and Co was a civil case involving the deaths of sailors in the sinking of a new 
class of submarine, where plans of the submarine were sought.  In US v Reynolds, the 
plaintiff was the widow of a pilot of a crashed military plane.   
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106. Relevant to the issues in US v Reynolds was the 1807 Supreme Court 
decision in US v Burr.33  Chief Justice Marshall’s judgment in Burr was to the 
effect that the executive power of the President, in Article II section 2 of the 
Constitution, included power to “classify and control access to information 
bearing on national security”.34 US v Burr gave rise to an understanding that 
‘classification’ of information by the President could affect disclosure of 
information both by the prosecution and defence in criminal trials. Whereas 
the decision in US v Burr was based on constitutional principles, the decision 
in US v Reynolds was based on a state secrets privilege arising under the 
common law. 

107. The recognition in US v Reynolds of common law state secrets privilege in 
civil cases was thought to portend expansion of the privilege to crime.  This 
gave rise to concern about the implications of this for prosecution of 
intelligence officers for breach of criminal law secrecy obligations.  The 
concern was that these defendants might stifle these prosecutions by 
threatening to disclose unrelated, but sensitive information during trial.  Of 
course, this was the concern realised in Lappas and Shayler. 

108. To avoid the risk of stifling such prosecutions, a unique solution emerged.  
Shortly after US v Reynolds the CIA and the US Justice Department entered 
into a ‘secret’ agreement.  It provided that the CIA was not required to 
report violations of laws by its officers and agents to the Justice Department.  
An effect of this was that CIA officers could, practicably, not be prosecuted 
for offences arising from contravention of secrecy obligations.35  As one 
commentator has observed, with a degree of understatement: 36   

“This agreement probably limited the development of law on the 
subject of a classified information privilege for at least two and a half 
decades during the height of the Cold War.”  

109. Indeed, this same commentator recounted:37 

                                                           
33 US v Burr 25 F. Cas. 187. 
34 See Department of Navy v Egan 484 US 518 (1988) at 527. 
35 See Poteat, “Discovering the Artichoke: How Mistakes and Omissions have Blurred the 
Enabling Intent of the Classified Information Procedures Act” [2014] 7 Journal of National 
Security Law and Policy 81 at 89. 
36 Ibid. 
37 Ibid. 
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“According to those familiar with the agreement, its terms ensured 
that no espionage cases would be initiated.  The agreement only came 
to public light when it was exposed by the Rockefeller Commission in 
1975.” 

110. The 1980 Classified Information Procedures Act (US) followed the secret 
agreement’s denouement.   

111. The Classified Information Procedures Act (US) was enacted to enable, not 
to stifle, the prosecution of intelligence officers who breached prohibitions 
on disclosure of government secrets.   

112. The risk to prosecution to which the Classified Information Procedures Act 
(US) responds has come to be referred to in the United States as 
“graymail”.38  The common paradigm is of a knowledgeable defendant 
seeking disclosure from the state of irrelevant or barely relevant, but highly 
sensitive, information.  They do so with the pregnant threat to refer to the 
information publicly, not for a proper forensic purpose but to force 
abandonment of the prosecution because of fear of disclosure.   

113. The Classified Information Procedures Act (US) creates processes enabling 
disclosure of sensitive information in prosecutions that overcome the 
“disclose or dismiss dilemma” in criminal cases.   

114. In the United States there has been a great deal of consideration of the 
interaction between the Classified Information Procedures Act and “state 
secrets privilege”.  One commentator has observed:39 

“The Classified Information Procedures Act (CIPA) is not well 
understood and has become confused with the state secrets privilege 
almost since its enactment in 1980. These misunderstandings about 
CIPA have resulted in a split in the federal circuit courts over how CIPA 
functions. While the state secrets privilege was intended to block the 
discovery of military and state secrets, CIPA was intended to enable 
the discovery of classified information. CIPA’s procedures reflect the 

                                                           
38 See Congressional Research Service, Protecting Classified Information and the Rights of 
Criminal Defendants: the Classified Information Procedures Act (2016) p 1. 
39 Poteat, “Discovering the Artichoke: How Mistakes and Omissions have Blurred the 
Enabling Intent of the Classified Information Procedures Act” [2014] 7 Journal of National 
Security Law and Policy 81 at 81. 
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drafters’ understanding that they needed to protect intelligence 
sources and methods as well as the rights of criminal defendants. Yet 
courts and practitioners have imagined the CIPA and state secrets 
should be combined. This combination by some courts forgets CIPA’s 
original purpose. 

The misunderstandings about CIPA are partly the result of the spotty 
and sometimes erroneous legal history of national security privileges 
over two centuries of American jurisprudence. They are partly the 
result of the failure of Congress to include specific language in CIPA 
that might have eliminated this confusion.” 

115. This difficult interaction of the Classified Information Procedures Act (US) 
and the “state secrets privilege” in the United States is, in some respects, 
similar to the Australian experience; with the complex overlap between the 
NSI Act and the matters of state privilege in s 130 of the Uniform Evidence 
Law, and public interest immunity.   

116. It is, however, odd to an outsider that in the United States confusion is as 
great as this passage suggests.  The procedures of the Act are applied to 
“classified information”.  This is not a defined class of information that 
corresponds to the subject matter of the “state secrets privilege” under US 
law.  Classified information is defined as: 

“any information or material that has been determined by the United 
States Government pursuant to an Executive order, statute, or 
regulation, to require protection against unauthorized disclosure for 
reasons of national security and any restricted data, as defined in 
paragraph r. of section 11 of the Atomic Energy Act of 1954.   

“National security”, as used in this Act, means the national defense 
and foreign relations of the United States.”40 

117. The purview of the Act is information that is subject to a security 
classification.  The Act then streamlines prosecution of those who seek to 
abuse access to classified information.  Information that could be the 
subject matter of the “state secrets privilege” under US law is much broader 
than this.  Because of this the overlap of the NSI Act and s 130 of the Uniform 
Evidence Law and public interest immunity in Australia is different.  National 

                                                           
40 Classified Information Procedures Act s 1. 
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security information for the NSI Act is much broader than classified 
information in the Classified Information Procedures Act (US).  Furthermore, 
it largely overlaps with information that attracts the protection of s 130 of 
the Uniform Evidence Law and public interest immunity.  So, in the United 
States, the Classified Information Procedures Act (US) and state secrets 
privilege do different things in respect of largely different categories of 
information.  In Australia, the NSI Act and s 130 of the Uniform Evidence Law 
and public interest immunity do different things in respect of largely the 
same information. 

118. As to the procedural innovations of the Classified Information Procedures 
Act (US), what was likely thought of as novel in 1980 is now more 
conventional.  The broad scheme of the processes of the Act is as follows.  
First, in any federal indictable criminal matter, either party can seek a pre-
trial conference to raise issues concerning classified information.  Second, 
there are processes by which classified information can be disclosed by the 
prosecution to the defendant.  Third, the Act creates pre-trial processes 
dealing with a defendant wishing to make use of classified information at 
trial.  Fourth, there are processes dealing with admissibility of classified 
information, dealing principally with classified information that the 
prosecution will seek to adduce at trial.  Fifth, there are processes dealing 
with objections that the prosecution can make to admission into evidence 
of classified information by the defendant at trial. 

119. Section 4 of the Act41 deals with disclosure by the prosecution to the 
defendant and creates “gisting”.  The court can order that the prosecution 
delete “specified items of classified information” and substitute a summary 
of the deleted information.  The court can deal with an application seeking 
this “gisting” on the basis that the papers are to be seen only by the court.   

120. Section 5 of the Act deals with the circumstance of a defendant in a criminal 
matter proposing to disclose classified information.  The section provides 
that a defendant who “reasonably expects to disclose or to cause the 
disclosure of classified information in any manner in connection with any 
trial or pretrial proceeding” is required to advise the prosecution and court.  

                                                           
41 Rather than reproduce relevant (but lengthy) sections of the Classified Information 
Procedures Act in the text of this chapter or in footnotes, they are set out at Annexure B to 
this report.   



Review into the operation and effectiveness of the National Security Information (Criminal 
and Civil Proceedings) Act 2004 

48 
 

Notice of this is to include a “brief description of the classified information”.  
Unless this procedure is followed, defendants are prohibited from disclosing 
information known or believed to be classified.  Paragraph 5(b) is clear: if a 
defendant fails to comply, the court has the power to preclude use of the 
information and prohibit it from being referred to in cross examination of 
prosecution witnesses.   

121. Section 6 of the Act creates the process for dealing with questions as to the 
“use, relevance, or admissibility” of classified information at trial or at any 
pre-trial hearing.  It generally relates to classified information that the 
prosecution will seek to adduce at trial.  The s 6 process seeks to have such 
matters decided prior to the substantive hearing.  These separate hearings 
are “Classified Information hearings”.  Classified Information hearings must 
be held in closed court if the Attorney General certifies that a public hearing 
may result in the disclosure of classified information.  The section 
contemplates that classified information hearings could occur during a trial.  
The section 6 process requires that the prosecution provide the defendant 
with notice of the classified information at issue.  This is easy with classified 
information already disclosed to the defendant, but where it has not, the 
information can be described generically in a form approved by the court.   

122. As with s 5, s 6 facilitates “gisting”.  It is referred to as the “Alternative 
Procedure for Disclosure of Classified Information”.  If the court is satisfied 
that any statement or summary provided by the prosecution will give the 
defendant “substantially the same ability to make his defence as would 
disclosure of the specific classified information”, then the statement or 
summary will be used.   

123. Section 6 provides that if the court refuses to allow a statement or summary 
to be used, then the classified information in the original documents can be 
referred to openly.  In this event, the prosecution can then provide an 
affidavit “of the Attorney General” objecting to disclosure of the classified 
information.  If this is done, the court must order that the defendant not 
disclose the information and must then dismiss the indictment.  There is an 
exception in s 6 to dismissal where the court determines that “the interests 
of justice would not be served by dismissal”.  In this event, the court can 
make whatever other order is appropriate, though the section specifies the 
following; dismissal of some counts only; finding against the prosecution on 
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any issue to which the excluded classified information relates; precluding all 
or part of the testimony of a witness.  

124. Section 8 of the Act also deals with what might occur at a criminal trial and 
provides a broad power to the court to “prevent unnecessary disclosure of 
classified information”.  It empowers the court to make orders such as 
admitting into evidence part only of document or a redacted document, 
“unless the whole ought in fairness be considered”.   

125. The section also deals with the vexing issue of cross examination by the 
defendant of prosecution witnesses and evidence in chief of the defendant 
or defence witnesses that will disclose classified information.  Section 8 
enables the prosecution to object to any question or “line of inquiry” that 
may require the witness to “disclose classified information not previously 
found to be admissible”.  If such an objection is made, “the court shall take 
such suitable action to determine whether the response is admissible as will 
safeguard against the compromise of any classified information”.  The 
section provides the kinds of orders that might be made.  In cross 
examination of prosecution witnesses, the court can order that the 
prosecution provide the court with a “proffer of the witness’ response to 
the question or line of inquiry”.  Other kinds of order arise in respect of the 
evidence of the defendant or defence witnesses, where the court can 
require the defendant to provide the court with a “proffer of the nature of 
the information he seeks to elicit”.  Quite a deal is unexpressed in section 8 
but any lacunae is filled by the general admonition in the section that “the 
court shall take such suitable action to determine whether the response is 
admissible as will safeguard against the compromise of any classified 
information”.  Obvious unstated matters include: dealing with the issues in 
closed court; and whether the court considers answers proffered by the 
prosecution and proffers by the defendant of what they seek to prove by an 
answer to the question ex parte.  This was similar to the issue that arose in 
Shayler, with the trial judge’s order that Mr Shayler give notice before 
seeking to ask questions relating to security or intelligence.  It will be 
recalled that in Shayler the orders provided that the trial judge would 
determine relevance in chambers and without the benefit of argument.   
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The Keeping Secrets report 

126. The ALRC in its Keeping Secrets report did not recommend mere adoption 
of the Classified Information Procedures Act (US), though many of its key 
recommendations reflect it.   

127. As noted above, perhaps the key difference is the definition of the 
information sought to be protected.   The Classified Information Procedures 
Act (US) relates to classified information.  As the full title to the ALRC report 
makes plain, it relates to “Protection of Classified and Security Sensitive 
Information”. 

128. The NSI Act did not reflect everything recommended in the Keeping Secrets 
reports and changes have been made to the Act over time.   

129. The NSI Act in (more or less) its current form was the subject of further, 
largely uncritical, consideration by the ALRC in 2016.42   

130. The NSI Act was considered in detail by one of my predecessors as INSLM, 
Bret Walker SC in 2013.43  Mr Walker made a number of recommendations 
for change, which were largely ignored or not accepted.  I repeat some of 
these recommendations later in this report and discuss others.   

  

                                                           
42 Traditional Rights and Freedoms—Encroachments by Commonwealth Laws (ALRC Report 
129) in particular chapter 8. 
43 Independent National Security Legislation Monitor, Annual Report (2013). 
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Chapter 4: How the NSI Act works 
132. Armed with an understanding from chapter 3 of the genesis of the NSI Act, 

this chapter does the hard work of explaining how the Act works. 

133. As stated earlier, the NSI Act has two broad purposes.  The first is to enable 
the Commonwealth executive government to use secret or sensitive 
information in proceedings before courts, particularly criminal proceedings, 
in circumstances that in the past it could not.  This essentially responds to 
the circumstance illustrated by Lappas.  The second is to introduce new 
processes to deal with matters of state privilege in s 130 of the Uniform 
Evidence Law and the co-extensive common law public interest immunity, 
with regard to information that affects national security.   

134. This second aspect of the NSI Act expands the scope of Commonwealth 
government information that can be disclosed and to which the parties can 
have access.   

135. Understood in these ways, the NSI Act does important and laudable work, 
but at a cost.  Too much secrecy of executive government is replaced by too 
much secrecy in important work of courts. 

The critical role of the Attorney-General in the NSI Act 

136. Before delving into the detail of the Act it is well to note one of its key 
features.  The Attorney-General is central to the administration of the NSI 
Act.  As will be explained in detail in this chapter, the decision maker for 
executive government under the Act is the Attorney-General and not, for 
instance, a prosecutor.   

137. There are very good reasons for this, and that powers under the Act are 
exercised by the Attorney-General is critical to the Act’s design.  In addition 
to being the First Law Officer of the Commonwealth, with the great 
responsibility that this entails, the Attorney-General is far better placed than 
(say) prosecuting authorities to assist the court in understanding the 
significance of disclosure of national security information.   
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138. That the powers and responsibilities of executive government under the NSI 
Act are exercised by the Attorney-General is a manifestation of the objects 
in s 3 of the NSI Act. 

139. These are addressed below, but the object expressed in s 3(1) is plain—the 
administration of justice cannot be seriously interfered with to prevent 
disclosure of national security information.  That the Attorney-General is 
involved ensures, or should ensure, that the proper administration of justice 
is front and centre and foremost.   

140. In the operation of the NSI Act, and more generally, courts, parties in 
criminal and civil proceeding, and the public generally, rely heavily on the 
Attorney-General to protect and to guarantee the proper administration of 
justice.  Central to this reliance, and a defining characteristic of the office, is 
that the Attorney-General is not simply a mouthpiece of the Commonwealth 
executive government.  In exercising power under the NSI Act, the Attorney-
General is not a mere messenger of an agency ‘requiring’ protection of 
information.  The Attorney-General, and those instructed by the Attorney-
General in these matters, are not akin to legal practitioners in private 
practice representing an agency of the Commonwealth seeking protection 
of national security information.  Their duty is far greater than this. 

141. These are not matters of aspiration but must be the reality, ingrained in the 
practice of government lawyers who do this critically important work. 

142. This understanding of the role and status of the office of Attorney-General 
explains why it is the Attorney-General who, for the Commonwealth, is 
given the central role in the NSI Act.  There may be from time to time robust 
discussion with other parts of Commonwealth executive government about 
the need to protect certain information, but, under the NSI Act, decisions 
are for the Attorney-General.   

143. Put simply, the community will lose confidence in the administration of 
justice, and in the NSI Act, if Attorneys-General, and government lawyers 
who advise, do not appreciate and fulfill the responsibilities invested in 
them. 
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The objects of the NSI Act 

144. The NSI Act has a singular expressed object, found in s 3: 

“(1)  The object of this Act is to prevent the disclosure of information 
in federal criminal proceedings and civil proceedings where the 
disclosure is likely to prejudice national security, except to the 
extent that preventing the disclosure would seriously interfere 
with the administration of justice. 

(2)   In exercising powers or performing functions under this Act, a 
court must have regard to the object of this Act.” 

145. The object is expressed in a terribly negative way, with the emphasis on 
“preventing” disclosure, though prevention is conditioned and seemingly 
overridden where it would “seriously interfere with the administration of 
justice”.  The “administration of justice”, like the “rule of law”, is not a term 
of precision, more one of beauty (as in the eye of the beholder).  Several 
participants who assisted this review observed44 that it is not obvious that 
“open justice” (another term of beauty) is a paramount object of the Act, or 
an object at all.  In later chapters I address how precepts of open justice 
might be better incorporated into the NSI Act. 

When the NSI Act can be used 

146. The NSI Act does not operate in all circumstances in which, say, an issue 
involving national security confronts a court.  The Act can only operate in 
two types of matter: “federal criminal proceedings” and “civil proceedings”.  
Other than in these two types of matter the Act cannot operate. 

147. Federal criminal proceedings are essentially criminal proceedings where the 
offence or any of the offences concerned are against a law of the 
Commonwealth.45  This means that the NSI Act will not operate in the vast 
majority of criminal prosecutions, being those brought under State or 
Territory criminal laws.  So, information which would fall within the 

                                                           
44 See, for example, Mr Kieran Pender, Human Rights Law Council, ‘Transcript of 
Proceedings, Review of the National Security Information (Criminal and Civil Proceedings) 
Act 2004 Public Hearing Thursday 20th July – Day 2’, p 134, line 10-12. 
45 NSI Act s 14. 
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definition of “national security information” in the NSI Act, that arises in a 
State or Territory prosecution, cannot attract the processes of the Act.   

148. Federal criminal proceedings in which the NSI Act will be invoked will 
inevitably be heard before a jury.  Section 80 of the Constitution provides 
that trials on indictment of offences against a law of the Commonwealth 
must be by jury.  Although issues with the NSI Act could arise in the 
prosecution of non-indictable Commonwealth offences, this will be rare. 

149. In practice, the confining of the NSI Act to federal criminal proceedings 
means that the Act will operate most often in prosecutions of a limited 
number of crimes. These are: terrorism offences under Part 5.3 of the 
Criminal Code (Cth); espionage and foreign interference offences under Part 
5.2 of the Criminal Code; various secrecy offences such as those under Part 
5.6 of the Criminal Code and Part 6 of the Intelligence Services Act 2001; 
and war crime offences under Division 268 of the Criminal Code.  This is 
because, in these types of matters, national security information will 
inevitably be part of the prosecution case. 

150. In terrorism trials, the NSI Act has, after initial testing, largely been used to 
do things that are rather run of the mill in criminal trials.  Such things 
include: orders to suppress the identity of police and intelligence 
undercover operatives and informers; and orders to close courts while 
certain evidence relating to investigative techniques of intelligence agencies 
is given.  Orders like this are made in many criminal trials and are commonly 
made in trials, for instance, of serious drug importation and supply.  These 
sorts of orders are well trod ground for criminal courts, judges presiding in 
them and practitioners who customarily appear.  Indeed, in this review, I 
was told that in more recent trials for terrorism offences, the NSI Act is 
rarely used, because orders of this kind are generally made using other 
powers available to courts. 

151. The NSI Act might theoretically be invoked in other federal criminal 
proceedings, but this is less likely.   

152. Civil proceedings to which the NSI Act can apply are all proceedings in a 
court of the Commonwealth, State or Territory other than a criminal 
proceeding.  The scope of this is broad and the real limitation is that it 
excludes tribunals and adjudicative bodies that are not courts. 
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153. I will discuss the operation of the Act by reference to federal criminal 
proceedings first, and then note the differences with civil proceedings. 

154. Before doing so, it assists to introduce a central feature of the Act and one 
which I address in more detail in chapter 5.  This is the concepts of national 
security and national security information. 

National security and national security information 

155. The concepts of “national security” and “national security information” 
arise at different stages of the operation of the NSI Act.  The obligations of 
parties to give a notice to the Attorney-General arises in respect of national 
security information.  If a document contains information that falls within 
the definition, and certain other conditions are satisfied, notice is to be sent 
to the Attorney-General.  This concept of national security information is 
relevant here to the parties and their obligation to notify the Attorney-
General. 

156. When a document containing national security information is provided to 
the Attorney-General, the Attorney-General does not look at it to decide 
whether it contains national security information.  The Attorney-General 
looks at it to decide whether “disclosure of information is likely to prejudice 
national security”.  The concept here of national security is relevant to the 
task of the Attorney-General. 

157. If the Attorney-General then issues a criminal or civil non-disclosure 
certificate, and this results in a hearing before a court, the court must 
(broadly) decide whether disclosure of the information would be a “risk of 
prejudice to national security”.  Again here, the issue is not whether a 
document contains national security information.  The relevant concept 
here is that of national security and it is relevant to the task of the court. 

Invoking the NSI Act in federal criminal proceedings 

158. The processes of the NSI Act cannot be used in a federal criminal proceeding 
until the Act is invoked.  This is done by the prosecutor giving notice in 
writing to the defendant, the defendant’s legal representative and the court 
that the Act applies, pursuant to s 6(1) of the NSI Act. 
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159. That invocation of the NSI Act is a matter for the prosecutor, meaning the 
Commonwealth Director of Prosecutions (CDPP).46   

160. The section functions appropriately and, in this review, it was confirmed 
that, in all matters in which it would be expected that the NSI Act be 
invoked, it has been and will continue to be.  This mechanism does not 
require change. 

161. Section 6 has a sensible practical operation.  Upon giving of the s 6 notice, 
the CDPP will then seek to engage with the defendant and their legal 
representatives to try to agree on various matters that will arise with 
national security information during the prosecution.  As discussed below, s 
22 of the NSI Act provides for ‘consent orders’ and it is a good thing that, 
after a s 6 notice, the CDPP will seek to agree matters.   

162. Section 6 also provides for notice to the court.  This is important because 
there are practicalities that will often need to be arranged with the court 
without delay.  Things such as storage and protection of national security 
information before, during and after trial are important and if not addressed 
quickly can later cause unnecessary delay.  Arranging these kinds of matters 
with the court and the defendant should start as soon as possible and early 
invocation of s 6 has been used to start these processes. 

163. Section 21 of the NSI Act provides: 

“(1)  At any time during a federal criminal proceeding, the 
Attorney-General, the Attorney-General’s legal representative, 
the prosecutor, the defendant or the defendant’s legal 
representative may apply to the court for the court to hold a 
hearing to consider issues relating to the disclosure, protection, 
storage, handling or destruction, in the proceeding, of national 
security information, including: 

(a)   the making of an arrangement of the kind mentioned in 
section 22; and 

(b) the giving of a notice under section 24. … 

                                                           
46 NSI Act s 7. 
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(2)   The court must hold the hearing as soon as possible after the 
application is made.” 

164. This too is a sensible provision, although the mandatory requirement that 
the court must hold a hearing as soon as possible after the application is 
made is an example of the extravagant prescriptiveness of the Act.   

165. Section 21 is to be read with s 20A of the NSI Act:   

“If, in a federal criminal proceeding, an issue arises relating to the 
disclosure, protection, storage, handling or destruction, in the 
proceeding, of national security information, then any or all of the 
following may attend and be heard at the proceeding: 

(a)  the Attorney-General; 

(b) the Attorney-General’s legal representative; 

(c) any other representative of the Attorney-General.” 

166. Although it is difficult to conceive of a circumstance in which the 
Attorney-General and the Attorney-General’s legal representative and 
other representatives of the Attorney-General will need to be heard, s 21 
highlights that, within executive government, the ‘driver’ of the processes 
of the Act is the Attorney-General not the prosecutor.   

Section 22 and consent orders 

167. Section 22 provides that:  

“(1) At any time during a federal criminal proceeding:  

(a) the Attorney-General, on the Commonwealth’s behalf; and 

(b)  the prosecutor; and  

(c)  the defendant, or the defendant’s legal representative on the 
defendant’s behalf;  

may agree to an arrangement about the disclosure, protection, 
storage, handling or destruction, in the proceeding, of national 
security information.  
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(2) The court may make such order (if any) as it considers appropriate 
to give effect to the arrangement.” 

168. Section 22 of the NSI Act was the subject of my Section 22 report47 and I 
need not go over the same ground here. Subject to the recommendations 
in my Section 22 report, a provision such as this is sensible. 

The notices to the Attorney-General 

169. The processes of ss 6 and 21 preface ss 24 and 25.  These sections start the 
hard work that the Act does.   

170. Subsection 24(1) provides: 

“(1) If the prosecutor, the defendant or the defendant’s legal 
representative knows or believes that: 

(a)   he or she will disclose national security information in a 
federal criminal proceeding; or 

(b)   a person whom he or she intends to call as a witness in a 
federal criminal proceeding will disclose national security 
information in giving evidence or by the person’s mere 
presence; or 

(c)   on his or her application, the court has issued a subpoena to, 
or made another order in relation to, another person who, 
because of that subpoena or order, is required (other than as 
a witness) to disclose national security information in a 
federal criminal proceeding; 

then he or she must, as soon as practicable, give the 
Attorney-General notice in writing of that knowledge or belief.” 

171. Section 25 deals with a more complex issue: the question asked during a 
trial that requires an answer that might disclose national security 
information.   

172. I will deal with the s 24 process before addressing s 25. 

                                                           
47 The operation of Part 3, Division 1 of the National Security Information (Criminal and Civil 
Proceedings) Act 2004 as it applies in the Alan Johns matter. 
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National security information 

173. Central to the operation of the NSI Act is “national security information” and 
the processes of the Act apply to information so defined.  The definition is:48 

“national security information means information: 

 (a)  that relates to national security; or 

 (b)  the disclosure of which may affect national security.” 

174. “National security” is then defined to mean “Australia’s defence, security, 
international relations or law enforcement interests”. 

175. “Security” and “international relations” and “law enforcement interests” 
are then defined; “defence” is not. 

176. “Security” picks up the definition in the Australian Security Intelligence 
Organisation Act 1979: 

“(a)  the protection of, and of the people of, the Commonwealth and 
the several States and Territories from: 

 (i)  espionage; 

 (ii)  sabotage; 

 (iii)  politically motivated violence; 

 (iv)  promotion of communal violence; 

 (v)  attacks on Australia’s defence system; or 

 (vi)  acts of foreign interference; 

whether directed from, or committed within, Australia or not; and 

 (aa)  the protection of Australia’s territorial and border integrity from 
serious threats; and 
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 (b)  the carrying out of Australia’s responsibilities to any foreign 
country in relation to a matter mentioned in any of the 
subparagraphs of paragraph (a) or the matter mentioned in 
paragraph (aa).” 

177. “International relations” is defined as “political, military and economic 
relations with foreign governments and international organisations”. 

178. “Law enforcement interests” is defined to include interests in the following: 

“(a)  avoiding disruption to national and international efforts relating 
to law enforcement, criminal intelligence, criminal investigation, 
foreign intelligence and security intelligence; 

(b)   protecting the technologies and methods used to collect, analyse, 
secure or otherwise deal with, criminal intelligence, foreign 
intelligence or security intelligence; 

(c)   the protection and safety of informants and of persons associated 
with informants; 

(d)   ensuring that intelligence and law enforcement agencies are not 
discouraged from giving information to a nation’s government 
and government agencies.” 

179. The breadth and complexity of this definition compromises its coherence.  
Further, parts of the definition of national security information in the Act 
and the catalogue of matters to which regard is to be had in s 130 of the 
Uniform Evidence Law are similar.  This similarity highlights that there is an 
overlap between the NSI Act and s 130 of the Uniform Evidence Law.  The 
drawing of the line of the overlay is the great mystery of the intended 
interaction of the NSI Act and s 130.  These matters are addressed in detail 
chapter 10. 

The s 24 notice process 

180. The different methodologies of the NSI Act and claims for common law 
public interest immunity and the Uniform Evidence law matters of state 
privilege is complex.   

181. In one circumstance they do overlap, but in another they do not.  This 
difference is critical to s 24 (and s 25). 
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182. Section 24 imposes an obligation on both the prosecution and defence to 
give notice to the Attorney-General, but the logic behind a notice differs 
between them.  The prosecution gives notice broadly in respect of 
documents that it will disclose to the defendant and the evidence of 
witnesses whom it will call at trial.  As will be seen, the notice to the 
Attorney-General by the prosecutor is not to put the Attorney-General on 
notice of the need to make a claim for public interest immunity to exclude 
national security information.  The notice is given so that the Attorney-
General can intervene to ‘deal with’ information that the prosecutor needs 
to disclose to a defendant.  As explained in chapter 3, one of the challenges 
exemplified by Lappas has been to devise a means of proceeding with 
prosecutions, without inappropriate disclosure of national security 
information, while not compromising a defendant’s right to a fair trial. 

183. The first step in this is s 24: to require the prosecution to put the Attorney-
General on notice, prior to disclosure to the defendant, that material to be 
disclosed includes national security information.  This is an aspect of the first 
broad effect of the NSI Act: to enable the Commonwealth to use sensitive 
information in criminal proceedings when in the past it practicably could 
not.   

184. But s 24 is not confined to placing obligations on the prosecution.  Section 
24 is also part of the second broad aspect of the NSI Act and commences a 
process of precluding a defendant from using information.  Again, the 
prosecutions Mr Lappas and Mr Shayler illustrate this.  Prosecuting 
intelligence officers for misusing secrets that they were required to keep 
carries the risk that such defendants will possess national security 
information that they could disclose during a trial.  This was the intention of 
Mr Shayler (and likely Mr Lappas) and the fear of ‘graymail’ to which the US 
Classified Information Protection Act (US) responds. 

Section 24(1)(a)-(c) 

185. Section 24(1)(a), in the usual course, operates on pre-trial disclosure of 
documents by the prosecution.49  It is important to note that s 24(1)(a) 

                                                           
49 In NSI Act s 7 “disclosure” is defined to mean: giving the information in evidence or 
disclosing it to the court or to any person for the purposes of the proceeding.  The 
information can be disclosed orally or by disclosing the contents of a document.   
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addresses the future; that is, what the prosecution “will” disclose.  So at the 
time that the notice is given, the prosecution has not disclosed the 
information to the defendant but knows enough to give the notice about 
future disclosure. 

186. In the usual course, this notice will be given by the prosecution well before 
the trial commences and so the later processes of the NSI Act, in relation to 
the information the subject of the notice, including seeking to agree matters 
by use of s 22, will occur in a timely and ordered way.   

187. In the ordinary course, s 24(1)(b) relates to witnesses to be called by the 
prosecution.50  The prosecution will know well in advance of trial whether, 
in their evidence in chief, their witnesses “will” disclose national security 
information.  In some matters, the identity of a witness will itself be national 
security information and notice of this will allow the parties and the court 
to address how this will be managed.51  Again, this process should and will 
invariably occur at a time so that the later processes of the NSI Act will be 
concluded in good time and well prior to trial. 

188. Paragraph 24(1)(c), which relates to the disclosure of national security 
information in response to the issue of a subpoena, seems clear enough, but 
there is an obscurity.  It is possible that a defendant may issue a subpoena 
but not know that it seeks documents that disclose national security 
information.  An example is a defendant seeking documents from ASIO and 
not knowing that documents within the scope of the subpoena include 
documents containing national security information.  In the public hearings 
in this review, I heard quite a deal about this scenario and in this example 
the following would occur.  ASIO would (in some states) claim public interest 
immunity or (in other states and territories) assert matters of state privilege 
under s 130 of the Uniform Evidence Law in respect of the documents.  
When the defendant receives notice of this, they would properly conclude 
that the documents contain national security information.  Having 

                                                           
50 Section 25 deals with a different situation: of a witness being asked a question at trial.  
As discussed at chapter 11, s 25 will usually operate where a prosecution witness is being 
cross examined.   
51 This is dealt with in s 28 of the NSI Act. 
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concluded this, the defendant would be required to issue a notice under 
s 24(1)(c).   

189. Subsection 24(2) provides for the form of notice to be given to the Attorney-
General.52  If the information is in a document, the document or an extract 
that contains the information must accompany the notice.  If the 
information is not in a document, the notice must contain a description of 
the information.  These obligations apply to the prosecution and the 
defendant.   

190. For a notice by the prosecution in respect of s 24(1)(a) information, this is 
easy enough.  This should also be the case for the defendant, so long as the 
information is not provided to the prosecution.  If the document or 
description is provided only to the Attorney-General, the defendant will not 
be compromised by disclosure to the prosecution. 

191. A notice by the prosecution in respect of s 24(1)(b) information is also 
straightforward.  The prosecution knows well prior to trial the witnesses it 
will call and the evidence in chief that they will give.  Defendants will be 
unlikely to ever give a notice in terms of s 24(1)(b) prior to trial because 
defendants rarely “know or believe” that they intend to call a witness prior 
to the close of the prosecution case. 

192. In respect of s 24(1)(c), the above subpoena example of ASIO illustrates a 
problem.  ASIO has simply asserted the privilege.  The defendant does not 
have the documents and so cannot include them in the notice or describe 
their contents.  In this circumstance, and although s 24(2) is expressed in 
mandatory terms, all that the party could do is give a s 24 notice that 
conveys the privilege claim.  Not only this, but failure to comply with this 
obligation is a criminal offence!53  The interaction of s 24(1)(c) and other 
provisions of the Act require change and are addressed in chapter 10.  I 
address the criminal offence provisions of the NSI Act in chapter 13. 

193. Subsection 24(3) provides that a party that gives notice to the Attorney-
General must advise the other party and the court and provide a description 

                                                           
52 See also National Security Information (Criminal and Civil Proceedings) Regulation 2015 
r 19 and Form 1 in Schedule 1 to the Regulations. 
53 NSI Act s 42. 
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of the information.  This is subject to s 24(4),54 which makes plain that a 
defendant is not required to provide the description to the prosecutor.  This 
is so whether the document was disclosed to it by the prosecution (although 
the prosecution does not intend to adduce it at trial), or a document that 
the defendant has of which the prosecution is unaware.  The effect of s 24(4) 
here is that the defendant need only advise the prosecution that they 
believe that they will disclose national security information in the 
proceeding.   

194. Subsection 24(4) is a critically important provision.  By inserting the 
Attorney-General into the processes of the NSI Act, and there being a clear 
quarantining of roles of the Attorney-General and the prosecutor, the 
defendant is protected from having to disclose to the prosecutor anything 
that it is not otherwise required to reveal. 

195. These provisions are admirable and should operate effectively.  Critical here 
is the clear barrier between, and differences in the roles of, the Attorney-
General and the prosecutor. 

196. Once the s 24 notice is given, s 24(5) provides, in effect, that so much of the 
proceeding that might be affected by the issue is adjourned until the further 
processes of the NSI Act occur.  This does not mean that everything must 
stop.  In chapters 10 and 11 I address s 24(5) and other provisions of the Act 
that provide for unnecessary inflexibility in matters that courts deal with by 
exercise of principled discretion day in and day out.  

The s 25 process 

197. Section 24 deals essentially with disclosure of national security information 
prior to trial.  Section 25 deals with the more difficult issue of a question 
asked of a witness at trial that requires an answer that might disclose 
national security information.   

198. Subsections 25(1) and (2) provide as follows: 

                                                           
54 Section 24(4) provides: “The advice must include a description of the information, unless 
the advice is being given by the defendant or the defendant’s legal representative to the 
prosecutor.” 
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“(1)  This section applies if: 

(a)   a witness is asked a question in giving evidence in a federal 
criminal proceeding; and 

(b)  the prosecutor, the defendant or the defendant’s legal 
representative knows or believes that information that will be 
disclosed in the witness’s answer is national security 
information. 

(2)   The prosecutor, the defendant or the defendant’s legal 
representative must advise the court of that knowledge or belief.” 

199. Section 25 does not deal with the unexpected answer that discloses national 
security information.  A question might not be thought to be likely to elicit 
an answer that discloses national security information, and so the genie is 
out of the bottle before anyone realises the risk of escape.  When this 
happens, there are limits on what can be done.  Most obvious is to seek 
suppression of the answer once given, but those who have heard it cannot 
unhear it.  Transcripts of evidence can be redacted.  If it is foreseen that a 
particular witness might be some reason be prone to disclose national 
security information unexpectedly, an order closing the court for that 
witness’s evidence could be sought.   

200. Section 25 operates if a question gives rise to knowledge or belief that the 
answer will disclose national security information.  Of course, it is an answer 
during a trial, so the jury will be present as may be the public.   

201. In the public hearings in this review I was advised that once the NSI Act is 
invoked by a s 6 notice, representatives of the Attorney-General will always 
be in court during the trial.  This is a good thing and greatly enhances the 
timely operation of the Act and in particular the s 25 process. 

202. Before addressing what happens after the court is advised under s 25, it is 
important to note the interaction of s 25 and s 24(1)(b).  Paragraph 24(1)(b) 
requires notice to be given when the prosecutor, the defendant or the 
defendant’s legal representative knows or believes that: 

“a person whom he or she intends to call as a witness in a federal 
criminal proceeding will disclose national security information in giving 
evidence.” 
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203. A notice pursuant to s 24(1)(b) will always be given by the prosecutor prior 
to trial because the prosecutor will always know prior to trial what their 
witnesses will say in evidence in chief.  As noted above, it is unlikely that a 
defendant will ever make a decision about calling a witness until the 
prosecution case ends.  This is because they may not be called depending 
on how the prosecution case goes.  So, it is unlikely that a defendant will 
“know or believe” prior to trial whether a person whom they “intend to call 
as a witness” will disclose national security information in giving evidence.  
Indeed, it is unlikely that a defendant will have an intention to call a witness 
prior to the trial commencing. 

204. On this understanding, s 25 will operate during a trial and generally where: 
a prosecution witness is asked a question by the defendant in cross 
examination; or the defendant or a defence witness gives unexpected 
evidence in examination in chief that requires unexpected questions to be 
asked during examination in chief; or the defendant or a defence witness is 
asked a question in cross examination.  Because this is all occurring during 
trial, and before the jury, a lengthy process to deal with the prospect of 
national disclosure information being disclosed by an answer to a question 
will jeopardise the trial. 

205. The process of dealing with what happens after the court is notified under 
s 25(2) commences with ss 25(3) and (4): 

“(3)  If the court is advised under subsection (2) … the court must order 
that the witness give the court a written answer to the question. 

  (4)  The court must show the written answer to the prosecutor and, if 
present, the Attorney-General, the Attorney-General’s legal 
representative and any other representative of the 
Attorney-General.” 

206. As the Attorney-General will be represented in court, the representative will 
read the answer.  Subsection 25(5) deals with what happens next.  If the 
Attorney-General’s representative knows or believes that: 

 “… if the written answer were to be given in evidence in the 
proceeding, the information that would be disclosed in the witness’s 
answer is national security information; then he or she must advise the 
prosecutor of that knowledge or belief.” 
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207. Section 25 deals with the circumstances of the Attorney-General not being 
represented; all then falls to the prosecution.  If the prosecutor is given the 
advice under s 25(5), or themselves knows or believes that the proposed 
answer discloses national security information, then s 25(6) requires the 
prosecutor to advise the court and the Attorney-General. 

208. Subsection 26(1) contains a process for a criminal non-disclosure certificate 
in respect of the foreshadowed answer.55  Subsection 26(3) then provides 
for one of two things.  First, s 26(3)(a) provides that the Attorney-General 
may give to the witness a summary or statement, call it a gist, and a 
statement of the permitted circumstances in which the gist may be 
disclosed.  Alternatively, under s 26(3)(b), the Attorney-General gives to the 
witness a certificate that describes the information and states that the 
witness cannot, except in permitted circumstances, disclose that 
information.   

209. As with all criminal non-disclosure certificates, such a certificate gives rise 
to an adjournment of the trial until a s 31 hearing is held (s 27(3)(b)).  At this 
point the trial is in jeopardy if the s 31 hearing cannot be held quickly. 

210. In chapter 11 I recommend changes to s 25 that would enable courts to deal 
with this circumstance with greater flexibility. 

After the s 24 notice—s 26 and what the Attorney-General must 
do 

211. After receiving the s 24 notice, s 26(1)(c) provides that the Attorney-General 
must decide whether the subject of the notified information and its 
disclosure is likely to prejudice national security.  Section 17 defines “likely 
to prejudice” as a “real, and not merely a remote, possibility”.56  The 
labyrinthine definition of “national security” in ss 8-11 is outlined and its 
consequences described in chapter 5.   

212. As explained above, there is an issue here with s 24(1)(c) illustrated by the 
example of a subpoena issued to ASIO.  The notice to the Attorney-General 
from a defendant could not describe the information.  In this circumstance, 

                                                           
55 Sections 26(1)(a)(iii) and 26(1)(b). 
56 NSI Act s 17. 
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the Attorney-General could not decide whether the subject of the notified 
information and disclosure is likely to prejudice national security.  As 
drafted, the effect of s 26 is that the processes of the NSI Act would stop 
here.  This does not reflect reality nor good sense.  In chapter 10 I 
recommend changes that deal with this, including recommendations to 
require the Attorney-General to take possession of the documents over 
which immunity or privilege has been claimed. 

213. I note that the decision under s 26(1)(c) is stated to be for the Attorney-
General.  In other places in the NSI Act there is reference to the 
Attorney-General, the Attorney-General’s legal representative and other 
representatives of the Attorney-General.57  Section 26(1)(c) makes plain 
that the decision under the section is for the Attorney-General.  No doubt 
an Attorney-General can and will be advised, but that these important 
decisions are for the Attorney-General, and decisions for which an Attorney-
General will be responsible, are good things. 

214. Once this decision under s 26(1)(c) is made, the innovative processes of the 
NSI Act then commence.  If the notified national security information is 
contained in a document, s 26(2) provides for processes of “redaction” and 
“gisting”.  “Gisting” is editing to give the “gist” of the information without 
compromising national security.   

215. Before addressing this, it is well to take pause.  At this stage of the process, 
in the case of a s 24(1)(a) and (b) notice by the prosecutor, the Attorney-
General will get the document or a statement of the witness’ evidence.  The 
prosecutor will advise the defendant and the court that notice has been 
given to the Attorney-General (s 24(3)) and a “description of the 
information”.  A notice by the defendant will be the same except that they 
do not provide a description of the information to the prosecution (s 24(4)).   

216. I apprehend that the “description” given by the prosecution will be rather 
general.  In no instance will the defendant see a document subject of a 
notice by the prosecution before it is considered by the Attorney-General.  
In this respect, the NSI Act changes to processes of prosecutorial disclosure.  
The change is significant even similar issues where a claim for public interest 
immunity has been made over a document that would otherwise be subject 

                                                           
57 For example, NSI Act s 20A. 
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to disclosure.  The reason for this is to enable the Attorney-General to 
proffer an edited form of the document (or witness evidence) to protect the 
national security information that would otherwise be disclosed.   

217. The Attorney-General is to provide to the prosecutor, the defendant and the 
defendant’s legal representative a certificate (the “criminal non-disclosure 
certificate”58) in one of four forms.  First, the document with the information 
deleted.  Second, the document with the information deleted but with an 
attached summary of the deleted information.  This is a gist.  Third, the 
document with the information deleted with a statement of facts that the 
information would, or would be likely to, prove.  This is designed to have the 
same effect as a gist.  Fourth, a certificate (under s 26(2)(b)) that describes 
the information.  This too is a gist, but of an entire document.  In each case 
the Attorney-General is to state in the criminal non-disclosure certificate 
that only the redacted or ‘gisted’ document, or the s 26(2)(b) certificate, can 
be used in the proceeding.  The criminal non-disclosure certificate must also 
state that the national security information cannot be disclosed in the 
proceeding or otherwise except in “permitted circumstances”. 

218. If the national security information is contained other than in a document, 
the process is the same, but the gist is either a summary or a statement of 
facts that the information would, or would be likely to, prove.59  Again, the 
criminal non-disclosure certificate must also state that that the information 
cannot be disclosed either in the proceeding or otherwise other than in 
permitted circumstances.   

219. “Permitted circumstances” is defined in s 16.  In effect, s 16(2) means 
circumstances stated by the Attorney-General in the criminal non-disclosure 
certificate.  Subsection 16(1) is to the effect that a permitted circumstance 
is where the prosecutor “discloses the information in the course of his or 
her duties in relation to the proceeding”.  I would have thought that the 
effect of this is that the prosecutor is always permitted to disclose to the 
defendant and the defendant’s legal advisers because such disclosure would 
be “in the course of [the prosecutor’s duties in relation to the proceeding”.  
In this review, I was informed by the CDPP that it does not take this 

                                                           
58 See the heading of s 27 of the NSI Act. 
59 NSI Act s 26(3). 
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approach. The CDPP considers that, where a criminal non-disclosure 
certificate has been issued in respect a notification made by the 
prosecution, the only “permitted circumstances” are those in the Attorney-
General’s certificate. 

220. What this process of ‘gisting’ and stating “permitted circumstances” of 
disclosure does is to proffer (in the Attorney-General’s criminal non-
disclosure certificate) a form of the information and circumstances in which 
the formulation can be used by the parties in the proceeding.  As will be 
explained, the criminal non-disclosure certificate is not conclusive.  It is, in 
substance and effect, the proffer of guidance by the Attorney-General to 
the parties and ultimately to the court as to the how national security 
information can be protected while its substance is used in the proceeding. 

221. The Attorney-General’s criminal non-disclosure certificate is given to the 
court, the prosecution and the defendant (and their legal advisers).  The 
Attorney-General also provides the court with the unredacted or ‘non-
gisted’ “source document”.60   

222. To summarise all of this. In the case of the prosecution having given a s 24(1) 
notice (in respect of a document or other evidence): when the Attorney-
General’s criminal non-disclosure certificate is given, the Attorney-General, 
the prosecution and the court will have the certificate (with the ‘gisted’ 
document) and the original document (or evidence), and the defendant will 
have only the certificate (with the ‘gisted’ document).  In this way, a 
defendant does not see the ‘raw’ national security information, at least at 
this stage. 

223. When the defendant gives a s 24(1) notice, the prosecution will simply be 
advised that a s 24 notice has been given and nothing else.  This emerges 
from s 26(2) and (8), where the prosecution will not be a “potential 
discloser”.  The Attorney-General, the defendant and the court will have the 
certificate and the original document (or evidence) (except in the case 
where the defendant is giving notice in relation to a subpoena that they 
have issued, which I have already addressed above).  The Act is not entirely 

                                                           
60 NSI Act s 26(4). 
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clear about what is provided to the prosecutor and in chapter 11 I 
recommend change to make this clear.   

The effect of the Attorney-General’s criminal non-disclosure 
certificate 

224. When a criminal non-disclosure certificate is given, the Court is to hold a 
hearing to decide whether to make an order under s 31 in relation to the 
disclosure of the information. I deal with s 31 below.  

225. Section 27 deals with the ‘effect’ of the Attorney-General’s criminal non-
disclosure certificate until that hearing.  In essence it provides for 
confidentiality until the Attorney-General’s criminal non-disclosure 
certificate, including the Attorney-General’s articulation of permitted 
circumstances of disclosure, comes before the court.   

226. If the Attorney-General gives the criminal non-disclosure certificate after 
the trial begins, the trial must be adjourned until a decision is made under 
s 31.  This is the effect of s 27(3)(b).  As with other provisions of the Act, this 
mandatory adjournment is unnecessarily restrictive.  In chapter 12 I 
recommend changes to abjure such rigidity and place matters such as this 
in the hands of the court.  Mandatory adjournments in criminal jury trials 
can be very problematic.   

227. Subsection 27(4) of the NSI Act is to the effect that, if the Attorney-General 
revokes the criminal non-disclosure certificate while the proceeding is 
adjourned, then the court “must” end the adjournment.   

228. Other than with the requirement of mandatory adjournment, there is no 
difficulty with s 27.   

The “closed hearing requirements” 

229. Subsection 27(5) provides that “closed hearing requirements” apply to s 31 
hearings.  The section is mandatory in the sense that the court has no 
discretion about whether the s 31 hearing will be open or closed or 
somewhere in between.  The closed hearing requirements are set out, at 
great length, in s 29.   
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230. Section 29 provides for unqualified closure of the court to the public.  In 
chapter 8 I recommend that this process of mandatory closed court hearings 
be abolished.   

231. No doubt courts will be, when presiding over s 31 hearings, acutely aware 
of the sensitivity of the information with which it is dealing.  The exercise of 
principled discretions about restricting access to courts in respect of 
national security information are well known, well-trod and well 
understood.   

232. As I discuss further in chapter 8, a great many of the concerns that have 
been expressed about the operation of the NSI Act disappear if mandatory 
closed court hearings are abolished.  The circumstances in which access to 
courts is restricted are best determined by judges applying principled 
discretion after hearing parties and others who are interested.  Further, as 
the Law Council of Australia noted in their submission to this review, 
transparency about when and why hearings are closed would improve 
media reporting, and go some way to meeting perceptions of unfairness. 

233. I pause to note an oddity in the drafting of ss 27(5), 28(7) and 29 of the Act, 
in particular with s 29(2) (which provides for the prosecutor to be present 
at the hearing) and s 29(5) (which provides that the court must make a 
record of the hearing available to the prosecutor), as well as s 32 which 
provides that the court must give a statement of its reasons to the 
prosecutor.  Taken together, these sections appear to provide that the 
prosecution must be present at the s 31 hearing even if the matter the 
subject of a s 31 hearing follows a notice by a defendant, and relates to 
information that could disclose proposed cross examination of a 
prosecution witness or a proposed defence.  If this is the intended meaning 
of these sections, then I recommend that they be amended.  There is no 
reason at all for prosecutors to be present at a s 31 hearing dealing with an 
Attorney-General’s criminal non-disclosure notice following from a 
defendant’s s 24 notice.  Difficulties such as this will be solved by the 
changes that I recommend in chapter 8.  Courts are in the best position to 
decide which parties must be present and whether there are good reasons 
for other parties and the public to be excluded. 

234. I also note s 29(3).  It provides that: 



Review into the operation and effectiveness of the National Security Information (Criminal 
and Civil Proceedings) Act 2004 

 

73 
 

“If the court considers that the information concerned would be 
disclosed to: 

(a)  the defendant; or 

(b)  any legal representative of the defendant who has not been given 
a security clearance at the level considered appropriate by the 
Secretary in relation to the information concerned; or 

(c)  any court official who has not been given a security clearance at 
the level considered appropriate by the Secretary in relation to the 
information concerned; 

(d)  and that the disclosure would be likely to prejudice national 
security, the court may order that the defendant, the legal 
representative or the court official is not entitled to be present 
during any part of the hearing in which the prosecutor or [the 
Attorney-General]: 

(e)  gives details of the information; or 

(f)  gives information in arguing why the information should not be  
disclosed, or why the witness should not be called to give 
evidence, in the proceeding.” 

235. Part 4 of the NSI Act deals with security clearances. 

236. In respect of federal criminal proceedings, s 39 provides that the Secretary 
of the Attorney-General’s Department can give written notice to legal 
representatives of a defendant (and those assisting) that in the proceeding 
“an issue is likely to arise relating to a disclosure, of information in the 
proceeding, that is likely to prejudice national security”.  I assume that such 
notices, if required, would be given immediately or shortly after the s 6 
notice invoking the NSI Act and once the legal representatives of the 
defendant are known.  Similarly, when lawyers are appointed later, they will 
receive the Secretary’s s 39 notice. 

237. The reason for the s 39 notice is to enliven the right of the recipient to apply 
to the Secretary for a “security clearance at the level considered appropriate 
by the Secretary in relation to the information”.  If the application is made 
then s 39(4) provides that the court, “must defer or adjourn the proceedings 
accordingly”. 
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238. If the lawyer or their assistant does not apply for the relevant security 
clearance, the prosecutor may advise the court of this.  Section 39(5)(b) 
provides that the court may then: 

“(i)   advise the defendant of the consequences of engaging a legal 
representative who has not been given a security clearance at the 
level considered appropriate by the Secretary in relation to the 
information; and 

  (ii)  recommend that the defendant engage a legal representative 
who has been given, or is prepared to apply for, such a security 
clearance.” 

239. The consequence, to be explained to a defendant, relates to the closed 
hearing requirements and are provided for in s 29(3).  If at a hearing it is 
likely that national security information will be disclosed and its disclosure 
would likely prejudice national security, the court “may order” that lawyers 
without the relevant security clearance are “not entitled to be present”.  
Another consequence occurs with s 46 of the Act, that I discuss in chapter 
13. 

240. In this review I was told that these processes of the Act involving the need 
for “security clearance at the level considered appropriate by the Secretary” 
have not yet been used.  Nonetheless they are in the Act. 

241. This process is unproblematic so long as it is controlled by the court.  The 
regulation of security clearances in Australia occurs pursuant to the 
“Protective Security Policy Framework” and in accordance with the 
Australian Government Protective Security Manual.  As the nomenclature 
suggests, these are policy not legislative instruments.  They do not impact 
greatly on the operation of the NSI Act.  The effect is really only in s 29(3). 

242. There is though, a practical issue with this.  The security clearance process 
can take an inordinate time.  For some this can be up to two years.  It is 
untenable for a proceeding to be adjourned for such a period due to 
dilatoriness by executive government or lack of adequate resourcing of 
vetting authorities.  Were courts empowered to continue with a proceeding, 
where its proper progress was frustrated by the inability of defendants’ legal 
representatives and court staff to obtain security clearances in a timely way, 



Review into the operation and effectiveness of the National Security Information (Criminal 
and Civil Proceedings) Act 2004 

 

75 
 

all problems would disappear.  This can be done by change to s 39, which I 
address in chapter 8.   

243. No doubt executive government would not wish to find itself in the position 
of a trial commencing at which defendants’ legal representatives, who 
require security clearance, have sought but not received them.   

Section 31 of the NSI Act 

244. So then, to s 31.  It envisages that there will be a hearing after the Attorney-
General has given a criminal non-disclosure certificate.  A hearing under s 31 
is not inevitable.  The defendant, prosecutor and the Attorney-General 
might agree orders and seek them under s 22 of the NSI Act.  But, if not 
resolved by s 22 orders, the Attorney-General’s criminal non-disclosure 
certificate will go before the court under s 31.  Such hearings occurred, for 
instance, in the Collaery matter. 

245. Section 31 is a model of obscure drafting, but does three things.  First, it sets 
out the orders that a court can make.  There are three.  The court can accept 
what the Attorney-General has proffered in the criminal non-disclosure 
certificate, both as to the redaction or ‘gisting’ of information and the 
circumstances in which the changed document or information can be used.  
The court can order different redactions or a different gist and change the 
permitted circumstances.  The court can reject the Attorney-General’s 
criminal non-disclosure certificate with the effect that the information that 
the Attorney-General has sought to redact or gist can be used in the 
proceeding, with or without the permitted circumstances or with different 
circumstances.   

246. In short, the court can accept, reject or vary what the Attorney-General has 
proffered in the criminal non-disclosure certificate. 

247. The second thing that s 31 does is to prescribe the matters to which the 
court is to have regard in making one or other of these decisions.  This is the 
work done by ss 31(7) and 31(8). 

248. The third thing is in s 31(3). This responds to the situation in Lappas by 
allowing the use of the ‘gisted’ document: 
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“If the court makes an order under subsection (2), the copy of the 
document is admissible in evidence if, apart from the order, it is 
admissible. However, if: 

(a)   a person who is the subject of the order seeks to adduce evidence 
of the contents of the document; and 

(b)   the contents of the document are admissible in evidence in the 
proceeding; 

the person may adduce evidence of the contents of the document by 
tendering the copy, or the copy and the summary or statement, 
mentioned in that subsection.” 

249. The controversy in all of this, and the greatest controversy in the Act is with 
ss 31(7) and 31(8). 

Sections 31(7) and (8) 

250. Subsections 31(7) and 31(8) of the NSI Act have been the subject of 
considerable disquiet.  All of the non-government submissions 
recommended their amendment or repeal. 

251. They provide as follows: 

“(7)  The Court must, in deciding what order to make under this 
section, consider the following matters: 

(a)   whether, having regard to the Attorney-General’s certificate, 
there would be a risk of prejudice to national security if: 

(i)   where the certificate was given under subsection 26(2) 
or (3)—the information were disclosed in contravention 
of the certificate; or 

(ii)   where the certificate was given under 
subsection 28(2)—the witness were called; 

(b)  whether any such order would have a substantial adverse 
effect on the defendant’s right to receive a fair hearing, 
including in particular on the conduct of his or her defence; 

(c)  any other matter the court considers relevant. 
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(8)   In making its decision, the Court must give greatest weight to the 
matter mentioned in paragraph (7)(a).” 

252. Subsections 31(7) and (8) are to be understood with ss 19(1) and (2): 

“(1) The power of a court to control the conduct of a federal criminal 
proceeding, in particular with respect to abuse of process, is not 
affected by this Act, except so far as this Act expressly or impliedly 
provides otherwise. 

(2) An order under section 31 does not prevent the court from later 
ordering that the federal criminal proceeding be stayed on a 
ground involving the same matter, including that an order made 
under section 31 would have a substantial adverse effect on a 
defendant’s right to receive a fair hearing.” 

253. There are several compelling features of ss 31(7) and 31(8).   

254. One feature is that ss 31(7) and (8) do not deal with mere matters of 
procedure.  They pose the question that the court answers and frame the 
answers that the court can give.  

255. Another feature is that the question for the court, and the way that the 
court is required to go about answering it, is the same whether the criminal 
non-disclosure certificate responds to the prosecutor or defendant wanting 
to use national security information.  This is telling because, as I have 
repeatedly observed, when the prosecutor commences the s 24 process, the 
Attorney-General’s motivation is to enable information to be used.  When 
the s 24 process is engaged by a defendant, this is akin to a notification to 
the Attorney-General of the prospect of a public interest immunity or 
matters of state privilege claim (under s 130 of the Uniform Evidence Law)—
to keep information out.  On this understanding, it is difficult to understand 
why, at least in this aspect of the s 31 process, the task for the court, and 
the way that it goes about it, should be different to the task and manner in 
which courts deal with claims for public interest immunity and s 130 matters 
of state privilege.   

256. A basal query arises from these features of s 31.  Why is the question for the 
court under s 31(7) different to the question for the court when resolving a 
claim for public interest immunity or s 130 matters of state privilege? 
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257. Another query follows from this.  Where the NSI Act operates to enable the 
prosecution to use information that it would not otherwise be able to use, 
this is not akin to a public interest immunity or s 130 matters of state 
privilege claim.  The Attorney-General is not asserting a privilege precluding 
disclosure but enabling use of information.  Even so, why should the task for 
the court in addressing this be different to task of resolving a claim for public 
interest immunity or s 130 matters of state privilege? 

258. Section 31 deals with the two aspects of the NSI Act—to keep some 
information out and allow some to be used—in a single test or formulation.   

259. In chapter 12 I answer these questions and recommend fundamental 
change to ss 31(7) and (8).  Because these matters are dealt with in detail 
there, I will deal shortly here with other less controversial matters. 

260. The first is the words in s 31(7): “having regard to the Attorney-General’s 
certificate”.  The issue to which these words give rise is whether they import 
into the process something akin to the discredited conclusive ministerial 
certificate in the UK; that is, whether the certificate conclusively certifies 
that there would be a risk of prejudice to national security if the information 
was not treated in accordance with the certificate. 

261. In R v Collaery (No 7)61 Justice Mossop decided that the words do not mean 
that the certificate is to be treated as “determinative”.  His Honour’s 
interpretation is plainly correct for the reason that his Honour gives.  Any 
other meaning would ignore that the NSI Act was enacted at a time when it 
was settled that use and protection of national security information in court 
proceedings were decisions for courts and not for conclusive determination 
by ministers.   

262. It follows from this that there will inevitably be instances where the 
Attorney-General will lead evidence at a s 31 hearing, to the effect that 
disclosure of information other than in the terms of the criminal non-
disclosure certificate would risk prejudice to national security.  There may 
be cases where this risk is obvious but this will not be invariable.  If a s 31 
hearing were to arise during a trial, it could cause considerable disruption.  
That said, the Attorney-General’s redactions or gists that are in the 

                                                           
61 R v Collaery (No 7) [2020] ACTSC 165; (2020) 283 A Crim R 524 at [37]. 
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documents or information that accompanies the criminal non-disclosure 
certificate, would be based on advice.  It would be advice of those with the 
expertise to have an opinion.  Because of this, preparation of evidence by 
the Attorney-General for a s 31 hearing should be able to be readily and 
quickly done, and not cause too great an interruption.  More complex issues 
arise where the defendant also proposes to adduce evidence.  A defendant 
will inevitably not have had the time, nor the resources, available to the 
Attorney-General to prepare any evidence, though it will likely and largely 
be responding to the Attorney-General’s evidence.   

263. The second thing to note about s 31 is the formulation in s 31(7)(a)(i) of “a 
risk of prejudice to national security”.  It is different to the formulation used 
elsewhere in the NSI Act of “likely to prejudice national security”, which is 
defined in s 17.  Helpfully, this oddity did not escape the attention of Justice 
Mossop in R v Collaery (No 7)62 and (again) his Honour’s conclusion that 
there is no practical difference between them must be correct. 

264. The more substantial issues, giving rise to my recommendations for change 
to s 31, are addressed in chapter 12. 

The absence of a defendant at s 31 hearings 

265. I have discussed the closed hearing requirements of s 29, that apply to s 31 
hearings, above in relation to the exclusion of the public from hearings. 

266. There is a further important aspect of s 31 hearings that requires noting.  
There may be occasions under the NSI Act where neither defendants nor 
their legal representatives will be present at s 31 hearings.  As explained 
above, in the usual course of a s 24(1)(a) and (b) notice by the prosecution, 
the prosecution and the court will have the certificate, with the ‘gisted’ 
document and the source document, but the defendant will have only the 
certificate (with the ‘gisted’ document).   

267. I noted ss 29(3) and (4) above.  Subsection 29(3) empowers the court to 
exclude a defendant from a s 31 hearing where the prosecutor or the 
Attorney-General details the information sought to be excluded.  The 
section also empowers the court to exclude a defendant’s legal advisers 

                                                           
62 R v Collaery (No 7) [2020] ACTSC 165; (2020) 283 A Crim R 524 at [36]. 
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who do not hold a relevant security clearance.  Subsection 29(4) provides 
that, if at a s 31 hearing the prosecutor or the Attorney-General argues that 
any information should not be disclosed, the defendant or their legal 
representative must be given the opportunity to make submissions to the 
court about this. 

268. One consequence of this regime is that there may be s 31 hearings at which, 
for at least part, the defendant and their lawyers are not present.  The 
regime also contemplates that a defendant’s lawyer may be present but the 
defendant absent.  This means in the usual course that the lawyer could not 
disclose the information to the defendant.  This is a very problematic 
situation and experienced lawyers eschew it.  Such a restriction could well 
limit the capacity of the defendant’s lawyers to obtain instructions and limit 
the utility of submissions made on the defendant’s behalf.  Furthermore, it 
places legal advisers in a very difficult position as regards unintentional 
disclosure.  I am sure that most lawyers who have found themselves in this 
sort of position would say that it can damage trust between clients and their 
lawyers.   

269. As was confirmed by the views of experienced lawyers in this review, it will 
be common if not invariable that defendants’ lawyers will simply refuse to 
appear at s 31 hearings if their clients cannot.  The risks inherent in hearing 
and seeing information that they cannot disclose to their client are 
overwhelming.   

270. In R v Collaery (No 11)63 Justice Mossop was confronted with this issue and 
directed that a special advocate be appointed to be present at a s 31 hearing 
where the defendant and his legal representatives could not or did not feel 
able to attend.  Similar orders were made by Justice Whealy in the context 
of the NSI Act in R v Lodhi.64  Orders providing for special advocates have 
been made by courts considering claims for public interest immunity when 
a party and their lawyers have been excluded from the hearing.65  
Appointment of a special advocate when dealing with claims for public 
interest immunity will be rare because, as noted above, courts have 

                                                           
63 R v Collaery (No 11) [2022] ACTSC 40; (2022) 296 A Crim R 332. 
64 R v Lodhi [2006] NSWSC 586; (2006) 163 A Crim R 475, see [28]-[45]. 
65 See for instance, State of New South Wales v Public Transport Ticketing Corporation (No 
3) [2011] NSWCA 200; (2011) 81 NSWLR 394. 
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customarily considered such claims by looking at documents which a party 
never sees and where evidence in support of the claim is not shown to them.   

271. These are large issues and below I outline a specific regime in Part 3A, 
Division 3, Subdivision B of the NSI Act for the appointment of special 
advocates in a limited class of civil proceedings.   

272. I return to these issues in chapters 8 and 9. 

Following a s 31 order  

273. There are extraordinarily detailed provisions in the NSI Act that provide for 
matters that are, everywhere except the NSI Act, simply dealt with by courts 
and parties.  The procedures prescribed in the Act that follow a s 31 hearing 
are examples of this. 

274. Section 32 requires that the court provide reasons for making any order 
under s 31.  But for the Alan Johns matter I would not have thought that 
such a provision was necessary, but it does not require amendment.  The 
section also provides that a draft of the judgment be provided to the 
Attorney-General and the prosecutor prior to publication to ensure that 
national security is not inadvertently disclosed.  Subsection 32(3) provides 
that a recipient of the courts s 31 reasons can request changes. A similar 
process is common in many different types of matter involving sensitive 
information or where parts of a hearing have been closed.  Again, this does 
not require amendment.   

275. One difficulty with the section is that it requires that the prosecution be 
provided with the draft reasons.  This should not occur if to do so may 
involve the prosecution being made aware of a defence or a defendant’s 
line of cross examination.  In chapter 6 I recommend change to address this 
(see Recommendation 3).   

276. Section 33 provides that the Attorney-General or the prosecution may, after 
getting the draft reasons for checking, request the court to delay publication 
to allow them time to decide whether to appeal and then make the appeal.  
Subsection 33(2) provides that the court “must grant the request”. 
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277. There is an obvious issue with this.  If a s 31 hearing were to occur during a 
trial, any decision to appeal and any appeal must proceed expeditiously to 
ensure that the trial can continue.  If the Attorney-General is to take 14 days 
to decide whether to appeal and then to appeal, it is impossible to believe 
that the trial could in fact continue.  An adjournment of this length in 
criminal proceedings is not practicable. 

278. This difficulty is even more plain having regard to ss 34 and 36 of the NSI 
Act.  Section 34 provides that an order made by the court under s 31 “does 
not come into force until the order ceases to be subject to appeal”.  In 
chapter 12 I recommend that s 34 be repealed.  It is simply unnecessary. 

279. Section 36 provides: 

“(1) If the court makes an order under section 31, the prosecutor may 
apply to the court for an adjournment of the federal criminal 
proceeding to allow time for the prosecutor to: 

(a)   decide whether to appeal against the court order or to 
withdraw the proceeding; and 

(b)   if the prosecutor decides to do so—make the appeal or 
withdrawal. 

(2)   If the court makes an order under section 31, the defendant may 
apply to the court for an adjournment of the federal criminal 
proceeding to allow time for the defendant to: 

(a)   decide whether to appeal against the court order; and 

(b)   if the defendant decides to do so—make the appeal. 

(3)   The court must grant the adjournment.” 

280. Section 36 is an unusual provision when it applies to s 31 hearings during 
trials.  It is rare that courts will adjourn criminal trials to enable appeals from 
evidentiary rulings made during a trial.  I accept the good sense of ss 36(1) 
and (2) because adjournment may be appropriate where the ruling relates 
to national security.  Subsection 36(3) is unnecessary even in the context of 
a s 31 hearing during a trial.  It may be possible for the trial to continue with 
evidence from witnesses or in respect of matters that are unrelated to the 
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s 31 orders and do not involve national security.  If this were so, it is simply 
unnecessary to adjourn the trial.   

281. Interlocutory appeals on evidentiary matters in criminal proceedings are, in 
the usual course, rare.  They are generally dealt with expeditiously by appeal 
courts.  If there is to be an appeal from s 31 orders made during a trial, then 
courts would have to move extremely quickly.  It is common for courts to 
make benches available at extremely short notice when it is necessary and 
this would be necessary for an appeal from s 31 orders made at trial.  What 
will be a difficult process should not be complicated by a provision like 
s36(3) that mandates an adjournment, when the trial could continue. 

282. Aspects of the course of the prosecution of Bernard Collaery relate.  The 
initial s 31 hearing took place between 25 and 29 May 2020.  Justice 
Mossop’s decision was handed down on 26 June 2020.  The trial had not 
commenced.  On 3 August 2020 Mr Collaery commenced an appeal from 
the s 31 orders.  On 7 October 2020 the appeal was set down for hearing 
commencing on 15 February 2021.66  There was then a difficulty with the 
availability of counsel which resulted in the vacation of these appeal dates. 

283. As Justice Mossop outlined in R v Collaery (No 10)67 the appeal decision was 
handed down on 6 October 2021.  The appeal was upheld and the matter 
went back to the judge managing the matter, Justice Mossop.  Amazingly, 
as at the date of this report, this judgment of the ACT Court of Appeal has 
not been published.  After a hearing before Justice Mossop on 
9 December 2021, his Honour handed down his decision in R v Collaery (No 
10).  It dealt with the scope of the evidence to be considered on the remittal.  
It is unnecessary to outline subsequent steps in the prosecution of 
Mr Collaery.   

284. There were complications with the progress of this appeal in the Collaery 
matter, including the availability of counsel and delay caused by COVID-19.  
These matters notwithstanding, the delays with the appeal from Justice 
Mossop’s initial s 31 decision is salutary.  Perhaps extraordinary delay suited 
both the prosecution and Mr Collaery, but the NSI Act is premised on issues 

                                                           
66 All of this is set out in Collaery v The Queen [2021] ACTCA 1 at [1]-[11]. 
67 R v Collaery (No 10) [2021] ACTSC 311; (2021) 363 FLR 299. 
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that arise with the Act not unduly interfering with the usual progress of 
federal criminal proceedings and civil proceedings.   

285. The mandatory requirements of ss 33(2), 34 and 36(3) are unnecessary.  
Courts are well used to dealing with procedural issues such as these and 
arranging urgent appeals when required.  Courts deal routinely with 
requests to stay orders that are subject to appeal.  The time taken to deal 
with the interlocutory appeal in the Collaery matter does not, I am sure, 
portend that appeals from decisions involving the NSI Act cannot be dealt 
with quickly when required.  On this understanding, these sections are 
further examples of the overly prescriptive and complicating processes of 
the NSI Act.   

286. Other than these changes, there are no significant issues with the operation 
of the appeal provisions. 

Civil proceedings—Part 3A of the NSI Act 

287. As noted above, civil proceedings to which the NSI Act can apply means all 
proceedings in a court of the Commonwealth, a State or a Territory, other 
than a criminal proceeding.   

288. The NSI Act operates generally for civil matters in the same manner as in 
federal criminal proceedings.  The processes are triggered by notices of the 
parties to the Attorney-General (ss 38D and 38E).  The Attorney-General 
then issues “civil non-disclosure certificates”, with gists, summaries or 
redactions, states permitted circumstances of disclosure (s 38F) and the 
court adjudicates (s 38L).   The court is similarly empowered to make 
consent orders (s 38B), or to hold a hearing for the court to consider issues 
relating to national security information (s 38A).  

289. The main differences are as follows.  

290. First, as there is not a prosecutor in civil proceedings, s 6A of the NSI Act 
provides that in civil proceedings the Attorney-General can give the 
equivalent of a s 6 notice.  The notice invokes the NSI Act.  In a civil action 
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in which the Attorney-General is a party, s 6A has a mechanism for another 
Minister to perform the functions of the Attorney-General.68 

291. As with s 6 in federal criminal proceedings, s 6A works well to enable 
engagement with parties to seek to agree matters that will arise with 
national security information in the course of the action.   

292. Second, for civil proceedings, the equivalent of s 31 is s 38L.  Subsections 
38L(7) and (8) provide: 

“(7)  The court must, in deciding what order to make under this 
section, consider the following matters: 

(a)   whether, having regard to the Attorney-General’s certificate, 
there would be a risk of prejudice to national security if: 

(i)   where the certificate was given under subsection 38F(2) 
or (3)—the information were disclosed in contravention 
of the certificate; or 

(ii)   where the certificate was given under 
subsection 38H(2)—the witness were called; 

(b)   whether any such order would have a substantial adverse 
effect on the substantive hearing in the proceeding; 

(c)   any other matter the court considers relevant. 

(8)   In making its decision, the court must give greatest weight to the 
matter mentioned in paragraph (7)(a).” 

293. The question for the court in civil proceedings is different to that in s 31 for 
federal criminal proceedings.  For crime the question is: whether the order 
“would have a substantial adverse effect on the defendant’s right to receive 
a fair hearing, including in particular on the conduct of his or her defence”.  
In civil, the court asks whether the order “would have a substantial adverse 
effect on the substantive hearing in the proceeding”.   

                                                           
68 See NSI Act s 6A(2)-(4). 
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294. Because of the recommendation that I make in chapter 12 as to change to 
ss 31(7) and (8) and 38L(7) and (8), I need not address the significance of the 
difference between these formulations. 

295. Third, there are differences between civil proceedings and federal criminal 
proceedings that affect the way in which national security issues are dealt 
with.  Principal amongst them relates to juries.  In almost all matters in all 
Australian jurisdictions, civil proceedings are tried without a jury.  
Adjournments of civil trials are common and, in contemporary times, civil 
trials are managed closely by judges prior to trial.  An unforeseen potential 
disclosure of national security information during a civil trial, that may 
require some time to resolve, can be far more readily dealt with and 
resolved than the same issue in a criminal jury trial.  Because there is not a 
jury, in civil matters these issues should be able to be readily dealt with and 
resolved, even if adjournment of a trial is required.   

296. But, as with federal criminal proceedings, in civil proceedings there may be 
s 38L hearings at which, for at least part, parties and their lawyers are not 
present or lawyers only may be present.  As in crime, the latter restriction 
would invariably be problematic and mostly impossible.   

297. These matters are addressed in detail in chapter 8. 

NSI Act Part 3A, Division 3 Subdivisions B and C—the special 
court orders regime for control order and extended 
supervision order proceedings 

298. The NSI Act was substantially amended in 2016 to add Part 3A, Division 3, 
Subdivisions B and C.69  These are the “special court orders regime”.  The 
provisions found there provide specific processes in a very limited class of 
civil proceedings: those seeking control orders (under Division 104 of the 
Commonwealth Criminal Code) and extended supervision orders (ESOs) 
(under Division 105A).  The special court orders regime initially applied only 
to control orders.  ESOs were added in 2021. 

                                                           
69 Counter-Terrorism Legislation Amendment Act (No 1) 2016.   
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299. These provisions of the NSI Act were considered in 2016 by the 
Parliamentary Joint Committee on Intelligence and Security70 (the PJCIS) 
and by the then INSLM, the Hon Roger Gyles AO QC.71 

300. In the Second Reading Speech72 for the Counter-Terrorism Legislation 
Amendment Act (No 1) 2016, the Attorney-General, Senator Brandis stated: 

“With the increased tempo of counter-terrorism operations, it is 
sometimes necessary for our law enforcement agencies to take action 
earlier to protect community safety. To prevent death or serious harm, 
agencies may need to act before a full brief of evidence can be 
developed. 

Consequently, those agencies will need to place a greater reliance on 
information from intelligence partners and sensitive sources. 

The changes introduced in this Bill will provide greater protection to 
national security information that is considered in control order 
proceedings. This is vital in order to maintain critical intelligence 
partnerships and to protect sensitive capabilities. 

These provisions amend existing arrangements for the protection of 
sensitive information whilst balancing the rights of individuals involved. 
They will provide the court with a discretion to consider very sensitive 
national security information in support of a control order application 
that is not shown to the subject of the control order proceeding or their 
legal representative. … 

In addition, the Government has implemented Recommendation 5 of 
the Parliamentary Joint Committee on Intelligence and Security to 
create a special advocate role to represent the interests of persons 
subject to control order proceedings where the subject and their legal 
representative have been excluded from hearing or seeing sensitive 
national security information. The special advocate provides an 

                                                           
70 PJCIS, Advisory Report on the Counter-Terrorism Legislation Amendment Bill (No 1) 2015 
(February 2016). 
71 The Hon Roger Gyles AO QC, Special Advocates and the Counter-Terrorism Legislation 
Amendment Bill (No 1) 2015 (January 2016) and Control Order Safeguards Part 2 
(April 2016). 
72 Sen the Hon George Brandis, Counter-Terrorism Legislation Bill (No.1) 2016, Second 
Reading Speech, Senate Hansard, 15 September 2016, p 1,031. 
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important safeguard in ensuring that the procedural rights of the 
subject of a control order proceeding are upheld. … 

Consistent with the recommendation of the Committee, the provisions 
in the Bill providing for the protection of sensitive information in 
control order proceedings will commence without delay. The court will 
be able to continue to exercise its inherent powers to appoint a special 
advocate on an ad hoc basis.”73 

301. Part 3A, Division 3, Subdivision C of the NSI Act and Part 3A (rr 20A–20E) of 
the National Security Information (Criminal and Civil Proceedings) 
Regulation 2015 provide for appointment and other administrative 
requirements in respect of special advocates.  I say more about these in 
chapter 9. 

302. These observations of the Attorney-General are notable because of the 
statement that, even though express provision was required for control 
order proceedings (and later ESO proceedings), for all other proceedings, 
courts would “continue to exercise its inherent powers to appoint a special 
advocate on an ad hoc basis”.  This compels the observation that what has 
been done by the 2016 amendments to the NSI Act was ad hoc.  A specific 
and different regime was introduced to deal with a very small class of cases: 
applications for control orders.   

303. In chapter 9 I address the background to these 2016 amendments and the 
practices upon which they were founded.  In short, they reflect “closed 
material processes” developed in the UK following the decision of the UK 
Supreme Court in Al Rawi v The Security Service,74 in particular the resultant 
Justice and Security Act 2013 (UK). 

304. The heading of Part 3A, Division 3, Subdivision B of the NSI Act is “Special 
court orders in control order or ESO proceedings”.  Part 3A, Division 3 is 
really a carve out from the general civil proceedings’ provisions. 

                                                           
73 The Attorney-General’s comments are expressed to apply only to control order 
proceedings.  The provisions were later extended to include “ESO proceedings”.   
74 Al Rawi v The Security Service [2011] UKSC 34. 
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305. Although control orders and ESOs are creatures of the Commonwealth 
Criminal Code, when sought, they are civil proceedings in terms of the NSI 
Act. 

306. Section 38J of the NSI Act states the circumstances in which orders under 
Part 3A, Division 3, Subdivision B of the NSI Act can be made: in applications 
for a control order or an ESO, after the Attorney-General has given a “civil 
non-disclosure certificate”.   

307. Comprehension of s 38J is complicated by the decision that these bespoke 
procedures apply to applications for control orders and ESOs but not to an 
application (solely) for a continuing detention order (CDO) under Division 
105A.  An application for a CDO can convert to an application for an ESO.  
Part 3A, Division 3, Subdivision B requires an acute familiarity with Division 
105A of the Commonwealth Criminal Code and if an application is and 
remains one for a CDO, Part 3A, Division 3, Subdivision B of the NSI Act 
cannot be engaged.  

308. In an application for a control order or an ESO, as with any civil proceeding 
in which the NSI Act is invoked, the Attorney-General can redact or gist 
national security information by the civil non-disclosure certificate.  This 
then goes to the court either to confirm, to vary, or to reject.  The particular 
provisions of the NSI Act, applying only in applications for control orders and 
ESOs, provide that the Attorney-General can also seek orders that the 
defendant and their legal representatives “are not entitled to be present 
during any part of a hearing in the proceeding in which the information is 
disclosed to the court”.75   

309. The critical difference between the special court orders regime for control 
orders and ESOs and other closed court processes of the NSI Act is that the 
former preclude a defendant and their legal advisers from being present at 
the substantive hearing for the control orders or ESO.  The closed court 
processes can be invoked to preclude a defendant and their legal advisers 
from being present at a s 31 hearing about the Attorney-General’s 
certificate, but not at a criminal trial. 

                                                           
75 Sections 38J(2)(e), 38J(3)(d). 
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310. The special court orders regime empowers the court to “consider the 
information in the proceeding, even if the information has not been 
disclosed to the relevant person or the relevant person’s legal 
representative”.76   

311. In making an order that the defendant and their legal representatives are 
not to be present, the court must be satisfied that the defendant “has been 
given sufficient information about the allegations on which the control 
order request or relevant application was based to enable effective 
instructions to be given in relation to those allegations”.77   

312. If the court is not satisfied that the defendant has been given sufficient 
information to give instructions, the court refuses to hold the hearing at 
which the control order or ESO is sought in the absence of the defendant’s 
lawyers.   

313. If the court is satisfied that the defendant has been given sufficient 
information to give instructions to their lawyer, the court then refuses to 
allow the defendant to be present and their lawyers to appear but can order 
a special advocate to appear to represent the interests of the defendant.78   

314. The regime operates on the premise that the defendant has sufficient 
information to give instructions to their lawyer, even though their lawyer 
cannot appear.  The logic of the provision is that, if the court is satisfied that 
the defendant has sufficient information to give instructions to their lawyer, 
they can instruct the special advocate to appear to represent them. 

315. Although the provisions of Part 3A Division 3 Subdivisions B and C are 
serpentine, put simply, they provide that a control order or an ESO can be 
made founded on evidence that neither a defendant nor their lawyers see 
or will ever know. 

316. This special court orders regime for control orders and ESOs are of 
extraordinary importance in Australian law for many reasons, which I 
address in detail in chapter 9. 

                                                           
76 Sections 38I(3A), 38J(2)(f), 38J(3)(e). 
77 Section 38J(1)(c). 
78 Section 38PA(1). 
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The offence provisions—Part 5 of the NSI ACT 

317. The NSI Act contains a number of provisions that create criminal offences.  
It is helpful to consider them in categories.  There are four: offences for not 
complying with the notification requirements; offences in relation to 
disclosure of national security information; offences in relation to calling 
witnesses; and other contraventions.  I outline them below. 

318. In general terms, I accept the need for certain offences to underpin the 
operation of the Act.  

319. During the review, I heard concerns from practitioners about the breadth 
of the offence provisions and the burdens that they place on legal 
representatives for defendants in particular, in seeking to represent their 
clients.  I do not accept that legal practitioners should be subject to any 
special carveout or immunity from the provisions.  

320. The National Intelligence Community, in its submission to this review,79 
suggested that the maximum sentences for offences should be increased to 
bring them in line with maximum penalties for other secrecy offences.  In 
chapter 13 I explain why I reject this and suggest different changes to the 
offence provisions. 

321. Section 4280 creates offences in relation to failure to comply with the 
notification requirements in ss 24(1), (2), (3) and (4) and 25(2) and (6).  
Broadly these are as follows.  First, a failure to give notice to the Attorney-
General of disclosing national security information, calling as a witness 
someone who will disclose national security information by their presence, 
or issuing a subpoena that will require disclosure of national security 
information (s 24(1)).  Second, a failure to provide notice in the prescribed 
form and with a description of the information (s 24(2)).  Third, a failure to 
advise the court and the other parties that a notice has been given, and to 

                                                           
79 The National Intelligence Community comprises: the Office of National Intelligence (ONI);  
the Australian Security Intelligence Organisation (ASIO); the Australian Secret Intelligence 
Service (ASIS); the Defence Intelligence Organisation (DIO); the Australian Geospatial 
Intelligence Organisation (AGO); the Australian Signals Directorate (ASD); the Australian 
Federal Police (AFP); the Department of Home Affairs; the Australian Criminal Intelligence 
Commission (ACIC); and the Australian Transaction Reports and Analysis Centre (AUSTRAC). 
80 The equivalent in civil proceedings is s 46C.  
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include a description of the information in that advice (s 24(3)-(4)). Fourth, 
a failure to advise the court if a person asks a question of a witness where 
the answer will disclose national security information (s 25(2)).  Fifth, where 
the prosecutor fails to advise that a written answer provided by a witness 
would disclose national security information (s 25(4)).  

322. In chapter 13 I recommend change to ss 42 and 46C.  

323. Section 4081 creates offences for disclosure of information in the period 
after a notice is given to the Attorney-General, but before the Attorney-
General issues a certificate.   

324. Subsection 40(1) creates an offence where a person gives a notice to the 
Attorney-General under s 24, and then discloses the information before the 
Attorney-General gives a certificate or decides not to give a certificate.   

325. Subsection 40(1A) creates an offence where a person is advised that a notice 
has been given to the Attorney-General (and the advice includes a 
description of the information), and the person discloses the information 
before the Attorney-General gives a certificate or decides not to give a 
certificate. 

326. Subsection 40(2) creates an offence where the prosecutor gives notice to 
the Attorney-General that the prosecutor knows, believes or is advised that 
an answer by a witness in a hearing will disclose information, and the 
prosecutor or witness discloses the information before the Attorney-
General gives a certificate or decides not to give a certificate.  

327. An element of each offence is that disclosure must be likely to prejudice 
national security.  

328. This provision is sensible and appropriate. 

329. Section 4182 creates an offence if a person has provided notice to the 
Attorney-General that a witness that they intend to call will disclose 
information by the witness’s mere presence, the Attorney-General has not 

                                                           
81 The equivalent in civil proceedings is s 46A.  
82 The equivalent in civil proceedings is s 46B.  
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issued a certificate or decided not to issue a certificate, and the person calls 
the witness.  

330. Where the person has provided notice to the Attorney-General, it follows 
that the person already knows or believes that calling the witness will 
disclose national security information. The obligation not to call the witness 
is simple to comply with.  This provision is sensible and appropriate. 

331. Section 4383 creates an offence of disclosure following the issue of an 
Attorney-General’s criminal non-disclosure certificate, where a person 
discloses information in contravention of the certificate.  

332. In chapter 13 I recommend change to s 43 and its civil equivalent, s 46D.  

333. Section 4484 creates an offence if a person is given a witness exclusion 
certificate under s 28(2) in relation to the calling of a witness, and the person 
calls the witness in contravention of the certificate. A certificate issued 
under s 28(2) states that a person must not be called as a witness in the 
proceeding. The certificate is issued if the Attorney-General considers that 
a witness will disclose information by the person’s mere presence, and the 
disclosure is likely to prejudice national security (s 28(1)). 

334. Again, the obligation imposed by a witness exclusion certificate is clear—
not to call that witness.  No amendment is required.  

335. Section 4585 creates an offence where a person intentionally contravenes a 
court order made under the NSI Act.  Intention is an element of the offence.  
This provision is sensible and appropriate.  

336. Section 45A86 creates an offence where a person engages in a conduct that 
results in the contravention of a requirement in the Regulations for storage, 
handling or destruction of national security information. The contravention 
of the requirement must be likely to prejudice national security.  

                                                           
83 The equivalent in civil proceedings is s 46D.  
84 The equivalent in civil proceedings is s 46E.   
85 The equivalent in civil proceedings is s 46F.  
86 The equivalent in civil proceedings is s 46FA.  
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337. The maximum penalty for this offence is six months.  The maximum penalty 
for all of the other offences under the Act is two years. 

338. Nevertheless, this provision could also have added a further element: “(e) 
the person intends, or is reckless as to whether, information likely to 
prejudice national security will be disclosed publicly as a result of the 
conduct”.  

339. Section 4687 creates an offence of disclosure of information to a legal 
representative of the defendant. It provides as follows: 

“A person commits an offence if: 

(a)   for the purposes of a federal criminal proceeding, the person 
discloses, other than in giving evidence in that proceeding or 
in permitted circumstances, information to: 

(i) a legal representative of the defendant; or 

(ii) a person assisting a legal representative of the 
defendant; and 

(b)   the disclosure is likely to prejudice national security; and 

(c)  none of the following subparagraphs apply: 

(i)   the legal representative or person mentioned in 
subparagraph (a)(ii) has a security clearance at the level 
considered appropriate by the Secretary in relation to 
the information; 

(ii)   the disclosure has been approved by the Secretary; 

(iii)   the disclosure takes place in compliance with conditions 
approved by the Secretary. 

Penalty:  Imprisonment for 2 years.” 

340. Section 46 is intended to work in conjunction with s 39, and its scope 
affected by s 43.  As discussed in earlier parts of the report, s 39 deals with 

                                                           
87 The equivalent in civil proceedings is s 46G, which applies to a party and any of the 
party’s legal representatives.  
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security clearances, and in effect allows the Secretary of the Attorney-
General’s Department to determine a particular level of security clearance 
that the Secretary considers appropriate. The note to s 39(2) states that: 

“If the person does not obtain the security clearance [that the Secretary 
considers appropriate], anyone who discloses such information to the 
person will, except in limited circumstances, commit an offence under 
section 46”.  

341. If this is the intended operation of s 46 its drafting is much broader than 
this.  For instance, the section does not state that it only applies if the 
Secretary has given written notice under s 39(1).  Further, s 46(a) applies 
where a person discloses any “information” to a legal representative of the 
defendant not just national security information.  The section applies to 
“a[ny] person” who provides information to a legal representative of the 
defendant. That must include the defendant.  It also includes witnesses or 
others, who may not be aware that the legal representative does not have 
an appropriate clearance.  

342. In chapter 13 I recommend change to s 46 and its civil equivalent, s 46G. 

343. Section 46H creates offences in relation to disclosure of information by and 
to a special advocate, and communications with a special advocate, after 
the special advocate has been provided with confidential information.  
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Chapter 5: “National security” and 
“national security information” 
344. In chapter 4 I rather skated over a critical issue, and one which was the 

subject of several submissions to this review.  This issue is the scope of the 
definition of “national security information” in the NSI Act and implications 
of this definition to the workings of the Act.  This needs to be considered 
along with the way in which the term “national security” is defined and 
works. 

345. The obligations of parties to give a notice to the Attorney-General attach to 
national security information.  If a document contains information that falls 
within the definition, and certain other conditions satisfied, notice is to be 
sent to the Attorney-General.  This is the effect of ss 24 and 25 in criminal 
proceedings and ss 38D and 38E in civil.  The concept of national security 
information is relevant here only to the parties. 

346. Once the (say) document containing national security information is 
provided to the Attorney-General, the Attorney-General does not look at it 
to decide whether it contains national security information.  The Attorney-
General looks at it to decide whether disclosure of information [in the 
document] is likely to prejudice national security.  This is the work of 
ss 26(1)(c) and 38F(1)(c).  The concept here of national security is relevant 
only to the task of the Attorney-General. 

347. If the Attorney-General’s criminal or civil non-disclosure certificate results 
in a hearing (under any of s 27 in crime or s 38G in civil), the court must 
decide whether, having regard to the certificate, there would be a risk of 
prejudice to national security if what is proffered in the certificate is not 
adopted.  Again, whether a document contains national security 
information is not the issue.  The relevant concept here is that of national 
security and it is relevant at this stage only to the task of the court. 

348. I explained in chapter 4 that the NSI Act is invoked by the CDPP in federal 
criminal proceedings (s 6) and by the Attorney-General in civil proceedings 
(s 6A).  These powers of invocation are not expressed to be premised on the 
CDPP or Attorney-General being convinced that (say) the proceeding will 
involve national security or national security information. 
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349. Because ss 6 and 6A work this way, the Act cannot practicably operate 
without a defined thing triggering the processes of the Act through the 
obligation imposed on the parties to provide notice to the Attorney-
General.  This is the role played by national security information in ss 24 and 
25 in crime and ss 38D and 38E in civil. 

350. It is not logically imperative that the thing that triggers the processes of the 
Act is the same thing that comprises the decisions for the Attorney-General 
(in s 26 and 38F) and the court (in s 31, s 38J, s 38L).  To illustrate, one way 
that the Act could operate is that, when a s 6 or s 6A notice is given invoking 
the Act, parties could be required to provide all relevant information in the 
proceeding to the Attorney-General for the Attorney to decide whether 
anything provided, if disclosed, would be likely to prejudice national 
security.  The task for the court could be same as it currently is.  

351. In chapter 9 I recommend changes to s 39 and in chapter 12 I recommend 
changes to ss 31 and 38L to alter the task of the court.  These changes would, 
if adopted, render the concept of “national security” less important to the 
task of the court under the NSI Act.  I do not recommend changes to ss 26 
or 38F and so I propose that the task for the Attorney-General will remain 
the same.  Because of this, even if my recommended changes are accepted, 
the concept and definition of “national security” would remain critical to the 
obligations imposed on the parties and the central task of the Attorney-
General under the Act.   

352. Relevant to these matters are the broad purposes of the Act: to create 
processes that enable use of secret or sensitive information in proceedings, 
and to better deal with claims for public interest immunity and matter of 
state privilege.  These purposes might be thought to be best served by a 
broadly defined integer that triggers the Act.  So, it might be thought that 
the best integer might simply be information.  An alternative would be to 
require a broad concept of national security information.   

353. Were this to occur, the task for the Attorney-General would be vast in all 
cases where the NSI Act was invoked.  For instance, in a huge commercial 
matter, where issues of national security were a minute part, the Attorney-
General would have to plough unnecessarily through vast swathes of 
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information.  This has a resource implication, but also there are many non-
government litigants who would be, quite properly, fearful of this. 

354. An obvious difficulty with exorbitant breadth of the integer is that 
defendants in federal criminal proceedings, and parties in civil proceedings, 
may inadvertently fail to realise that information falls within such a broad 
integer, however well defined.  This difficulty is partly overcome in the NSI 
Act by the invocation powers in ss 6 and 6A.  As explained in chapter 4, the 
Act only applies to a matter once a notice invoking it is given, by the CDPP 
in crime and the Attorney-General in civil.  If a notice is not given, a party 
has no reason to ever think of the NSI Act.  However, once a notice is given, 
a party must be alive to the requirements of the Act. 

355. The significant challenge, logically and practicably, with the NSI Act scheme 
is to have an integer, of whatever breadth, clearly defined.  This is critical to 
the proper working of the Act but even more so when criminal sanctions 
attach to non-compliance with this triggering mechanism in the Act.  It is 
intolerable that defendants in federal criminal proceedings, parties in civil 
proceedings and legal advisers in all, could commit a crime by not 
responding to possible disclosure of national security information, if the 
definition of national security information is unclear.  That such a crime 
might be near impossible to prosecute successfully is of little comfort to a 
person at possible risk of prosecution, or charged and tried with an offence. 

356. In chapter 13 I recommend changes to the offence provisions of the Act to 
deal with this.  But the Act can only operate effectively if national security 
information is clearly defined.  A legal obligation to advise when you intend 
to put things in a basket only works if those things are clearly defined.88 

357. It is arid simply to pick holes in the current definition of national security 
information in the Act without understanding the circumstances in which 
the need for clear definition arise.   

358. In federal criminal proceedings, the concepts of national security 
information and national security, and their definition, are largely irrelevant 
to the CDPP.  The CDPP explained in its submission to this review that, once 
it invokes the NSI Act by notice under s 6, it then gives a s 24 notice and 

                                                           
88 It should be less difficult to define a basket. 
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provides the whole of the prosecution brief to the Attorney-General.  The 
brief comprises every document that the prosecution proposes to adduce 
at trial and a statement of the evidence of every witness.  The CDPP does 
not direct thought to whether information in the brief is national security 
information, it just gives everything to the Attorney-General.   

359. As I understand it, this also occurs with information that is not in the brief 
but which the CDPP is required to disclose to the defendant as part of its 
obligation of disclosure.  So, before anything is disclosed to a defendant, it 
all goes to the Attorney-General. 

360. The clarity or breadth of the definitions of national security information is 
simply not a matter to which the CDPP has regard. 

361. As explained above, the definition of national security information is not 
relevant to the tasks of the Attorney-General.  The critical functions of the 
Attorney-General under s 26 do not operate on national security 
information.  Redaction or ‘gisting’ does not occur to ”protect national 
security information”, even though this terminology is colloquially used.  
Rather, the critical function of the Attorney-General is to decide whether 
unrestricted disclosure of “information”, “is likely to prejudice national 
security”—and if so to proffer redactions to documents or limitations on the 
circumstances of disclosure that ameliorate this likely prejudice. 

362. On this understanding, the breadth or clarity of the definitions of “national 
security information” does not bear on the responsibilities of the Attorney-
General, although the definition of “national security” is central.  As 
explained above the court is in the same position.   

363. The participants in the NSI Act processes for whom the breadth of the 
definition of national security information is central are the defendant and 
the defendant’s legal representatives.  Before addressing this, I should note 
here two matters arising from a submission to this review from the CDPP.   

An erroneous contention as to the breadth of the concept, 
“information that relates to national security” 

364. As noted, the CDPP simply discloses all information to the Attorney-General 
without first assessing whether any of it is national security information.  In 
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respect of the obligations of defendants and their legal representatives, the 
CDPP’s view is that, once a s 6 notice is given, any information that a 
defendant has which they know or believe will be disclosed during the 
prosecution, is national security information.  This view emerges from 
meaning attributed to the definition of national security information as 
meaning “information that relates to national security”.  This is part of the 
definition of national security information in s 7(a).  On this postulation as 
to the breadth of the definition, any information that a defendant possesses 
is captured. 

365. The effect of this view is that, once the CDPP gives a s 6 notice, everything 
in the proceeding and all relevant information relates to national security.  
The consequence of this would be, of course, that defendants would do 
what the CDPP does.  Once a s 6 notice is given, on an ongoing basis, the 
defendant would send everything that it has or obtains to the Attorney-
General to enable consideration of issuing a s 26 criminal non-disclosure 
certificate. 

366. In my view this understanding of the Act is incorrect.  The Act could operate 
in this way but it would be madness.  Attorneys-General have no business 
sifting through all information held by those charged with serious 
Commonwealth criminal offences and their legal advisers.  In saying this, I 
recognise that one of the important functions of the Act is to streamline any 
future applications for public interest immunity or matters of state privilege. 

367. Whether the Attorney-General is content to look at everything to be 
disclosed by the CDPP is really a matter for them, but the NSI Act requires 
that defendants and their legal representatives sift information.  This sifting 
has several aspects.  In respect of documents that a defendant has that are 
not in the prosecution brief, they could be disclosed in the cross 
examination of a prosecution witness or be adduced if the defendant goes 
into evidence.  This is what is dealt with in s 24(1)(a).  The task here for 
defendants and their lawyers is complex.  Not only do they have to consider 
the content of the documents but also whether they “know or believe” that 
any such documents “will” be disclosed, in the sense of being put to a 
witness.  These are difficult judgments, but likely the most difficult part will 
be—as it generally is in all criminal trials with documents that the 
prosecution has not seen—to decide that a document “will” be disclosed, 
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either in cross examination or put into evidence in a defendant’s’ case.  I 
would expect that once a defendant and their lawyers have resolved this, 
then working out whether the document contains national security 
information (however defined) will be less onerous than it might seem by 
simply reading the definitions in ss 7-11 of the Act. 

The difficulty of disclosure by a defendant to their lawyers 

368. I should note here another matter that emerged from submissions to this 
review from experienced lawyers who have appeared in criminal matters in 
which the NSI Act has been invoked.  If a defendant has a document and 
describes it to their lawyer, the lawyer may form a view that the document 
contains national security information.  If the lawyer wants to see the 
document, it has been suggested that s 24(1)(a) requires the defendant and 
the lawyer to give a notice to the Attorney-General before this happens.  
This, it has been suggested, is on the basis that this would be a “disclosure 
[by the defendant] of national security information [to their lawyer]”.   

369. Prior to being told of this concern, I would never have thought such a 
meaning or effect of the NSI Act to be possible.  It is obviously not sensible, 
though I can see how a furtive literalist might construe s 24 as giving rise to 
such a concern.  The Act could never have been intended to have such a 
consequence.  Nonetheless, eminent and experienced lawyers, who have 
sought to act in good faith, hold this concern.   

370. There should not be doubt about this.   

Recommendation 1: I recommend that the NSI Act be amended to exclude 
disclosure of information by a defendant in federal criminal proceedings or a party 
in civil proceedings to their legal representatives as comprising disclosure of 
national security information. 

371. A related concern is of a defendant and/or their lawyers communicating 
with possible witnesses who might be called by the defendant.89  These 
could be witnesses of fact or expert witnesses.   

                                                           
89 It is less likely that the issue would arise if the defendant or their lawyers sought to 
discuss issues with prosecution witnesses. 
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The difficulty of disclosure by the defendant to potential 
witnesses of fact 

372. As regard witnesses of fact, I doubt that there is a real difficulty.  If, during 
preparation for a trial, a possible witness conveys to a lawyer information 
that is national security information, any obligation of disclosure would only 
arise if the following also occurred.  The lawyer must know or believe that 
the person will be called as a witness.  They must also know or believe that 
the person, in giving evidence, will disclose the information.  So, even if the 
person has conveyed national security information to the lawyer, the lawyer 
need do nothing until these further decisions are made.  Indeed, even if a 
decision is made to call the person as a witness, a lawyer might properly 
form a belief that the information will not emerge in examination in chief or 
cross examination.  Of course, defendants and their lawyers will, in the case 
of a possible witness of fact, be astute not to convey national security 
information to them.   

373. In this review concerns of experienced legal advisers were expressed to me 
about this.  I am sure that the changes that I recommend to the offence 
provisions of the Act will allay these. 

374. Otherwise, this scenario of a defendants’ witness of fact does not compel 
amendment to the Act. 

The difficulty of disclosure by the defendant to potential expert 
witnesses  

375. Disclosure to a potential expert witnesses is more troubling.  It has two 
aspects.  The first is the conventional circumstance of a defendant proposing 
to call expert evidence on a matter directly relevant to a substantive issue 
in the prosecution.  It is conceivable that, in instructing an expert, the 
defendant or their lawyer may wish to convey national security information.  
It is commonly the case that expert witnesses are instructed and provide a 
report of their opinions, but are not called as witnesses.  Even so, national 
security information will have been disclosed to them in the instruction.  In 
this circumstance, the ‘participant’ with the real interest in the expert’s 
opinion will be the prosecution.  The expert’s opinion will be directly 
relevant to a substantive issue in the prosecution of the defendant.  The 
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defendant is to provide a s 24 notification and the proposed instruction to 
the Attorney-General and the later processes of the Act will follow.   

376. This circumstance will be largely unproblematic, though why this is so 
requires a little explanation.  By reason of s 24 of the NSI Act, the defendant 
would be required to give a notice to the Attorney-General of the disclosure 
of national security information to an expert or putative expert.  If the 
disclosure is in a document, such as an instruction to the expert, it may be 
that this document would also have to be provided to the Attorney-General.  
The notice need not include the identity of the putative expert.90  
Nonetheless, the prosecution will be advised that notice has been given to 
the Attorney-General.91  This will be before trial and the prosecution may 
surmise that the purpose of disclosure will be to seek expert evidence.  If 
the defendant eventually decides to call the expert, in most jurisdictions, 
they will be required to advise the prosecution of this prior to trial.  So, if an 
expert is called, the defendant will not likely be greatly disadvantaged by 
having earlier provided the notices required by s 24. 

377. Commonly though, expert witnesses are instructed but not called as 
witnesses.  This can happen if the expert’s opinion is unfavourable to the 
defendant.  In this circumstance, the prosecution may have surmised by the 
s 24 notice that the defendant has sought expert evidence, and infer, from 
not being notified that the defendant will call expert evidence at trial, that 
the defendant received an unfavourable expert opinion.  Even so, there is 
nothing forensically that the prosecution could do at trial with this inferred 
information.  Even if the defendant were to give evidence, they could not 
be asked whether they had received an opinion that was adverse to them.  
To do so would be, in effect, reversing the onus of proof and splitting the 
prosecution case. 

378. The second aspect relating to expert witnesses is more difficult and will be 
rare.  As noted in chapter 4, at s 31 hearings the Attorney-General may call 
expert evidence to seek to prove that disclosure of certain information 
would risk prejudice to national security, and the extent of that risk and 
prejudice.  A defendant may wish to put on expert evidence going to this.  

                                                           
90 Section 24(2) of the NSI Act does not require this and the prescribed form in terms of 
s 24(2)(a), which is Form 1 in Schedule 1 of the NSI Regulations, does not require it either.   
91 This is by reason of s 24(3)(b) of the NSI Act. 
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To instruct an expert the defendant (or their lawyers) will almost certainly 
want to convey national security information.  Doing so would require 
notice to the Attorney-General and the notice would need to include the 
national security information. 

379. In this circumstance though, the ‘participant’ with the real interest in the 
expert’s opinion will not be the prosecution but the Attorney-General.  The 
expert’s opinion is being sought, not on a matter relevant to a substantive 
issue at trial, but for the s 31 hearing, to deal with ‘the Attorney-General’s 
issue’ of whether disclosure of information would risk prejudice to national 
security.  So, by giving notice to the Attorney-General under s 24, the 
defendant is disclosing information to the Attorney-General in a 
circumstance that may prove to be contrary to the defendant’s interest. 

380. I received a thorough, and most helpful, analysis of these issues in a 
submission from the Collaery Defence Team.  They made several 
suggestions for change to the Act to deal with it.  They involved the often 
discussed, but rarely implemented, idea that courts should appoint a single 
independent expert, rather than parties calling opposing experts.  In this 
circumstance, the court would be required to identify and (in effect) to 
instruct a person who was qualified to express opinions as to whether 
disclosure of earlier identified national security information would risk 
prejudice to national security.  The complexities in all of this could become 
labyrinthine.  In this, it is to be borne in mind that this complexity is not at 
trial but in, what is in effect, an interlocutory evidentiary application.  
Furthermore, the circumstance will be rare.  Notwithstanding that expert 
witnesses gave evidence on behalf of Mr Collaery, it would be extremely 
difficult to find a person outside of government qualified to express opinions 
about the risk of prejudice to national security from disclosure of 
information.   

381. Most importantly, at a s 31 hearing the task for a court is not only to decide 
whether particular information, if disclosed, would risk prejudice to national 
security.  The court is also to consider the effect of disclosure on a 
defendant’s right to receive a fair trial.  All of these matters are discussed in 
chapter 12.  If a defendant would be prejudiced by not practicably being 
able to instruct an expert for a s 31 hearing, to challenge evidence given by 
an expert called by the Attorney-General, I would expect that this would be 
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relevant to a defendant’s right to receive a fair hearing and so account will 
be taken of this in the court’s decision under s 31. 

The definition of national security information and national 
security 

382. With these diversions done, so then, to the definitions of national security 
information and national security.   

383. Although they are re-produced in chapter 4, it assists to repeat them here: 

“national security information means information: 

(a)  that relates to national security; or 

(b)  the disclosure of which may affect national security.” 

384. “National security” is then defined to mean “Australia’s defence, security, 
international relations or law enforcement interests”. 

385. “Security” and “international relations” and “law enforcement interests” 
are then defined; “defence” is not. 

386. “Security” picks up the definition in the Australian Security Intelligence 
Organisation Act 1979: 

“(a)  the protection of, and of the people of, the Commonwealth and 
the several States and Territories from: 

(i)  espionage; 

(ii)  sabotage; 

(iii)  politically motivated violence; 

(iv)  promotion of communal violence; 

(v)  attacks on Australia’s defence system; or 

(vi)  acts of foreign interference; 

whether directed from, or committed within, Australia or not; and 
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 (aa) the protection of Australia’s territorial and border integrity from 
serious threats; and 

 (b)  the carrying out of Australia’s responsibilities to any foreign 
country in relation to a matter mentioned in any of the 
subparagraphs of paragraph (a) or the matter mentioned in 
paragraph (aa).” 

387. “International relations” is defined as “political, military and economic 
relations with foreign governments and international organisations”. 

388. “Law enforcement interests” is defined to include interests in the following: 

“(a)  avoiding disruption to national and international efforts relating 
to law enforcement, criminal intelligence, criminal investigation, 
foreign intelligence and security intelligence; 

 (b)  protecting the technologies and methods used to collect, analyse, 
secure or otherwise deal with, criminal intelligence, foreign 
intelligence or security intelligence; 

 (c)  the protection and safety of informants and of persons associated 
with informants; 

 (d)  ensuring that intelligence and law enforcement agencies are not 
discouraged from giving information to a nation’s government 
and government agencies.” 

389. The cascading definitions are complex enough, but extraordinary breadth 
and uncertainty is instilled in the definition of national security information, 
by it being information that relates to national security or the disclosure of 
which may affect national security. 

390. Before diving into this, one or two preliminary observations might help. 

391. Definitions of concepts like national security and national security 
information will always be difficult. Definitional precision, compendiousness 
and brevity is unattainable. 

392. Many of the things seen in the definitions derive from other legislation and 
long standing common law precepts.  In chapter 2, I referred to the seminal 
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House of Lords decision in Duncan v Cammell Laird and Co and to Lord 
Simon’s advice to his ministerial colleagues in giving conclusive certificates:  

“… [Ministers] ought not to take the responsibility of withholding 
production except in cases where the public interest would otherwise 
be damnified, for example, where disclosure would be injurious to 
national defence, or to good diplomatic relations, or where the practice 
or keeping a class of documents secret is necessary for the proper 
functioning of the public service.”92 [underlining added]  

393. It helps also to set out s 130(4) of the Uniform Evidence Law: 

“(4)  Without limiting the circumstances in which information or a 
document may be taken for the purposes of subsection (1) to 
relate to matters of state, the information or document is taken 
for the purposes of that subsection to relate to matters of state if 
adducing it as evidence would: 

 (a)  prejudice the security, defence or international relations of 
Australia; or 

 (b)  damage relations between the Commonwealth and a State or 
between 2 or more States; or 

 (c)  prejudice the prevention, investigation or prosecution of an 
offence; or 

 (d)  prejudice the prevention or investigation of, or the conduct of 
proceedings for recovery of civil penalties brought with 
respect to, other contraventions of the law; or 

 (e)  disclose, or enable a person to ascertain, the existence or 
identity of a confidential source of information relating to the 
enforcement or administration of a law of the 
Commonwealth or a State; or 

(f)  prejudice the proper functioning of the government of the 
Commonwealth or a State.” 

                                                           
92 Duncan v Cammell Laird and Co [1942] AC 624 at 643. 
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394. For s 130, none of “security”, “defence” or “international relations” of 
Australia are defined; nor is the notion of “damag[ing] relations between 
the Commonwealth and a State or between 2 or more States”.  

395. Various iterations of the UK Official Secrets Act have contained terms such 
as; “information relating to security and intelligence”, “information relating 
to defence” and “information relating to international relations”.  In the 
Official Secrets Act 1989 (UK), each of “security and intelligence”, “defence” 
and “international relations” are defined.  The Official Secrets Act 1989 (UK) 
has a purpose different to the NSI Act.  It creates offences and some are 
directed solely at members and former members of the security and 
intelligence services.  But, in relation to offences of disclosing information 
relating to security and intelligence, security and intelligence is rather 
simply defined:93 

““security or intelligence” means the work of, or in support of, the 
security and intelligence services or any part of them, and references 
to information relating to security or intelligence include references to 
information held or transmitted by those services or by persons in 
support of, or of any part of, them.” 

396. “Defence” is more elaborately, though quite clearly, defined:94 

““defence” means— 

(a) the size, shape, organisation, logistics, order of battle, 
deployment, operations, state of readiness and training of the 
armed forces of the Crown; 

(b) the weapons, stores or other equipment of those forces and the 
invention, development, production and operation of such 
equipment and research relating to it; 

(c) defence policy and strategy and military planning and 
intelligence; 

(d) plans and measures for the maintenance of essential supplies and 
services that are or would be needed in time of war.” 

                                                           
93 Official Secrets Act 1989 s 1. 
94 Official Secrets Act 1989 s 2. 
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397. The definition of “international relations” bears a similarity to that in the 
NSI Act:95 

““international relations” means the relations between States, 
between international organisations or between one or more States 
and one or more such organisations and includes any matter relating to 
a State other than the United Kingdom or to an international 
organisation which is capable of affecting the relations of the United 
Kingdom with another State or with an international organisation.” 

398. Common law decisions dealing with public interest immunity are notorious 
for the vagary of terminology, though of course judgments are not, and 
should not be treated as, legislative (or Talmudic).  The following 
observation in the leading Australian text on the law of evidence is 
prescient:96 

“The central concept of the rule is of course “state interest”. This is an 
ominously vague expression and it has been said that its categories are 
not closed. However, public interest immunity is concerned only with 
the conduct of governmental functions and does not arise merely as a 
result of weighing the public interest in disclosure against any factor 
that can be described as a “public interest”. … Broadly speaking, the 
exclusionary decisions fall under two heads. The first compromises 
those in which evidence has been excluded because its disclosure 
would be injurious to national security (an expression which includes 
national defence and good diplomatic relations). The second 
compromises those in which evidence has been excluded because its 
reception would be injurious to some other national interest.” 

399. My purpose in cataloguing these (non-exhaustive) examples is to illustrate 
that any definition of a concept such as national security information, to 
serve the function that it does in the NSI Act, will suffer from some 
imprecision.  The aspiration, so common with Commonwealth legislation, of 
precision, inevitably results in insufferable prolixity and 
incomprehensibility. 

                                                           
95 Official Secrets Act 1989 s 3. 
96 Heydon, Cross on Evidence (Thirteenth Australian Edition) (2021) at pp 1059-1060. 
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400. Nevertheless, in my view, the current definition of national security 
information can be improved to better serve its purpose.  I will set out my 
recommended formulation, based on that in the NSI Act, and then address 
the proposed changes. 

Recommendation 2: I recommend that the definition of national security 
information in the NSI Act be changed to the following: 

2.1 National security information means information, the disclosure of which 
would reasonably be understood to affect the national security of 
Australia. 

2.2 National security means the “defence, security and international relations 
of Australia”. 

2.3 Defence means: 

(a) the organisation, operations, state of readiness and training of the 
Australian Defence Force; 

(b) the weapons and other equipment of the Australian Defence Force; 

(c)  research into, development, production and operation of weapons 
and other equipment of the Australian Defence Force; 

(d) defence strategy, military planning and military intelligence. 

2.4 Security has the same meaning as in the Australian Security Intelligence 
Organisation Act 1979 (Cth). 

2.5 International relations means diplomatic and military relations with 
foreign governments and international organisations. 

401. Plainly enough, this definition is not crystalline, but I have aspired to put 
meat on the bones of “national security” and in a common-sense way try to 
call meat what it is and to differentiate it from not-meat. 

402. The change to “national security information” to reference only the effect 
of information, and to exclude information that relates to national security, 
in my view clarifies the scope of the information captured.  The insertion of 
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an objective standard of reasonable understanding of the effect on the 
national security of Australia should avoid attribution of knowledge of 
defendants and their legal advisers of matters that could not sensibly be 
known or understood.  The express focus on the national security of 
Australia is really just a drafting preference. 

403. The deletion from the definition of “national security” of “law enforcement 
interests” will doubtless trouble some, but seeks to clarify that national 
security and law enforcement are different things and should not be 
conflated.   

404. I recommend a definition of “defence” and have adapted one from that in 
the UK Official Secrets Act 1989.  It is I hope an example of calling meat what 
most people would understand meat to be. 

405. It is difficult to do much with the definition of “security” without re-
imagining ASIO.  I was tempted to recommend deleting “attacks on 
Australia’s defence system” from the incorporated definition from the ASIO 
Act.  This is picked up in the definition of “defence”.  I overcame this 
temptation for simplicity. 

406. The major change that I recommend is to the definition of “international 
relations”.  In this review I received many submissions about this.  
“Diplomatic” is a more limited and concise term than “political”.  I share the 
view of many who assisted with submissions to this review that the concept 
of “economic relations with foreign governments and international 
organisations” should never have been in the definition.  It is far too broad 
and imprecise.  It is not reflected in the history of public interest immunity 
or matters of state privilege, upon which the NSI Act builds.  The inclusion 
of the concept in the NSI Act was over-reach from the start. 
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Chapter 6: Disclosure by defendants in 
federal criminal proceedings and 
parties in civil proceedings 
407. In chapter 4 I referred to provisions of the NSI Act that relate to the 

possibility of disclosure by defendants to the prosecution in federal criminal 
proceedings. 

408. Until recent statutory changes in the States and Territories, defendants in 
criminal proceedings were not obliged to disclose any information to the 
prosecution prior to trials and indeed prior to its use at trial.  Defendants 
had not been obliged to advise the prosecution of witnesses whom they 
intended to call prior to them being called, nor to give notice of a line of 
inquiry that they proposed to take in cross examining prosecution 
witnesses. 

409. Recent legislation has resulted in there being several circumstances in which 
defendants are required to give notices to the prosecution.  An example is 
where a defendant intends at trial to rely on an alibi.  This legislation 
commonly provides that details of the alibi are to be provided.97  Similar are 
statutory requirements by which the defendant is to give notice of any 
expert evidence that they propose to lead.98   

410. Laws dealing with disclosure by defendants in criminal proceedings vary 
between the States and Territories, and different laws will apply to federal 
criminal proceedings depending upon the State or Territory in which a 
proceeding is heard.99  In New South Wales, for instance, the Criminal 
Procedure Act 1986 requires the defence to provide a response that gives 
notice of a number of matters including the nature of the accused’s defence, 
matters raised in the prosecution’s notice with which the accused intends 
to take issue, and points of law which the accused intends to raise (s 143). 
The accused is also required to provide notice of an alibi (s 150) or an 
intention to adduce evidence of substantial mental impairment (s 151).  It is 

                                                           
97 A typical example is in the Criminal Procedure Act 2004 (WA) s 96(3)(a). 
98 Again, see Criminal Procedure Act 2004 (WA) s 96(3)(b). 
99 How this comes about is explained in chapter 2.   
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important to note that even these provisions do not require a defendant to 
provide details of evidence upon which they seek to rely, merely that they 
intend to run a particular defence.   

411. In chapter 4 I referred to the important difference within the scheme of the 
NSI Act between the roles of the Attorney-General and that of the 
prosecution.   

412. The Attorney-General, on behalf of Commonwealth executive government, 
deals with all under the Act.  The prosecution is, in effect, like any other 
participant in the process.  Their role is to give notice to the Attorney-
General of likely disclosure of national security information in the course of 
a proceeding.100 

413. That the Attorney-General plays the central governmental role under the 
NSI Act in federal criminal proceedings ensures that certain rights of 
defendants, that ensure a fair hearing, are preserved.  If the role of the 
Attorney-General was performed by the prosecution, then at least one 
critical aspect of a fair hearing and fair trial would disappear.  Other than in 
the limited circumstances prescribed by legislation (other than the NSI Act), 
a defendant in a criminal prosecution does not have to disclose to the 
prosecution information upon which it intends to rely at trial prior to using 
the information at trial.  This derives from fundamental precepts of our 
criminal law: that a defendant has a right to silence and that the prosecution 
bears the burden of proof.  This right of a defendant, not to disclose material 
to the prosecution, is recognised in places in the NSI Act. 

414. In chapter 4101 I explained the critical importance of s 24(4) of the NSI Act.  
It ensures that the defendant need not disclose to the prosecutor evidence 

                                                           
100 In chapter 4 I explained that the prosecution may have a role under s 25 where the 
Attorney-General is not present in court, though, as explained in that chapter, the 
Attorney-General will always be represented in court once a s 6 notice has been given by 
the prosecution.   
101 Sections 24(3) provides that a party that gives notice to the Attorney-General must 
advise the other party and the court and provide a description of the information.  This is 
subject of s 24(4).  It provides: “(4)  The advice must include a description of the 
information, unless the advice is being given by the defendant or the defendant’s legal 
representative to the prosecutor.”  Section 24(4) makes plain that a defendant is not 
required to provide the description to the prosecutor.  This is so whether the document 
was disclosed to it by the prosecution (although the prosecution does not intend to adduce 
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upon which it might seek to rely at trial, and which the defendant is not 
otherwise required to disclose. 

415. At the public hearings for this review, the Acting Commonwealth Director of 
Prosecutions, Scott Bruckard, was (as usual) most helpful.  We discussed 
how s 31 might operate where a defendant has given a s 24 notice to the 
Attorney-General, including a copy of the relevant document, but not 
provided any of the detail of this to the prosecution.  This is the effect of 
s 24(4).  If there was then a s 31 hearing, and if the prosecution were 
present, it would inevitably become aware of what the information is.  
Similarly, once a decision was made by the court, if it were published to the 
prosecution, it would then become aware of the information.   

416. After the public hearings for this review, the CDPP clarified that it has no 
interest in obtaining advance notice of the evidence that a defendant 
intends to call in support of his or her own case.  The CDPP accepted that 
details of the evidence to be called on behalf of a defendant would not need 
to be published in the reasons for judgment in a way that would somehow 
compromise the right of the defendant to obtain a fair trial. Further, in 
relation to reasons of the Court following a s 31 hearing, the CDPP referred 
to inherent powers of the court to control and to manage the proceedings 
properly, and to s 19(2) of the NSI Act.  This section confirms the power of 
the court to stay the proceedings, including in a circumstance where an 
order made under s 31 of the Act would have a substantial adverse effect 
on a defendant’s right to receive a fair trial.  On these bases, the CDPP 
accepts that the court has power to redact or to delay the publication of the 
reasons should there be a concern that something contained within the 
reasons might impact the right of the defendant to receive a fair trial. 

417. In my view, and as explained in chapter 4, the scheme of the NSI Act, 
illustrated by s 24(4), is that the prosecution is not to see the information 
provided by the defendant to the Attorney-General.  The prosecution 
should simply be notified that the defendant has given a s 24 notice.  After 
this, the prosecution has no role and should have no interest in what 
happens to the information the subject of the defendant’s notice.  These 

                                                           
it at trial), or a document that the defendant has of which the prosecution is unaware.  The 
effect of s 24(4) is that the defendant need only advise the prosecution that they believe 
that they will disclose national security information in the proceeding.   
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are matters solely for the Attorney-General.  A defendant in a federal 
criminal proceeding should not be required to compromise their position by 
complying with the NSI Act. 

418. If it were otherwise, this would be an extraordinary inroad into a 
defendant’s right to silence in a criminal proceeding.  To the extent that 
there are provisions in the Act that appear to have this effect, these are the 
product of infelicitous drafting rather than a deliberate legislative choice to 
over-ride fundamental precepts of  criminal law and procedure.  Rather than 
go through these infelicities in detail, the matter can be resolved by the 
following recommendation. 

Recommendation 3: I recommend that the NSI Act be amended to make clear that 
a defendant in a federal criminal proceeding is not required to disclose any 
information to the prosecution that is not, by any other law, required to be 
disclosed. 

419. Although I am grateful for the assistance of the CDPP, and their view as to 
how the provisions of the Act, in particular s 19(2), would overcome such a 
problem, it is preferable in my view that this be made plain. 

420. This recommendation is similar to that of one of my predecessors as 
Monitor, Bret Walker AO SC.102  That recommendation has not been acted 
upon.  I am hopeful that repetition may inspire change.  If not, it may well 
be that these will be matters raised by judges where this issue arises in 
federal criminal proceedings in which the NSI Act is invoked.   

421. The position is different with most civil proceedings, although, as discussed 
elsewhere, civil proceedings under the NSI Act include proceedings that are 
novel ‘civil’ matters (such as applications for control orders and ESOs under 
the Commonwealth Criminal Code).   

  

                                                           
102 Independent National Security Legislation Monitor Annual Report 2013, 
Recommendation VII/1. 
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422. There seems no reason why a party to a civil proceeding, by complying with 
its obligations under the NSI Act, should thereby be required to disclose to 
another party information that, but for the NSI Act, it was not. 

Recommendation 4: I recommend that the NSI Act be amended to make clear that 
a party in a civil proceeding is not required to disclose any information to any other 
party that it is not, by any other law, required to disclose. 
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Chapter 7: The scope of proceedings to 
which the NSI Act can apply 
424. In chapter 4 I explained that the NSI Act does not operate in all 

circumstances in which, say, an issue involving national security confronts a 
court.  The Act can only be used in federal criminal proceedings and civil 
proceedings.   

425. As regards federal criminal proceedings, as already noted, in a practical 
sense, this means that the Act will likely only operate in prosecutions of: 
terrorism offences under Part 5.3 of the Criminal Code (Cth), espionage and 
foreign interference offences under Part 5.2 of the Criminal Code and 
various secrecy offences such as those under Part 5.6 of the Criminal Code 
and Part 6 of the Intelligence Services Act 2001.  Recent charges for war 
crime offences under Division 268 of the Criminal Code will doubtless see 
the NSI Act invoked there.   

426. I was told by the CDPP that other than in prosecutions of the offences noted, 
the NSI Act has never been invoked. 

427. I was also told that the prospect of the Commonwealth ever wishing to use 
processes like those provided for in the NSI Act in (say) State criminal 
proceedings is remote.  National security information rarely intrudes in 
criminal matters other than federal criminal proceedings and so what might 
be thought (theoretically) to be a limitation in the scope of the Act is 
(practicably) not.   

428. Because of this there is no reason to extend the scope of the criminal 
matters in which the Act can be invoked. 

429. Civil proceedings to which the NSI Act can apply are all proceedings in a 
court of the Commonwealth, State or Territory other than a criminal 
proceeding.  The only real limitation on the breadth of this definition is that 
it excludes adjudicative bodies that are not courts, such as tribunals. 

430. In this review I heard from several people with experience who suggested 
that the NSI Act would assist in certain types of matter that are currently 
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excluded.  The example frequently given was coronial inquests, in particular 
inquests involving deaths of military and former military personnel. 

431. There are several issues with this suggestion that I can deal with shortly.  
First, inquests are inquisitorial and there are not parties as such.  To extend 
the scope of the NSI Act to include coronial inquests would require re-
modelled processes specifically for them.  Second, all Australian coroners 
are creatures of State and Territory law.  There is not a Commonwealth 
coroner.  Although it is likely that the Commonwealth Parliament has power 
to legislate to extend the NSI Act to these State and Territory institutions, 
some may harbour doubt.   

432. Similar, but more complex issues arise with bodies that review 
administrative decisions of Commonwealth executive government.  This is 
the soon to be replaced Administrative Appeals Tribunal (AAT).  The issues 
that I discuss here will arise in the same way with a successor tribunal.   

433. In the AAT, decisions that raise security sensitive issues, such as some 
immigration appeals and ASIO security assessments, are dealt with in the 
Security Division, and by members specifically designated to sit in that 
Division.  This occurred, for instance, in SDCV v Director-General of 
Security103 which I discuss further in chapter 9.  In that matter, the Director-
General of ASIO certified that SDCV was a risk to security, which disqualified 
him from continuing to hold a visa.  The initial review of this decision was 
heard in the Security Division of the AAT.  SDCV’s hearing involved processes 
similar to those in the special court order regime.  Similar, though not 
identical.  Under the NSI Act, special court orders can only be made after 
the Attorney-General has gone through the process resulting in a civil non-
disclosure certificate.  In addition, the Attorney-General can also seek 
orders from the court that the defendant and their legal representatives 
“are not entitled to be present during any part of a hearing in the proceeding 
in which the information is disclosed to the court” if the court is satisfied 
that the defendant has been given sufficient information to give 
instructions.104  This is a different process to that applied to SDCV in the AAT.   

                                                           
103 SDCV v Director-General of Security [2022] HCA 32; (2022) 96 ALJR 1002. 
104 The relevant provisions of the NSI Act are discussed in chapter 8. 
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434. The circumstances of a matter like SDCV prompts me to query whether 
there are processes, in addition to civil proceedings in superior courts, to 
which the NSI Act should apply.   

435. The answer to this is perhaps best addressed by not asking why, but how.  
Civil proceedings to which the NSI Act can apply are all proceedings in a 
court of the Commonwealth, State or Territory.  If the definition of civil 
proceedings was “all proceedings other than a criminal proceeding”, the 
scope of the Act would be broader but could still only ever be invoked by 
the Attorney-General giving a s 6A notice.  Although “proceedings” is not 
defined, it could be defined to mean only matters where there is a claimant 
and a respondent.  This would then resolve the problem of inquisitorial 
proceedings like inquests, commissions of inquiry and the like. 

436. Change to the NSI Act to permit its invocation in administrative law review 
proceedings would require very significant change to a deal of 
Commonwealth legislation and inevitably legislation of States and 
Territories.  This is illustrated by the facts of SDCV v Director-General of 
Security; the Australian Security Intelligence Organisation Act 1979 and the 
Administrative Appeals Tribunal Act 1975 co-ordinate to create processes 
inconsistent with the NSI Act, though similar to the special court order 
processes in Part 3A, Division 3, Subdivision B.  

437. Regimes such as that considered in SDCV v Director-General of Security and 
in Part 3A Division 3, Subdivisions B, are confronting and derive from the UK 
closed material procedures.  That defendants and their legal representatives 
cannot be present during part of a hearing is a profound thing indeed.  In 
SDCV v Director-General of Security the validity of the legislation creating 
this process in the AAT was upheld by a bare majority of the High Court.  As 
I explain in detail in chapter 9, whether these extraordinary processes can 
ever be justified seems to me to require consideration in particular confined 
contexts when they arise. 
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438. I do not recommend the definition of civil proceedings in the NSI Act be 
changed. 105 

Submissions from the National Intelligence Community 

439. In this review I received a most thorough and thoughtful submission from 
the National Intelligence Community, which comprises our intelligence 
agencies.  The Director General of the Office of National Intelligence (ONI), 
Andrew Shearer, and the ONI’s General Counsel also assisted at a public 
hearing in this review.  I greatly appreciate their assistance and willingness 
to appear at the hearing.  The submission made many practical suggestions 
that have informed this report.  Some are best addressed here.   

440. The need for court houses and court rooms that have the technological 
capability for secure closed court hearings was stressed.  There have been, 
and will be, matters involving national security that need to be dealt with in 
closed courts, and closed courts mean facilities impervious to remote 
technological access and infiltration.  Imagine if (say) evidence relating to 
the specific capability of a highly classified weapon system of the Australian 
Defence Force was at issue in a proceeding.  Think of something similar to 
the evidence in Duncan v Cammell Laird and Co—that in 1939 Britain had a 
submarine that could, uniquely, fire torpedoes backwards as well as 
forward. It is obvious that court rooms and other facilities that allow for such 
evidence to be given, and not to be accessed by our adversaries, should 
exist.  This is not a matter of a lock or a sign on a door.  My own experience 
as Monitor has made me acutely aware of the capabilities of Australia’s 
adversaries to access information impermissibly. 

441. These concerns are entirely valid.  The need for secure facilities is real, 
though this need will be occasional.  The only issue is one of resourcing.  The 
technological resources necessary to ensure the required protections are 
considerable, no doubt expensive and sparce throughout the 
Commonwealth.  Federal criminal proceedings and civil proceedings in 
which the NSI Act is invoked cannot all be heard in a single location or a 
single city.  Federal criminal proceedings and civil proceedings are brought 

                                                           
105 I note that this is contrary to a recommendation of one of my predecessors as Monitor, 
Bret Walker AO SC; see Independent National Security Legislation Monitor Annual Report 
2013, Recommendation VII/6. 
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and heard in all of the States and Territories and this is essential and proper.  
I assume that Australian governments will balk at the cost of having 
technologically secure facilities in courts in every State and Territory.   

442. The legal system can however be wondrously flexible.  For example, from 
the beginning, native title trials involved evidence being given in remote 
areas, in the open or in basic buildings used though not adapted for the 
purpose.  No doubt, if the need were real, courts would be persuaded to 
hold closed court hearings involving national security in existing secure 
facilities used by government agencies in capital cities.  Administrative 
arrangements would be required but they must be solvable.   

443. The most difficult issue will arise with federal criminal proceedings with 
juries.  It is not a matter there of a single hearing room, but of secure rooms 
for juries, defendants, legal representatives, judges and court staff. With 
secure rooms comes secure computers and printers and the like for legal 
representatives to access during hearings.  

444. In this report, I can do no more than confirm the need for such facilities and 
state my expectation that this need will be an increasing one.  The rest is for 
enlightened finance departments of government, discerning government 
legal representatives and thoughtful judges and court administrators. 

445. The National Intelligence Community submission also suggested the 
desirability of creating, in effect, a national security court, or national 
security division of the Federal Court, in which all proceedings involving the 
NSI Act are heard.  The logic of this recommendation is that, once a notice 
is given under s 6 or 6A of the NSI Act, the matter would be transferred to 
this specialist court.  The submission is fundamentally premised on the 
desirability of having judges with knowledge, experience and expertise in 
dealing with national security matters preside over proceedings where they 
arise. 

446. I will not be recommending this, even though I am sympathetic to the 
premise.  My reasons are as follows.   
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447. First, the Federal Court does not have general jurisdiction in federal criminal 
matters106 and the judges of the court do not generally have experience in 
crime.  Of course, this could change, but, from the time of its establishment, 
governments have eschewed investing the Federal Court with a broad 
criminal jurisdiction.  I have no reason to think that this will change.   

448. Second, State and Territory courts deal day in and day out with crime.  The 
judges of these courts have vast experience in criminal trial work.  The court 
houses of these courts are designed for criminal trials and have jury 
facilities.  Federal criminal proceedings in which the NSI Act will be invoked 
can and have been heard in State and Territory courts.   

449. Third, there will be civil matters in which the NSI Act will be invoked where 
the Federal Court does not have jurisdiction.  It would be a nice question 
whether mere invocation of the NSI Act could confer jurisdiction on the 
Federal Court. 

450. Finally, and principally, I reject this suggestion because the creation of what 
would be, in effect, a national security court would inevitably over time give 
rise to perceptions of capture of judges by executive government.  This has 
occurred in the United States with the United States Foreign Intelligence 
Surveillance Court, established under the Foreign Intelligence Surveillance 

                                                           
106 The website of the Federal Court helpfully outlines the following: “The Federal Court 
currently has jurisdiction to deal with summary offences provided for in the Copyright Act 
1968 (Cth), the Fair Work Act 2009 (Cth), the Competition and Consumer Act 2010 (Cth), 
the Building and Construction Industry (Improving Productivity) Act 2016 (Cth) and 
the Australian Energy Market Act 2004 (Cth). The Court also has jurisdiction over two 
indictable offences against the Competition and Consumer Act; making a contract 
containing a cartel provision (section 44ZZRF); and giving effect to a cartel provision 
(section 44ZZRG).  The court also has jurisdiction to deal with criminal appeals by the 
operation of sections 30AA and 30AD of the Federal Court of Australia Act 1976 (Cth), for 
offences prosecuted under Commonwealth legislation, including the Competition and 
Consumer Act, the Copyright Act, the Trademarks Act, the Fair Work Act, the Australian 
Energy Market Act, the Building and Construction (Improving Productivity) Act, as well as 
hear appeals from criminal matters from the Norfolk Island Supreme Court.  The Court also 
has jurisdiction to deal with applications involving criminal contempt arising from 
examinations conducted by federal law enforcement agencies, such as under s34B of 
the Australian Crime Commission Act 2002 (Cth) and applications under the International 
Transfer of Prisoners Act 1977 (Cth).” 
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Act 1978.107  The creation of a jurisdiction such as that described in the 
intelligence community’s submission is unnecessary.  In many proceedings, 
national security information forms a very small part of the issues in a 
proceeding.  As I have explained, the proceedings in which national security 
information will be critical and loom largest will be criminal prosecutions of 
secrecy type offences and foreign interference.  It is conceivable that the 
NSI Act may also be prominent in certain civil disputes.  But issues such as 
those created by the NSI Act are not entirely novel.  Like issues arise with 
claims for public interest immunity and matters of state privilege which are 
and have been dealt with by courts of general jurisdiction. 

451. As the National Intelligence Community's submission properly points out, 
use of the NSI Act adds complexity to proceedings in which it is invoked.  It 
is desirable that such proceedings be managed and heard by judges with 
relevant knowledge and experience.  In the large State jurisdictions, and in 
the Federal Court, this is simply a matter of allocating such judges.  This 
occurs administratively as a matter of course.  I have no doubt that in 
smaller jurisdictions, were the need to arise, heads of jurisdiction would give 
thought to the best means of addressing any shortcoming.  Judicial 
exchanges between courts are commonplace and would not doubt solve 
any problem.   

  

                                                           
107 There is a mountain of material on this.  Representative are: Report of the Brennan 
Centre for Justice, “What went wrong with the FISA COURT” 
(https://www.brennancenter.org/our-work/research-reports/what-went-wrong-fisa-
court); “What Is America’s Spy Court Hiding From the Public?”, New York Times, 
2 June 2021 (https://www.nytimes.com/2021/06/02/opinion/Supreme-Court-FISA-
secrecy.html.) 
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Chapter 8: The closed hearing 
requirements and security clearances 
The closed hearing requirements 

452. In chapter 4 I noted the “closed hearing requirements” of the NSI Act.  For 
federal criminal proceedings they are in s 29, and for civil proceedings in 
s 38I.  They apply, respectively to s 31 and s 38L hearings. 

453. They give rise to a number of matters that require change to the Act.  In this 
chapter I address: the provisions relating to security clearances; the closed 
hearing requirements that result in the exclusion of the public from 
hearings; and provisions that result in the exclusion of the defendant and 
defendant’s legal representatives from a hearing.  I deal separately in the 
following chapter with the special court order regime. 

454. Sections 29 and 38I are not the whole picture.  There are other parts of the 
NSI Act and other legislation.  Subsection 20B(1) of the Act provides: 

“(1)  If, during a hearing in a federal criminal proceeding, an issue 
arises relating to the disclosure, protection, storage, handling or 
destruction, in the proceeding, of national security information, 
then before hearing the issue, the court must consider making 
an order under either or both of the following: 

(a)   subsection 19(1A); 

(b)   section 93.2 of the Criminal Code.” 

455. Section 38AB is the equivalent to this for civil proceedings. 

456. Subsection 19(1A) of the NSI Act ideals with federal criminal proceedings 
and has an equivalent, for civil proceedings, in s 19(3A).  It suffices to 
reproduce only s 19(1A): 

“(1A) In addition to the powers of a court under this Act in a federal 
criminal proceeding [in s 19(3A), “civil proceedings”], the court 
may make such orders as the court considers appropriate in 
relation to the disclosure, protection, storage, handling or 
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destruction, in the proceeding, of national security information 
if: 

(a)   the court is satisfied that it is in the interest of national 
security to make such orders; and 

(b)   the orders are not inconsistent with this Act; and 

(c)   the orders are not inconsistent with regulations made 
under this Act.” 

457. Section 93.2 of the Criminal Code is headed “Hearing in camera etc”.  It 
enables orders to be made by judges and by magistrates before whom 
federal criminal proceedings may come prior to being committed to a State 
or Territory Supreme Court: 

“(1)   This section applies to a hearing of an application or other 
proceedings before a federal court, a court exercising federal 
jurisdiction or a court of a Territory, whether under this Act or 
otherwise. 

 (2)   At any time before or during the hearing, the judge or 
magistrate, or other person presiding or competent to preside 
over the proceedings, may, if satisfied that it is in the interests of 
Australia’s national security: 

(a)   order that some or all of the members of the public be 
excluded during the whole or a part of the hearing; or 

(b)   order that no report of the whole or a specified part of, or 
relating to, the application or proceedings be published; or 

(c)   make such order and give such directions as he or she 
thinks necessary for ensuring that no person, without the 
approval of the court, has access (whether before, during 
or after the hearing) to any affidavit, exhibit, information 
or other document used in the application or the 
proceedings that is on the file in the court or in the records 
of the court. 

 (3)   A person commits an offence if the person contravenes an order 
made or direction given under this section.” 
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458. These provisions are unexceptional.  They provide a discretion to a court to 
make the equivalent of closed court orders and order other restrictions on 
open hearings.   

459. A number of submissions to this review observed that the NSI Act does not 
have, as an object, the desirability or aspiration of open justice or the open 
court principle.  Although there are some nuances as to what this principle 
encompasses, there are countless decisions of courts of the highest 
authority attesting to its fundamental importance to our system of 
justice.108 

460. The express object of the NSI Act is stated in s 3: 

“(1)  The object of this Act is to prevent the disclosure of information 
in federal criminal proceedings and civil proceedings where the 
disclosure is likely to prejudice national security, except to the 
extent that preventing the disclosure would seriously interfere 
with the administration of justice.  

 (2)  In exercising powers or performing functions under this Act, a 
court must have regard to the object of this Act.” 

461. The object expressed in s 3(1) is plain—the administration of justice cannot 
be seriously compromised to protect national security. 

462. There is a certain incongruity with these provisions.  Section 3 subordinates 
protection of national security to the administration of justice.  Subsections 
19(1A) and 19(3A) of the NSI, and s 93.2 of the Criminal Code, appear to 
prioritise the “interest of national security” to what might be thought of as 
manifestations of the open court principle.  This incongruity suggests a 
misapprehension as to the centrality of the open court principle to the 
administration of justice.  Even though the hearing of matters in open courts 
is not immutable, the administration of justice is always compromised when 
it occurs. 

                                                           
108 For example, Assistant Commissioner Michael James Condon v Pompano Pty Ltd [2013] 
HCA 7; (2013) 252 CLR 38 at [5] (French CJ), John Fairfax Publications Pty Limited v District 
Court of New South Wales [2004] NSWCA 324; (2004) 61 NSWLR 334 at [352] (Spigelman 
CJ). 
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463. There is incongruity also with the closed hearing requirements in civil 
matters involving “special court orders in control order or extended 
supervision order proceedings” under s 38J.  These are considered in the 
next chapter.  

Security clearances 

464. In crime, in s 31 hearings, the court has a discretion to exclude defendants, 
their legal representatives and court officials who do not hold a sufficient 
security clearance (s 29(3)).  The equivalent to s 29(3) for civil proceedings 
is s 38I(3).  

465. This power of exclusion of defendants, parties, legal representatives, and 
court officials is unproblematic because it is controlled by the court.  I need 
not repeat what I have stated earlier about the incentive that this judicial 
control provides to the executive government to attend to the security 
clearance process diligently.  Of course, my opinion as to efficacy can only 
be correct to the extent that judges exercise the power that they have and 
do not defer to or gormlessly accept executive government tardiness. 

466. I do though recommend one change.  It relates to a rather discrete issue and 
concerns Part 4 of the NSI Act.  

467. In Part 4, s 39 deals with applications by legal representatives and their 
assistants for security clearances to the Secretary of the Attorney-General’s 
Department.  Application is triggered by the Secretary giving notice that “an 
issue is likely to arise relating to a disclosure, of information in the 
proceeding, that is likely to prejudice national security”.  Once an 
application is made, s 39(4) provides that the court, “must defer or adjourn 
the proceedings accordingly”. 

468. There are two issues with this, one of fundamental principle and the other 
a matter of practicality. 

469. The matter of principle is that, in a federal criminal proceeding where the 
NSI Act has been invoked, and where national security issues loom large, it 
will be extremely difficult for a solicitor or counsel who has not sought a 
security clearance, or been refused one, to act.  As explained in chapter 4, 
the effect of not having or obtaining a security clearance is that the 
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prosecutor may advise the court of this.  Subsection 39(5) provides that 
the court may then: 

“(i)   advise the defendant of the consequences of engaging a legal 
representative who has not been given a security clearance at 
the level considered appropriate by the Secretary in relation to 
the information; and 

 (ii)   recommend that the defendant engage a legal representative 
who has been given, or is prepared to apply for, such a security 
clearance.” 

470. The consequence relates to the closed hearing requirements and is provided 
for in s 29(3).  If at a hearing it is likely that national security information will 
be disclosed, and its disclosure would likely prejudice national security, the 
court “may order” that lawyers without the relevant security clearance are 
“not entitled to be present”.  Of course, this is a matter of discretion for the 
court, and the court “may” allow legal advisers to be present even though 
they do not have or have not sought a security clearance.  But the court may 
not.  In this event, defendants may as a result be denied legal representation 
of their choice.   

471. To be balanced against this are three matters.  First, the court has power to 
enable lawyers to be present even if they do not have clearances.  Second, 
most defendants in criminal proceedings do not have an untrammelled right 
to the lawyer of their choice.  Legal Aid bodies do not pay commercial rates 
and many of the finest lawyers do not accept briefs at legal aid rates.  Third, 
the risk of disreputable lawyers obtaining sensitive information and 
disclosing it to others cannot be discounted and nor can the extreme 
consequences that may flow from this be ignored. 

472. Because the court has discretion under s 39, I do not recommend its repeal. 

473. In all of this, I am concerned that court processes can be frustrated by 
dilatoriness of Commonwealth executive government in processing security 
clearance applications.  Federal criminal proceedings in particular, but civil 
proceedings also, should not be deferred or adjourned for many months, or 
longer, because a low priority is given to processing security clearances for 
parties, lawyers and court officials.  No doubt were s 39(4) repealed, courts 
would be sensitive to the appropriate needs of vetting agencies to do their 
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work, and the delay that this might cause.  But the priorities and resourcing 
of vetting agencies should not be determinative of the progress of 
proceedings, particularly criminal proceedings.   

Recommendation 5: I recommend that s 39(4) be repealed.   

474. Acceptance of my recommendation for the repeal of s 39(4) would 
doubtless assist executive government in setting its proper priorities while 
assisting courts and parties to advance proceedings appropriately, where a 
security clearance is required. 

475. In chapter 13 I address related issues concerning the offence provisions in 
Part 5 of the NSI Act. 

476. In submissions to this review, concern was expressed as to the requirement 
for security clearances and approvals being used to restrict improperly a 
defendant’s choice of legal representative. Several submissions referred to 
the Commonwealth’s delay in providing an ‘approval’ to a distinguished 
senior counsel (and one of my predecessors as Monitor), Bret Walker SC, to 
appear for Mr Collaery at a hearing during his prosecution.  Approval in that 
instance was not required under s 39, but by the terms of the Attorney-
General’s non-disclosure certificate and s 22 orders that had been made.  
The theme of these submissions was to increase the court’s overview over 
the security clearance process.  

477. Obviously, the only considerations that can be taken into account in 
deciding whether to issue a notice under s 39, or grant a security clearance 
or other approval for counsel, are genuine national security considerations.  
I have seen nothing to suggest that decision makers are unaware of this.  As 
with virtually all matters involving inexplicable government delay or 
inaction, people have more to fear from incompetence than impropriety. 

478. The court’s discretion and power under s 39, to which I refer above, is 
sufficient to deal with these concerns about injustice to defendants.  In the 
Collaery proceeding, the Commonwealth’s delay in ‘approving’ 
Mr Walker caused vacation of hearing dates on the basis that the delay, 
resulting in Mr Walker’s inability to appear, was unfair to Mr Collaery.  But, 
even in this circumstance, injustice to a defendant was likely only avoided 
because of the unenergetic progress of the proceeding. 
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Change to the closed hearing requirements 

479. In this review I received many submissions concerning the closed hearing 
requirements of the NSI Act.  A common theme was that these 
requirements are part of a creeping deterioration in fundamental precepts 
of open justice. 

480. Some of these issues were addressed in my Section 22 report, though I did 
not address there the mandatory exclusions which result from s 29 and 
s 38I. 

481. To take away from the court the decision of whether a court hearing will be 
open to the public, and (in effect) to give the decision to a minister, is a very 
significant thing.  I have explained in my Section 22 report, and in chapter 2 
of this report, that there are many circumstances in which different court 
processes are closed to the public.  Nonetheless, to take the decision to 
close a court away from the court itself is rare indeed.  Though rare, it is not 
unprecedented.  There are several kinds of proceedings where full reporting 
by the media cannot occur.  Family court and children’s court proceedings 
are examples, but there are others closer to home. 

482. In Condon v Pompano109 the High Court upheld the validity of the 
Queensland Criminal Organisation Act 2009.  That Act empowered the 
Supreme Court of Queensland to make various declarations and orders, “for 
the purpose of disrupting and restricting the activities of organisations 
involved in serious criminal activity, and of their members and associates”.  
The Act required the Supreme Court to exclude all but identified people 
from the hearings under the Act,110 and provided that any part of the 
hearing during which the court considered “declared criminal intelligence” 
was to be closed.111  Closed in this sense meant closed to all including the 
subjects of any proposed declaration or order. 

 

                                                           
109 Assistant Commissioner Michael James Condon v Pompano Pty Ltd [2013] HCA 7; (2013) 
252 CLR 38. 
110 Criminal Organisation Act  2009 (Qld) s 70. 
111 Criminal Organisation Act  2009 (Qld) s 78. 
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483. The concentration in all of the judgments in Condon v Pompano was upon 
the specific type of proceeding which the Criminal Organisation Act 2009 
created.  The type of proceeding created by the Act was, in its critical design, 
fundamentally unlike a criminal or civil proceeding.  What resulted from the 
Act were declarations or orders about status of “criminal organisations” and 
their members.  The declarations and orders under the Act were akin more 
to a policing process than an exercise of judicial power. 

484. Whatever might be thought of courts being enlisted to do the work of 
police, the NSI Act is fundamentally different to the legislation considered 
in Condon v Pompano.  The NSI Act is not part of a hermetic process.  It 
operates upon federal criminal proceedings and civil proceedings that are 
commenced and exist independently on the Act.  The NSI Act operates 
within the framework of conventional interlocutory and trial processes.  
Moreover, the decisions that courts make in s 31 and s 38L involve fact 
finding, evaluations and judgments that have commonly been made by 
courts when dealing with claims to public interest immunity and matter of 
state privilege.  What the Queensland Supreme Court was required to do 
under the Criminal Organisation Act 2009 was of a wholly different nature 
and foreign to what courts have traditionally done and normally do. 

485. Once it was decided in Condon v Pompano that State legislation can require 
State courts to do work unlike the traditional exercise of judicial power, it 
followed (I suppose) that courts could be directed to do this type of work in 
secret.  Of course, a great deal of the work of police is done in secret. 

486. It will be rare indeed that legislation requiring courts to deal with parts of 
federal criminal proceedings and civil proceedings in closed courts will be 
necessary, or proportionate to the threat of terrorism or threat to national 
security within the meaning of s 6(1)(b) of the INSLM Act.  Such a 
requirement, imposed on a court presiding over federal criminal 
proceedings and civil proceedings, is an extraordinary thing. 

487. In this review I have come across nothing that convinces me that excluding 
courts from deciding whether their processes must be closed when issues 
under the NSI Act are dealt with is necessary.  Nothing in the threat of 
terrorism or threat to national security requires it.  I have seen nothing that 
suggests, let alone compels, that the well understood and widely exercised 
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judicial discretion to decide whether to close courts cannot entirely 
satisfactorily respond to the threat of terrorism and threat to national 
security. 

Recommendation 6: I recommend that the NSI Act be amended to provide that 
whether any hearing under the Act is to be closed to the public is to be decided by 
the court. 

488. Those unfamiliar with the way in which courts operate should not think this 
to be a revolutionary recommendation.  If this recommendation were to be 
adopted, no doubt courts will be acutely alive to any need for restrictions 
on who may be present at various times for various things.  The exercise of 
principled discretions about such matters in respect of issues akin to 
national security are well known, well-trod and well understood.   

489. This leaves the question of whether this recommendation is enough.  In my 
Section 22 report, I recommended that, where closed court orders are 
sought from any court under s 22 of the NSI Act, the Attorney-General be 
required to make certain submissions.  This recommendation was:112 

“I recommend that, where closed court orders are sought from any 
court under s 22, the Attorney-General be required to make 
submissions to the court to explain why such orders are appropriate 
and should be made having regard to the object of the NSI Act and the 
deeply rooted common law tradition of the open court.” 

490. I made this recommendation with the expressed hope that it might ensure 
that the Attorney-General and courts not overlook that orders for closed 
hearings, even in respect of consideration of national security, are 
exceptional even though not uncommon.  

491. In this respect, some commentary about the events that gave rise to this 
review seem to me to proceed on a misunderstanding of the power and 
discretion of judges to close courts, and how they are generally exercised.   

492. As I noted in chapter 2, courts are regularly closed when confidential and 
sensitive information is being addressed or considered.  This happens, for 

                                                           
112 INSLM report; The operation of Part 3, Division 1 of the National Security Information 
(Criminal and Civil Proceedings) Act 2004 as it applies in the Alan Johns matter at p 40. 
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instance, in proceedings involving highly sensitive commercial information 
and secret, culturally sensitive information and, beyond the NSI Act, with 
information that relates to national security.  Judicial control over the 
closure of courts is not a panacea of unbridled openness.   

493. I have made the above recommendation with a clear understanding of the 
way in which courts customarily deal with deliberations about issues akin to 
national security.  A close analogy to s 31 and s 38L hearings are hearings to 
consider public interest immunity and matter of state privilege claims.  
There, restricted access to the court is common.  Often, matters are 
addressed “in chambers”, in the absence of the public and parties.  
Regularly, certain parties and their legal advisers do not see documents over 
which privilege is claimed and will not see them if the claim is upheld.  All of 
these things occur because courts order it.  These practices have been 
endorsed in decisions of the highest and most persuasive authority. 

494. Justice Crennan observed in Gypsy Jokers Motorcycle Club Incorporated v 
Commissioner of Police:113 

“In ruling on a claim for public interest immunity, a court may look at 
information in documents which is not revealed to a party seeking 
them, and a court may resolve a claim finally without one of the parties 
being shown certain material relied on for determination of a 
proceeding.” [footnotes omitted] 

495. In Commonwealth v Northern Land Council,114 a bench of the High Court 
unanimously stated: 

“There was … no call for [the trial judge] to order that the documents 
[over which a claim for public interest immunity had been made] be 
produced for inspection [by the court]. But we would add that, even if 
there had been, the procedure of ordering production of documents 
for inspection by the legal representatives of one of the parties, even 

                                                           
113 Gypsy Jokers Motorcycle Club Incorporated v Commissioner of Police [2008] HCA 4; 
(2008) 234 CLR 532 at [180].  See also Alister v The Queen [1984] HCA 85; (1984) 154 CLR 
404 at 469. 
114 Commonwealth v Northern Land Council [1993] HCA 24; (1993) 176 CLR 604 at 620.  In 
addition to these authorities see also Jackson v Wells [1985] FCA 100 at [15]-[21] (per 
Wilcox J), Traljesic v Attorney-General of the Commonwealth of Australia [2006] FCA 125; 
(2006) 150 FCR 199 at [22]-[31] (per Rares J). 
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upon a restricted basis, before the claim for immunity had been 
decided by the court, was open to serious question. Whatever the 
safeguards, it represents an encroachment upon the confidentiality 
claimed for the documents. And in this case, public interest in their 
immunity from disclosure was of the highest order. If inspection of 
documents is necessary to determine the question of immunity (and in 
this case it was not) then it ought to be carried out by the court before 
ordering production for inspection by a party. No doubt this may in 
some cases cast a heavy burden on the court, but it is unavoidable if 
confidentiality is to be maintained until a claim for immunity is 
determined.” 

496. The orders made in Shayler, to which I referred in chapter 3, are also 
emblematic.   

497. If my recommendation is accepted, courts will hear, and be eager to hear, 
submissions from interested third parties as to this exercise of judicial 
power.  No doubt media organisations and other interested, uninvolved 
parties may wish to be heard.  Courts will doubtless be assisted by 
submissions from such parties.  Because of this I am not inclined to adopt 
submissions made to this review to the effect that courts have power to 
appoint, or that there be a public office akin to, an “Open Justice 
Monitor”.115  Having regard, however, to the many concerns that I have 
heard in this review and my review for the Section 22 report, I consider that 
a recommendation like that made in my earlier report is appropriate.   

Recommendation 7: I recommend that where closed court orders are sought in a 
proceeding in which the NSI Act has been invoked, the Attorney-General be 
required to make submissions to the court to explain why such orders are 
appropriate and should be made having regard to the object of the NSI Act and 
the deeply rooted common law tradition of the open court.  

498. As I explained in my Section 22 report, the Attorney-General is best placed 
to address the manner of implementation of this recommendation.  I expect 

                                                           
115 See particularly the very helpful submission from Dr Rebecca Ananian-Welsh and 
William Whitsed. 
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(f)   identifies the proceedings under Division 104 of the Criminal 
Code or the Division 105A ESO proceedings in relation to which 
the special advocates were appointed.” 

Recommendation 8: I recommend that all closed court orders made under the NSI 
Act be made publicly available. 

Recommendation 9: I recommend that s 47 of the NSI Act be amended to add 
s 47(g) to the following effect: 

“(g) states the number of closed court orders during the year, the number that 
relate to interlocutory hearings and final hearings and identifies the 
criminal proceedings and civil proceedings in which such orders were 
made.” 

504. One of the things that happened in the Alan Johns matter was that the 
equivalent of closed court orders were made and reasons for the making of 
such orders were never given or published.  This led to the following 
recommendation:118 

“I recommend that, where closed court orders are sought from any 
court under s 22, the Attorney-General be required to seek that reasons 
be given.” 

505. The NSI contains provisions requiring the giving of reasons by the court after 
s 31 and 38L hearings; see respectively ss 32 and 38M.  There is no 
equivalent requirement for closed court orders because they are presently 
mandatory.  Reasons are always a good thing and define the proper exercise 
of judicial power.  I can conceive of no reason why the recommendation 
made in respect of s 22 ought not be extended. 

Recommendation 10: I recommend that where closed court orders are sought 
from any court under the NSI Act, the Attorney-General be required to seek that 
reasons be given. 

506. I noted s 20B(1) of the NSI Act above, and its civil equivalent, s 38AB.   

                                                           
118 INSLM report, The operation of Part 3, Division 1 of the National Security Information 
(Criminal and Civil Proceedings) Act 2004 as it applies in the Alan Johns matter at p 41. 
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507. In some respects these are odd provisions.  I expect that they are intended 
merely to reflect the position in respect of public interest immunity and 
matter of state privilege: that the court can raise the issue if parties do not. 

508. It is difficult to imagine that a court would make a closed court order that is 
not sought by one of the parties and so the provision is unlikely to have any 
real effect, good or bad.   

Hearings in the absence of a party 

509. In chapter 4 I outlined that there may well be occasions where, in federal 
criminal proceedings, neither the defendant nor their legal representatives 
will be present at s 31 hearings or at least for part of them.  This can also 
occur in civil proceedings.   

510. This can occur several ways.  Subsections 29(3) empowers the court to 
exclude a defendant from a s 31 hearing where the prosecutor or the 
Attorney-General details the information sought to be excluded.  
Defendants and their legal advisers do not see source documents only gists 
or summaries in the criminal non-disclosure certificate.   

511. Subsections 29(3) and (4) contemplate that a defendant’s lawyer may be 
present but the defendant absent.  As already noted, this would be a very 
unusual course and many experienced and sensible lawyers would refuse to 
be present when their client could not.  Many lawyers would feel that this 
would compromise their obligations to their client and make obtaining 
instructions and giving advice difficult.  The risks inherent in hearing and 
seeing information that lawyers cannot disclose to their client are, at best, 
burdensome.   

512. I am also alive to the prospect that a defendant in a criminal proceeding or 
a party in a civil action engages (say) counsel who is unable to obtain a 
security clearance.  If this happens, the defendant or party may refuse to 
engage alternate counsel. 

513. In each of these scenarios the right of a defendant in a criminal proceeding 
to receive a fair trial could be severely compromised.  But as I have stressed 
throughout this report, one of the core purposes of the NSI Act is to enable 
the prosecutor to conduct a criminal proceeding without compromising 



Review into the operation and effectiveness of the National Security Information (Criminal 
and Civil Proceedings) Act 2004 

 

139 
 

national security.  This sometimes requires that a defendant not see some 
information in some, limited, NSI Act processes.   

514. This precise issue arose in R v Collaery (No 11).119  Justice Mossop directed 
that a special advocate be appointed to be present at the s 31 hearing that 
the defendant and his legal representatives could not, or did not feel able 
to, attend.  Similar orders were made by Justice Whealy in the context of 
the NSI Act in R v Lodhi.120   

515. Orders providing for a special advocate have been made by courts 
considering claims for public interest immunity when a party and their 
lawyers have been excluded from the hearing.121  This will be rare because, 
as noted above, courts have often considered claims for public interest 
immunity by looking at information which a party never sees and where 
evidence in support of the claim is not shown to them.   

516. These are, however, large issues.   

517. Below I address the “special court orders in control order and extended 
supervision order proceedings” in Part 3A, Division 3, Subdivisions B and C 
of the NSI Act.  The special advocate role is expressly provided for in this 
part of the Act. 

518. But the issue in respect of s 31 and s 38L hearings is different.  The power in 
Part 3A, Division 3, Subdivisions B and C the NSI Act is express.  All aspects 
of the role of special advocate in such proceedings are expressly and 
exhaustively stated in ss 38PA-38PH of the NSI Act and Part 3A of the NSI 

                                                           
119 R v Collaery (No 11) [2022] ACTSC 40; (2022) 296 A Crim R 332. 
120 R v Lodhi [2006] NSWSC 586; (2006) 163 A Crim R 475, see [28]-[45]. The circumstances 
in this case were a little odd.  Documents had been returned to the Magistrates Court 
during Mr Lodhi’s committal.  They were examined by the presiding Magistrate but not the 
prosecution or Mr Lodhi or his lawyers.  When the matter was committed to the Supreme 
Court (before Justice Whealy) the Attorney-General submitted that only the Attorney-
General, their legal representatives, and Justice Whealy should have access to the 
unredacted documents.  I assume that the Attorney-General issued a criminal non-
disclosure certificate pursuant to s 26 of the NSI Act either with the whole of or some 
information deleted.   
121 See, for instance, State of New South Wales v Public Transport Ticketing Corporation (No 
3) [2011] NSWCA 200; (2011) 81 NSWLR 394. 
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Regulations.  These powers, functions and limitations are many and 
extremely complex issues arise with this role there. 

519. The issue considered in R v Collaery and R v Lodhi was different and related 
to a s 31 hearing.  In neither case was the court required eventually to make 
detailed orders as to the terms and scope of the role of the special advocate.  
Justice Mossop in R v Collaery, after an exhaustive consideration of the 
issues, concluded that the court had power to appoint a special advocate at 
a s 31 hearing pursuant to the broad power in s 19(1A) of the NSI Act. 

520. I have noted s 19(1A) above.  I need not consider the reasoning of Justice 
Mossop about the source of power in s 19(1A) in detail.  It is sufficient for 
me to state that the court should have this power and that it should be plain 
and express.  Whether the power is exercised in any particular instance is 
for the court. 

521. Subject to the discussion below about defining the tasks and powers of 
special advocates, it is my view that the court should have express power in 
respect of s 31 and s 38L hearings to appoint a special advocate where a 
defendant or parties and their legal representatives are excluded.  Such a 
power is proportionate to the threat of terrorism and threat to national 
security within the meaning of s 6(1)(b) of the INSLM Act.  Indeed that a 
defendant or party could be excluded and not represented at such hearings, 
without the court having the power to appoint a special advocate, is grossly 
disproportionate to the threat of terrorism and threat to national security. 

Recommendation 11: I recommend that the NSI Act be amended to provide 
expressly that the court has power to appoint a special advocate at s 31 and s 38L 
hearing where a defendant or parties and their legal representatives are excluded. 

Recommendation 12: I recommend that the NSI Act and NSI Regulations provide 
expressly for the powers and obligations of special advocates in this context.  Such 
powers and obligations should mirror those in Part 3A Division 3 Sub-division C of 
the NSI Act and Part 3A of the NSI Regulations. 
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Chapter 9: Special court orders in 
control order and extended supervision 
order proceedings 
522. Understanding the issues with Part 3A, Division 3, Subdivision B and C of the 

NSI Act requires a bit of background. 

523. Not long ago in the UK, in a series of cases in which the executive 
government was a party, it sought orders that it could adduce evidence in a 
civil trial that the other party could not see.  The information was all, in 
Australian terms, national security information.  The issue in cases such as 
these is best understood by illustration from the seminal case; Al Rawi v The 
Security Service.122  It assists to simplify the facts.   

524. Assume: a British citizen claimant alleges that, following 
11 September 2001, the Security Service, an organ of the UK executive 
government, was involved in their rendition, detention, interrogation and 
torture at various locations.  The claimant was eventually released from 
Guantanamo Bay and commenced proceedings in a UK court against the 
Security Service seeking damages for false imprisonment.  Relevant to 
defences that the defendant Security Service wished to advance was that 
the claimant was, when apprehended, a senior member and centrally 
involved in the activities of terrorist groups.  The claimant denied these facts 
and the Security Service wished to prove them at trial.  Assume that, as a 
matter of law, such matters if proved provided a good defence to the claim.   

525. Evidence that the Security Service possessed, and wished to lead at trial 
included testimony of intelligence officers who had infiltrated relevant 
terrorist groups, and informers.  The intelligence officers continued to 
operate in a hostile foreign state in which the terrorist groups operated.  
Informers continued to live in the hostile foreign state, continued to receive 
intelligence about the terrorist groups and continued to provide this 
intelligence to the Security Service.  If the identities of the intelligence 
officers and informers, and the assistance provided by them, were known in 

                                                           
122 Al Rawi v The Security Service [2011] UKSC 34. 
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the foreign state, their safety and the safety of others would be gravely at 
risk.  In addition, the capacity to extract intelligence of future terrorist 
attacks in the UK (and elsewhere) would be diminished if the intelligence 
officers and informers were killed or forced to leave.   

526. Other evidence that the Security Service wished to lead in its defence was 
the product of signals intelligence provided to the Security Service by an ally.  
The signals intelligence was provided by the ally state on condition that it 
could not be disclosed in court proceedings unless procedures were in place 
to ensure that the techniques used to acquire the intelligence could not be 
disclosed to the claimant or their legal advisers or the public.   

527. If the Security Service could not lead this evidence, it had no defence to the 
claim and the damages to be awarded to the claimant would be substantial.   

528. Plainly, disclosure of this evidence to the claimant would be impossible.  As 
to the claimant’s legal advisers, there would be immense problems even if 
the claimant were represented by solicitors and counsel of integrity.  They 
owed duties to their client and any order that would require solicitors and 
counsel to keep evidence secret from their client could affect their capacity 
to take instructions and to represent them properly.  But even a hint from a 
legal adviser to the claimant that the Security Service had a source in a 
terrorist group could have devastating consequences. 

529. In Al Rawi v The Security Service the defendant Security Service advised the 
court that it wished the court to consider certain evidence but withhold it 
from the plaintiff “in the public interest”.  The material was referred to in a 
“closed defence”.  This meant a written defence that was made available to 
the judge but not the plaintiff and their legal advisers.  The defendant 
sought that there be parallel open and closed proceedings (the latter being 
“closed material proceedings”), and open and closed judgments.  For closed 
material proceedings the defendant proposed that a special advocate would 
represent the interests of the claimant.  The special advocate would appear 
on the basis that they could not convey to the claimant or the claimant’s 
legal advisers anything that occurred in the closed hearings. 

530. The issue in cases like Al Rawi v The Security Service is not one of executive 
government asserting a privilege to prohibit disclosure of information or to 
preclude it from being admitted into evidence.  The government party 
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wanted the information to go into evidence, but for it to be concealed from 
the other party.   

531. The result in the Supreme Court in Al Rawi v The Security Service was that a 
common law court does not have an inherent power or jurisdiction to create 
a closed material procedure in which a party and its legal advisers can be 
excluded from seeing evidence admitted in a civil action.123  The court in Al 
Rawi v The Security Service held that it was for Parliament to decide whether 
to make closed material procedures available in such proceedings.  The 
Justice and Security Act 2013 (UK) was then enacted which permitted such 
processes.  

532. Al Rawi v The Security Service did not involve criminal proceedings.  At a 
criminal trial, a defendant and their legal advisers could not be precluded 
from hearing evidence presented in court to the jury.   

533. Al Rawi v The Security Service illustrates a complex and extremely difficult 
circumstance, and, although inevitably rare, there will doubtless be 
pressure to expand these circumstances.124   

534. In the UK, provision is now made for closed material procedures and special 
advocates in the Justice and Security Act 2013 (UK) and for the proceedings 
of the Special Immigration Appeals Commission, which is a superior court of 

                                                           
123 This was also the view of Justice Edelman in SDCV v Director-General of Security [2022] 
HCA 32; (2022) 96 ALJR 1002 at [258]-[261], though it is not universally shared; see Thomas 
v Mowbray [2007] HCA 33; (2007) 233 CLR 307 at [365]-[377] (Kirby J), State of New South 
Wales v Public Transport Ticketing Corporation (No 3) [2011] NSWCA 200; (2011) 81 NSWLR 
394, R v Collaery (No 11) [2022] ACTSC 40; (2022) 296 A Crim R 332 . See also: Bank Mellat 
v Her Majesty’s Treasury (No 1) [2013] UKSC 38, Haralambous v R (on the application of) v 
Crown Court at St Albans (Rev 1) [2018] UKSC 1, Belhaj v Director of Public Prosecutions 
[2018] UKSC 33 and Privacy International v Investigatory Powers Tribunal [2019] UKSC 22.   
124 The history of this in the UK is outlined in the (exceedingly helpful) 2022 report of 
Sir Duncan Ouseley, a former High Court Judge, in Independent report on the operation of 
closed material procedure under the Justice and Security Act 2013.  It is also the subject of 
an excellent text, Ward and Jones, National Security: Law, Procedure and Practice (2021) 
(OUP). 
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record established by the Special Immigration Appeals Commission Act 
1997. 125 Similar laws exist in Canada.126 

535. The closed material procedures have been recently reviewed in the UK by 
Sir Duncan Ouseley.127  It would, I think be fair to summarise the report as 
recommending modest change only. 

536. In Australia, processes exist in the Administrative Appeals Tribunal that are 
similar to those in the UK Special Immigration Appeals Commission and 
Canadian immigration tribunals.   

537. Closed material proceedings in Australia are illustrated by the case to which 
I have earlier referred in this report, SDCV v Director-General of Security.128  
The Australian Security Intelligence Organisation Act 1979 empowers the 
Director-General of ASIO to certify that a person had been assessed to be a 
risk to security and that (in effect) the person should not continue to hold a 
visa.  The effect of not holding a visa would be that the person would be 
deported.  Under the ASIO Act, the subject of such a certificate could be told 
that the decision had been made.  They could not be given a copy of the 
certificate or the reasons for the Director-General’s decision if the Minister 
administering the ASIO Act certified that disclosure would be “prejudicial to 
the interests of security”.   

538. In SDCV v Director-General of Security, the applicant (given the pseudonym 
SDCV) was provided with a statement of the reasons with parts omitted.  He 
was never informed of the complete reasons for the visa cancellation 
decision nor did he see the whole of the information upon which the 
decision was based.   

539. SDCV sought review of the visa cancellation decision at the AAT.  The 
Administrative Appeals Tribunal Act 1975 (AAT Act) contains provisions that 
enable the ASIO Minister to certify that disclosure of certain information 

                                                           
125 I note that, in addition to SIAC and the Justice and Security Act 2013, closed material 
procedures apply in other contexts.  These are listed below. 
126 See the discussion in Assistant Commissioner Michael James Condon v Pompano Pty Ltd 
[2013] HCA 7; (2013) 252 CLR 38, commencing at [55] (per French CJ). 
127 “Independent report on the operation of closed material procedure under the Justice and 
Security Act 2013”. 
128 SDCV v Director-General of Security [2022] HCA 32; (2022) 96 ALJR 1002. 
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would be contrary to the public interest because it would prejudice the 
security of Australia.  This certificate was given, as was a further ministerial 
certificate that ensured that part of the hearing before the AAT was closed 
and conducted in the absence of SDCV and his lawyers.  The Tribunal wrote 
two sets of reasons: “open” reasons, that did not refer to the certificated 
information and “closed” reasons that addressed matters in the “closed” 
session.  Neither SDCV nor his lawyers saw the closed reasons.   

540. In its “open” reasons the Tribunal stated that, based on the evidence led in 
the “open” session, it could not form a view as to whether the decision being 
reviewed was justified.  The open reasons stated that, in the closed reasons, 
based on the certificated information led in the closed hearing, the decision 
of the Director General of ASIO was affirmed.   

541. So, SDCV lost, based on evidence and reasons that neither he nor his lawyers 
saw. 

542. SDCV then appealed to the Federal Court.  By reason of s 46(1) of the AAT 
Act, the Federal Court could have regard to the certified information in 
coming to its decision but could not disclose it to SDCV or his lawyers.  The 
Federal Court dismissed SDCV’s appeals.  The matter then went to the High 
Court on a challenge to the validity of this regime, based in part upon the 
contention that SDCV was denied procedural fairness.  SDCV’s appeal failed.  
Justice Steward, a member of the majority of four Justices who upheld the 
validity of this scheme, made specific reference to the likely role of a special 
advocate in the scheme.129  It is fair to say that the existence of a power to 
appoint a special advocate was relevant to his Honour’s decision to uphold 
validity. 

Part 3A Division 3 Subdivision B of the NSI Act 

543. Subdivision B of Part 3A, Division 3 contain the “closed material” provisions 
of the NSI Act.  Subdivision C contain provisions dealing with special 
advocates.   

                                                           
129 SDCV v Director-General of Security [2022] HCA 32; (2022) 96 ALJR 1002, commencing at 
[293]. Justice Edelman, who dissented, referenced the matter also, though his Honour held 
that the legislation at issue did not empower the appointment of a special advocate. 
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544. There is a fundamental difference between the circumstances of the 
procedures considered in SDCV v Director-General of Security and Part 3A, 
Division 3, Subdivisions B of the NSI Act.  The fundamental difference can be 
simply stated: Part 3A, Division 3 Subdivisions, B of the NSI Act applies to 
courts, and courts are not tribunals.   

545. In chapter 4 I explained that Part 3A, Division 3, Subdivisions B and C were 
added to the NSI Act in 2016.  At the same time, Part 3A was added to the 
NSI Regulations.  These changes followed a report of the Parliamentary Joint 
Committee on Intelligence and Security.130 

546. These provisions are applicable to two types of civil proceedings: those 
seeking control orders (under Division 104 of the Commonwealth Criminal 
Code) and extended supervision orders (ESOs) (under Division 105A).  In 
2021 ESOs were introduced to s 105A of the Commonwealth Criminal Code.  
The special court order provisions of the NSI Act were extended to ESOs in 
this same 2021 amending Act.131   

547. It is important to understand what control orders and ESOs are, and where 
they fit in the grand scheme of things. 

548. Division 104 of the Criminal Code creates control orders. A control order is 
made by the Federal Court or the Federal Circuit and Family Court.132  The 
application is made by the Australian Federal Police (AFP) with the consent 
of the Minister administering the Australian Federal Police Act 1979 (AFP 
Minister).  The effect of a control order is to control a person’s movement, 
associations or activities in the community.  A control order cannot be made 
for a period exceeding 12 months. 

 

  

                                                           
130 PJCIS, Advisory Report on the Counter-Terrorism Legislation Amendment Bill (No 1) 2015 
(February 2016). 
131 Counter-Terrorism Legislation Amendment (High Risk Terrorist Offenders) Act 2021. 
132 There is a Bill currently before Parliament that foreshadows a change to this, so that 
only the Federal Court could make control orders. 
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549. The objects of Div 104 are expressed to be: restricting a person’s freedom 
in order to protect the public from a terrorist act, to prevent support for or 
the facilitation of a terrorist act, or to prevent the provision of support for 
or the facilitation of engagement in a hostile activity in a foreign country.  
Control orders do not empower detention and are designed to protect the 
public from terrorist (or related) acts occurring in the short to medium term.  

550. Division 105 of the Criminal Code creates preventative detention orders 
(PDOs). They are made by an ‘issuing authority’133 following an application 
by the AFP.  They empower police to detain a person in custody without 
charge. A person can be detained for up to 48 hours under Div 105, although 
Div 105 operates along with State or Territory laws that enable detention 
for up to 14 days.  A PDO has never been sought.   

551. The object of Div 105 is to authorise that a person be taken into custody and 
detained to prevent a terrorist act that is capable of being carried out, and 
could occur, within 14 days.  A PDO can also issue to preserve evidence 
relating to a recent terrorist act.  PDOs are directed at imminent and real 
threats of terrorist acts occurring unless a person is detained.  They deal 
with high risk in the immediate short term. 

552. Division 105A of the Criminal Code creates the post-sentence orders: the 
continuing detention order (CDO) and the ESO.  The effect of a CDO is that 
a person who has served their sentence, and who would otherwise be 
released, remains ‘commit[ted] … to detention in a prison’ for the period of 
the order.  The period can be indefinite though they are annually 
reviewable.  The effect of an ESO is that a person who has served their 
sentence, is released, subject to certain conditions.  ESOs can also be long 
term, though they must be reviewed.  Applications for post-sentence orders 
are made by the AFP Minister and made to a State or Territory Supreme 
Court.  CDOs and ESOs respond to longer term, persistent risk of terrorist 
offending. 

                                                           
133 A person appointed by the Attorney-General in writing who is a judge of a State or 
Territory Supreme Court or a judge of the Federal Court of Australia or Federal Circuit and 
Family Court of Australia (Division 2) or a former superior court judge with 5 or more years’ 
service; or a legal practitioner with 5 or more years’ experience who is also the President or 
a Deputy President of the Administrative Appeals Tribunal. 
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553. There is a convoluted story about the NSI Act and control orders, which was 
addressed in a report of one of my predecessors as Monitor, the Hon Roger 
Gyles AO KC.134  Mr Gyles’ 2016 report looked at the 2016 changes to the 
NSI Act. 

554. A matter that was front and centre for Mr Gyles was an overlap between 
these special provisions of the NSI Act dealing with control orders, and 
certain of the provisions in Division 104 of the Criminal Code. 

555. In practice, interim control orders that are sought for defendants who are 
not being released from prison respond to an immediate threat.  For interim 
control orders sought in respect of defendants leaving prison, time will not 
be as acute.  It will assist to refer here to interim control orders that are 
sought for defendants who are not being released from prison as, “risk 
based interim control orders”. 

556. In this inquiry I heard from representatives of the AFP that risk based interim 
control orders are sought and made ex parte and that the time between a 
decision being made by the Minister to approve, application and the matter 
coming before the court, is extremely short.  This can all happen on the 
same day, and once the order is served on the defendant the matter can be 
back before the court mere days later. 

557. There are several provisions in Division 104 that deal with information that 
is not required to be provided to defendants.  Illustrative is s 104.5(2A) (ss 
104.2(3A), 104.12A(3) and 104.23(3A) are to the same effect): 

“104.5  Terms of an interim control order 

(1)   If the issuing court makes the interim control order, the order 
must: … 

(h)   set out a summary of the grounds on which the 
order is made. … 

(2A)   To avoid doubt, paragraph (1)(h) does not require 
any information to be included in the summary if disclosure of 
that information is likely to prejudice national security (within 

                                                           
134 Control Order Safeguards Part 2 (April 2016). 
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the meaning of the National Security Information (Criminal and 
Civil Proceedings) Act 2004).” 

558. In his 2016 report, Mr Gyles made the following observations and 
recommendation:135 

“The proposition that div 104 does not permit the applicant for a 
control order to rely on information withheld or to be withheld from 
the controlee is debatable because of the effect of ss 104.2(3A), 
104.5(2A), 104.12A(3) and 104.23(3A). Indeed, contrary to earlier 
advice noted in the first part of this Report, the AFP has relied upon s 
104.12A(3) to withhold information in one case. These sections were 
not part of the original Bill. They were agreed to by the Government 
after debate in the Senate, as per the Schedule of Amendments to the 
Anti-Terrorism Bill (No 2) 2005 made by the Senate highlighted in the 
Supplementary Explanatory Memorandum at items 5, 8, 13 and 22. 
Division 104 should be amended to ensure that the withholding of 
national security information from a controlee is dealt with only by the 
NSI Act as it is to be amended.” 

559. In this review, I was told by the AFP that, in seeking risk based interim 
control orders in one matter, they applied and were permitted to put before 
the court—and the court relied upon—evidence that was not provided to 
the defendant.  This was done relying upon the provisions of Division 104 of 
the Criminal Code. 

560. That occurred before the recommendation of Mr Gyles that all of this be 
brought under the single umbrella of the NSI Act. 

561. There is a view that the processes of the NSI Act are unsuited to risk based 
interim control orders because of the urgency required in at least some 
matters.   

562. As I explained in chapter 4, in applications for a control order or an ESO, the 
processes of the NSI Act apply because they fall within the definition of “civil 

                                                           
135 Control Order Safeguards Part 2 (April 2016) at [8.11]. 
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proceedings”.  But they are extremely unusual civil proceedings.  Below I 
recommend change that is largely a result of this disconformity. 

563. The special court order provisions of the NSI Act have never been used.  The 
provisions of Division 104 of the Criminal Code, that I noted above, have 
been used once.  I am familiar with the circumstances of that matter.  Great 
urgency attached to it. 

564. In undertaking this review, my jurisdiction does not extend to (again) 
reviewing the control order provisions of the Criminal Code.  I assume that 
control orders are a part of life because recommendations for change have 
been ignored or rejected now for many years.  What Division 104 tells us is 
that, if it is ever appropriate for courts to make orders affecting the liberty 
of a person, relying on evidence that the person cannot see, these matters 
will and must be bespoke and respond to a precise, confined and 
overwhelming need.  I return to this below. 

565. As noted in chapter 4, the provisions of the NSI Act that uniquely apply only 
to applications for control orders and ESOs provide that the Attorney-
General can seek and the court can order that the defendant and their legal 
representatives “are not entitled to be present during any part of a hearing 
in the proceeding in which the information is disclosed to the court”.136  The 
Act also empowers the court to “consider the information in the proceeding, 
even if the information has not been disclosed to the relevant person or the 
relevant person’s legal representative”.137   

566. This means that a defendant and their lawyers can be excluded from the 
s 38J hearing (that is, to either confirm, to vary or to reject the civil non-
disclosure certificate), and the hearing where the control order or ESO is 
sought.  

567. In chapter 4 I set out a passage from the 2016 Second Reading Speech when 
the special court orders regime for control order proceedings was first 
introduced.  I will not reproduce it here, but it is at paragraph [300] in 
chapter 4.  Several aspects of the Attorney-General’s speech are notable, in 

                                                           
136 Sections 38J(2)(e), 38J(3)(d). 
137 Sections 38I(3A), 38J(2)(f), 38J(3)(e). 
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addition to his “ad hocary” observation about which I commented in 
chapter 4. 

568. The first observation is that, although confined, these amendments to the 
NSI Act signalled a monumental and profound change to Australian law.  
That courts can make decisions based on evidence not seen by a party or 
their legal representatives is an extraordinary thing.  Its profundity is not 
reflected in the Second Reading Speech of the Attorney-General. 

569. My second observation is that, seven years later, the Attorney-General’s 
reference to the “increased tempo of counter-terrorism operations” and 
the “necessity” for agencies to have the capacity to “act before a full brief 
of evidence can be developed” seem rather ardent, if not hysterical.  Seven 
years later, the special court order provisions have never been used and the 
2016 changes to Division 104 of the Criminal Code, that I discussed above, 
have been used once.   

570. I address the consequences of this languor below when I come to consider 
whether these laws remain “proportionate to the threat of terrorism or 
threat to national security” and whether they remain “necessary” in terms 
of s 6 of the INSLM Act. 

571. My third observation is that there must be very real doubt as to the validity 
of these special court orders provisions. 

572. My views on validity are neither here nor there, but it is certain that if these 
procedures come to be used, defendants will be concerned about validity 
and court’s will decide it.  In 2016, Mr Gyles expressed the hesitant view 
that the special court orders provisions were valid.138  Mr Gyles did so having 
paid specific regard to the decision of the High Court in Condon v 
Pompano.139  No doubt, the ingenious will seek to distinguish the 
Queensland regime at issue there and Part 3A Division 3 of the NSI Act. 

573. I doubt that the question of validity of these provisions is foreclosed by 
either the result in SDCV v Director-General of Security,140 or the essential 

                                                           
138 See, the Hon Roger Gyles AO QC, Control Order Safeguards Part 2 (April 2016) at Part 9. 
139 Assistant Commissioner Michael James Condon v Pompano Pty Ltd [2013] HCA 7; (2013) 
252 CLR 38, commencing at [55]. 
140 SDCV v Director-General of Security [2022] HCA 32; (2022) 96 ALJR 1002. 
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reasoning of the plurality judgment.  This reasoning, of Chief Justice Kiefel 
and Justices Keane and Gleeson, is I think encapsulated in the following:141 

“The denial of an opportunity for [SDCV] to know the totality of 
information that justified the making of the … decision was an incident 
of the statutory regime under which [SDCV] was permitted lawfully to 
enter and remain in Australia. The statutory regime under which he was 
present in Australia as a visa holder denied him that information when 
the decision was made. That was also the case before the Tribunal. 
There is no question that this state of affairs was lawfully imposed. 
Section 46(2) of the AAT Act maintained that state of affairs on the 
appeal to the Federal Court. 

[SDVC] suffered no practical injustice in the determination of his appeal 
to the Federal Court without either him or his lawyers having access to 
the certificated matter. He suffered no loss of rights by reason of being 
denied full disclosure because his right to hold a visa unless he was the 
subject of a valid [visa] was circumscribed by the requirement that he 
not be informed of security-sensitive information in relation to that 
decision.”  

574. This reasoning does not get much beyond, ‘well you knew that you could be 
treated unfairly when you came here; so, what are you complaining about?’.  
The concept of “rights” in this passage is also toward the minimalist end.  
Whatever one thinks of it, this reasoning does not, and cannot, extend 
beyond visa cancellation, and visa cancellation by a tribunal.  It can have no 
application to a person the subject of an application for a control order or 
an ESO and does not apply to courts. 

575. I should also note here that Mr Gyles in his 2016 report considered whether 
these provisions of the NSI Act conformed to Australia’s obligations under 
the International Covenant on Civil and Political Rights (the ICCPR).  Australia 
is a party to the ICCPR.  Mr Gyles’ view was that the special court orders 
provisions did not offend Art 14 of the ICCPR. 142   

                                                           
141 SDCV v Director-General of Security [2022] HCA 32; (2022) 96 ALJR 1002 at [73]-[74].  
Central to the reasoning at [74] is that SDVC was not denied “rights” by the manner in 
which he was treated.  This was because his right to hold a visa was, and must have been 
understood to be, conditioned “by the requirement that he not be informed of 
security-sensitive information in relation to that decision”.   
142 See, the Hon Roger Gyles AO QC, Control Order Safeguards Part 2 (April 2016) at Part 9. 
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576. The ICCPR does not directly address the phenomenon of closed material 
hearings.  Article 14(1) is directed principally to criminal matters, but, in 
respect of civil matters, it provides the following: 

“… everyone shall be entitled to a fair and public hearing by a 
competent, independent and impartial tribunal established by law. 
The press and the public may be excluded from all or part of a trial 
for reasons of morals, public order (ordre public) or national 
security in a democratic society.” 

577. The qualification to a “fair and public hearing” in the second sentence 
does not encompass exclusion of a party and their lawyers from being 
aware of evidence relied upon in deciding an action.  Nor does Art 14.1 
address the obvious differences between a defendant in a control order 
or ESO proceeding and a party in a more conventionally understood civil 
action. 

578. In this review, I have had regard to UK and European courts decisions 
considering whether various of the UK close material procedures infringe 
the European Convention on Human Rights.  Australia is not a party to the 
Convention, but Art 6(1) of the Convention mirrors Art 14.1 of the ICCPR.143 

579. There is quite a story to UK and European courts consideration of all of this.  
It is usefully discussed throughout Ward and Jones, National Security: Law 
Procedure and Practice. 144  Of particular relevance in Ward and Jones is the 
following:145 

“6.23 The fairness of Closed proceedings in the context of control 
orders was first challenged in Secretary of State for the Home 
Department v MB, where the House of Lords held that the assistance 
of a special advocate was in principle capable of rendering the non-

                                                           
143 Art 6(1) provides: “In the determination of his civil rights and obligations …, everyone is 
entitled to a fair and public hearing within a reasonable time by an independent and 
impartial tribunal established by law. Judgment shall be pronounced publicly but the press 
and public may be excluded from all or part of the trial in the interests of morals, public 
order or national security in a democratic society.” 
144 A useful discussion of this in Ward and Jones, National Security: Law Procedure and 
Practice (2020) (OUP). 
145 Ward and Jones, National Security: Law Procedure and Practice (2020) (OUP) at pp 175-
176. 
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disclosure of evidence to an individual compatible with Article 6 ECHR, 
and the majority held this would usually be the case. 

6.24 Subsequently, however, the Grand Chamber in A v UK concluded 
that the special advocate procedure under ATCSA 2001 had breached 
the Article 5(4) rights of four of the applicants in the case. The Grand 
Chamber held that it was necessary to undertake a close case-by-case 
examination of whether an individual was able effectively to challenge 
the allegations made against them in Closed proceedings, 
notwithstanding the assistance of a special advocate. 

6.25 Following A v UK, the House of Lords in Secretary of State for the 
Home Department v AF (No. 3) received ‘very full submissions by the 
Special Advocates, explaining just that they are and are not able to do 
in the course of a typical dosed control order hearing’. In that case, the 
House of Lords held, following A v UK, that Article 6 required a suspect 
to be given ‘sufficient information about the allegations against him to 
enable him to give effective instructions to the Special Advocate.’ If that 
was done, the Committee held that a fair trial could be afforded 
notwithstanding that the subject of the control order was not provided 
with all the detail or sources of evidence. However, where the Open 
material consisted purely of general assertions and the case against the 
controlee was based solely or to a decisive degree on Closed material, 
there could be no fair trial however cogent the Closed material might 
appear. … 

6.27 A Closed process was subsequently retained by Parliament when 
control orders were replaced by the generally more limited range of 
restrictions of terrorism prevention and investigation measures 
(‘TPIMs’) under the Terrorism Prevention and Investigation Measures 
Act 2011.” 

580. Art 6(1) of the Convention was addressed in the recent report on UK laws of 
Sir Duncan Ouseley.146  Sir Duncan noted: 

                                                           
146 Independent report on the operation of closed material procedure under the Justice and 
Security Act 2013 p 189. 
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“In relation to Article 6 ECHR (European Convention on Human Rights), 
as far as the Government was aware, an AF (No.3)-type disclosure has 
only been ordered in cases involving some form of executive action 
(including non JSA-CMP cases such as TPIMs – Terrorism Prevention 
and Investigation Measures – and asset freezing orders). The 
Government agreed with this approach. The courts have tended to 
approach the question of what level of disclosure is required in cases 
to which Article 6 ECHR, but not AF (No.3), applies by carrying out a 
balancing exercise, on a case-by-case basis, between claimants’ rights 
to a fair trial and the public interest in keeping national security 
sensitive material in closed. It referred to case law.” 

581. As both extracts attest, much turns on AF [No 3]147 in which a House of Lords 
bench comprising 9 members sat.  I hope that it does not trivialise the detail 
of the reasoning in the numerous judgments simply to note the following 
from that of Lord Phillips:148 

“Before A v United Kingdom, Strasbourg had made it plain that the 
exigencies of national security could justify non-disclosure of relevant 
material to a party to legal proceedings, provided that 
counterbalancing procedures ensured that the party was accorded "a 
substantial measure of procedural justice" - Chahal v United 
Kingdom (1996) 23 EHRR 413, at para 131. Examples were cited by the 
Grand Chamber in A v United Kingdom at paras 205-208, covering the 
withholding of material evidence and the concealing of the identity of 
witnesses. The Grand Chamber has now made clear that non-disclosure 
cannot go so far as to deny a party knowledge of the essence of the 
case against him, at least where he is at risk of consequences as severe 
as those normally imposed under a control order. 

In A v United Kingdom the Strasbourg court has nonetheless recognised 
that, where the interests of national security are concerned in the 
context of combating terrorism, it may be acceptable not to disclose 
the source of evidence that founds the grounds of suspecting that a 
person has been involved in terrorism-related activities.”  

                                                           
147 AF v Home Office [2009] UKHL 28. 
148 AF v Home Office [2009] UKHL 28 at [65]-[66]. 
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582. The procedures in place in the UK with respect of special advocates in closed 
material proceedings has satisfied UK courts that the process is not 
inconsistent with the requirements of Art 6(1) of the Convention and 
thereby Art 14.1 of the ICCPR. 

583. In terms of s 8 of the INSLM Act, in this review of Part 3A, Division 3, 
Subdivisions B and C of the NSI Act, I have had regard to Australia’s 
obligations under international agreements including human rights 
obligations encapsulated by Art 14.1 of the ICCPR. 

Is the special court orders regime proportionate and 
necessary? 

584. My central task in reviewing the special court orders regime in the NSI Act 
is to assess its effectiveness, implications arising from it, whether these laws 
remain “proportionate to the threat of terrorism or threat to national 
security” and whether they remain “necessary”.  

585. Before diving deeper, it helps to consider what would happen if facts like 
those in Al Rawi v The Security Service came before an Australian court 
today.  It might be expected that the Attorney-General would give a notice 
under s 6A of the NSI Act and seek an early hearing under s 38A.   

586. The Attorney-General might seek to avoid the NSI Act altogether by simply 
not giving a s 6A notice, but, if it were given the issue would then be whether 
the defendant government party would give a notice under s 38D.  The 
section requires a notice to be given if the party knows or believes that they 
will “disclose national security information in the proceeding”.  The 
government party could not contend that it did not propose disclosure, but 
that it proposed non-disclosure.  It seems to me that to contend this would 
be a fallacy because the defendant government party would necessarily 
seek disclosure to the court, just not to the plaintiff.  In factual 
circumstances like Al Rawi v The Security Service, the government party 
could never comply with s 38D(3) if it were required to give to the other 
party a description of the national security information or any document.  

587. The NSI Act does not deal with a circumstance like Al Rawi v The Security 
Service.  Be that as it may, there would be many who would think that, were 
similar facts to confront an Australian court, a closed material process 
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should be available.  Such a circumstance might be thought to justify a 
bespoke legislative response to a precise, confined and overwhelming need. 

588. Part 3A, Division 3, Subdivisions B and C of the NSI Act has been imposed on 
low hanging fruit.  Those convicted of terrorism offences and those 
suspected of being involved in terrorism offending garner little public 
sympathy.  But laws like these tend never to be repealed nor their scope 
reduced.  More often they turn out to be the thin end of an expanding 
wedge. 

589. My starting position with special court orders or closed material procedures 
is that I can conceive of circumstances in which they respond to a very real 
need, and where all that is profoundly troubling about them is outweighed 
by need.  I am sure that there are many who consider the provisions of 
Division 104 of the Criminal Code dealing with urgent applications for risk-
based control orders to fit this bill.  

590. Central to any circumstance in which special court orders or closed material 
procedures are sought is the role of special advocate.  Without an adequate 
special advocate function, such laws could never be justified. 

591. I do not propose to enter into the fray of whether victims of rendition and 
torture should be compensated.  But, in my view, it would be a strange thing 
that in an action like (say) Al Rawi v The Security Service putatively was, were 
the executive government to have proper and valid defences, without which 
they would simply have to capitulate and to pay plaintiffs what they sought, 
a defence could not be put.  Even so, there are many who would observe, 
and I acknowledge, a profound irony.  Executive government can assert and 
rely on public interest immunity and matters of state privilege in civil claims 
to deny a party information.  It can do so where it is a defendant and it 
results in meritorious claims failing.  Again, reflection on Duncan v Cammell 
Laird and Co149 is salutary.  The irony is that in these cases the executive 
government withholds information from a party that can cause their case to 
fail, whereas the closed material process allows the executive government 
to rely on evidence that the opposing party does not see, to win. 

                                                           
149 Duncan v Cammell Laird and Co [1942] AC 624. 
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592. But the breadth of my imagination and aversion to hypocrisy does not 
answer the question of whether the special court orders regime in the NSI 
Act is effective and necessary and remains proportionate to the threat of 
terrorism or threat to national security. 

593. Relevant to effectiveness and necessity are the following.   

594. First, it is difficult to conceive of a coherent reason why the special court 
orders regime in the NSI Act are available in applications for control orders 
and ESOs but not for PDOs and CDOs.   

595. CDOs and ESOs are both creatures of Div 105A of the Criminal Code and an 
ESO is often a fall back to an unsuccessful application for a CDO.  The stakes 
are highest and the risk and consequences of not getting an order are 
greatest in applications for CDOs.  That the special court orders regime is 
available in applications for ESOs but not CDOs is a strange choice by 
Parliament.   

596. In this review I asked several government representatives why this choice 
was made.  I was told the policy rationale is that having a court order the 
detention of a person in a prison is too profound a matter to have it occur 
on the basis of evidence that a defendant can never see or know.  The choice 
of Parliament, I surmise, is that restricting a person’s freedom by an ESO or 
a control order150 is less confronting than detention.  This explains also why 
the special court orders regime is not available for PDOs.  That said, the 
absence of the regime for PDOs is telling.  As explained above, PDOs permit 
short term detention where a threat of a terrorist act is imminent and real.  
One would have thought that this would be the precise circumstance in 
which the government might need to rely on evidence that it needed to 
conceal from a defendant.  Perhaps the explanation for this is that things 
like appointment of special advocates and the like are simply too onerous 
and time consuming in applications for PDOs, where speed and immediacy 
are critical. 

597. Second, availability of the special court orders regime in applications for 
ESOs is surprising.  ESOs can only be sought where a defendant has been 

                                                           
150 And deporting them, in the sense of the AAT regime considered in SDCV v Director-
General of Security [2022] HCA 32; (2022) 96 ALJR 1002. 
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imprisoned for a terrorist offence and is coming to the end of their sentence.  
Inevitably, such people have been in prison for a lengthy period.  In prison 
they will have been closely monitored.  The defendant knows that the 
government knows everything that they have done while in prison.  I can 
imagine that the government might (say) have an informer in a group of the 
defendant’s associates outside of prison.  Perhaps the existence of an 
informer is something that was sought to be kept from a defendant.  But 
even on this scenario, the same imperative exists where the defendant is 
subject to application for a CDO or a PDO. 

598. The seeming incoherence of the Parliamentary choice to have the special 
court orders regime available in applications for control orders and ESOs but 
not CDOs and PDOs is relevant to the necessity of Part 3A, Division 3, 
Subdivision B of the NSI Act. 

599. In my opinion, it is also relevant to necessity that seven years after their 
introduction, the special court order provisions have never been used.  It is 
also relevant that the regime in Division 104 of the Criminal Code has been 
used only once. 

600. This fact is also relevant to my assessment of whether Part 3A, Division 3, 
Subdivision B of the NSI Act remains “proportionate to the threat of 
terrorism or threat to national security”.  This is not to underestimate the 
threat that we face from terrorism, but this threat must not be overstated 
to seek to justify unnecessary and profoundly troubling processes like those 
in Part 3A, Division 3, Subdivisions B and C of the NSI Act. 

601. Before making any recommendation about Part 3A Division 3 Subdivision B 
it is necessary to consider the special advocate provisions in Part 3A, Division 
3, Subdivision C.  They are an integral part of the scheme and the special 
advocate process has been central to the understanding and acceptance of 
closed material processes in the UK. 

The special advocate  

602. Appointment of a special advocate seems sometimes be thought of as a 
solution to any problem, though there is little understanding of what the 
role is conventionally conceived to be.  Many advocates of special advocates 
seem also to have different conceptions of the role. 
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603. A concise exegesis of the history of the role of special advocate in the UK 
and Canada is in the judgment of Chief Justice French in Condon v 
Pompano.151  There is a mountain of academic material about this152 and, in 
the UK, a superb practitioner’s text that deals with what must be the whole 
of the practical aspects of the role.153 

604. The core of what a special advocate is and does is encapsulated in two 
fundamental characteristics, both of which are reflected in the relevant 
provisions of the NSI Act and NSI Regulations.   

605. First, the role or function of a special advocate is to represent the interests 
of a party in a proceeding.154  It follows from this that the special advocate 
must be a legal practitioner capable of performing the role.  This invariably 
requires that they be highly competent with a high level of relevant 
experience.  It is also essential that the practitioner have the confidence of 
the court and executive government, that they understand the sensitivity of 
the information with which they will become familiar, and that they treat it 
accordingly.  The duty of the special advocate is well summed up by Ward 
and Jones:155 

“(a) to test, and challenge where appropriate, the justification for 
non-disclosure of material to the specially represented party; 
and 

(b) to make the best case possible for the specially represented 
party from all the evidence available, in the light of the Closed 
material.” 

606. Second, although the special advocate represents the interests of a party in 
a proceeding, the relationship between special advocate and the party is not 
that of lawyer and client.156  It follows from this that the special advocate 
does not owe some of the duties which legal practitioners owe to clients.  

                                                           
151 Assistant Commissioner Michael James Condon v Pompano Pty Ltd [2013] HCA 7; (2013) 
252 CLR 38, commencing at [55]. 
152 The locus classicus is Jackson, Special Advocates in the Adversarial System (2020) 
(Routledge). 
153 Ward and Jones, National Security: Law Procedure and Practice (2020) (OUP). 
154 This is reflected in s 38PB of the NSI Act. 
155 Ward and Jones, National Security: Law Procedure and Practice (2020) (OUP) at p 183. 
156 This is reflected in s 38PC of the NSI Act. 
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Of greatest importance is that they must conceal from the party information 
that is relevant and indeed may be critically important to them in the action.   

607. All the rest of the elaborations in the NSI Act and NSI Regulations are simply 
emanations of these two precepts.  The provisions of the NSI Act and NSI 
Regulations mirror those in the UK for special advocates.  As noted, in the 
UK this derives from the Justice and Security Act 2013 (UK).  Similar 
processes exist for the Special Immigration Appeals Commission, in the 
Special Immigration Appeals Commission Act 1997.157   

608. In addition to considering a great deal of written material, in 2022 I 
consulted extensively with practitioners, judges, retired judges and others 
in the UK with experience in the closed material proceedings in courts and 
at the Special Immigration Appeals Commission.  I learned a great deal.   

609. Although experience with the practice and regulation of special advocates 
is now substantial in the UK, it is non-existent in Australia.  Following R v 
Collaery (No 11) a special advocate was appointed, though not pursuant to 
Part 3A, Division 3, Subdivisions B and C of the NSI Act.  The prosecution 
ended before work was done.158   

610. Although the role was favourably considered in appellate decisions in New 
South Wales some years ago,159 it is difficult to know how the role practically 
operated then, if at all. 

The special advocate provisions of the NSI Act  

611. As noted, ss 38PB and 38PC embed the two key precepts of the special 
advocate role. 

                                                           
157 SIAC deals with similar issues to those in the Security Division of the AAT considered in 
SDCV v Director-General of Security SDCV v Director-General of Security [2022] HCA 32; 
(2022) 96 ALJR 1002.   
158 I was told this by the appointee, my predecessor as Monitor, Dr James Renwick SC. 
159 Commissioner of Police v Sleiman & AVS Group of Companies Pty Ltd & Ors [2011] 
NSWCA 21; (2011) 78 NSWLR 340, State of New South Wales v Public Transport Ticketing 
Corporation (No 3) [2011] NSWCA 200; (2011) 81 NSWLR 394, AVS Group of Companies Pty 
Ltd V Commissioner of Police [2010] NSWCA 81; (2010) 78 NSWLR 302. 
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612. There are sensible provisions about provision of material by the Attorney-
General to the special advocate.160  The Act also reflects regimes elsewhere 
that severely limit the extent to which a special advocate can communicate 
with a defendant once the sensitive information has been provided to the 
special advocate.  This is in s 38PF.  It is lengthy but requires being set out 
here: 

“(1)   This section applies after the Attorney-General discloses 
information to a special advocate of a party to a civil proceeding 
under subsection 38PE(2) in relation to the proceeding. 

 (2)   The special advocate must not communicate with any person 
about any matter connected with the proceeding, other than 
communicating: 

(a)   with: 

(i)   the magistrate, judge or judges comprising the court; 
or 

(ii)   [the AFP Minister and their legal representative in an 
application for a control order]; or 

 (iia)  [the AFP Minister and their legal representative in an 
application for an ESO]; or 

 (iii)  the Attorney-General, the Attorney-General’s legal 
representative or any other representative of the 
Attorney-General; or 

(b)   with the party or the party’s legal representative in 
accordance with subsections (3) and (4) or (10); or 

(c)   with any other person if the communication is: 

(i)   about matters not connected with the substance of 
the proceeding; and 

(ii)   necessary for administrative purposes. 

                                                           
160 NSI Act s 38PE. 
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(3)   The special advocate may submit a written communication to 
the court for the court’s approval and for forwarding to the 
relevant person or the person’s legal representative. 

(4)   The court must: 

(a)   if the court is satisfied that the communication is not likely 
to prejudice national security—forward the communication 
without amendment to the relevant person or the person’s 
legal representative; or 

(b)   if paragraph (a) does not apply: 

(i)   amend the communication to the extent necessary 
for the court to be satisfied that the communication 
is not likely to prejudice national security; and 

(ii)   forward the amended communication to the relevant 
person or the person’s legal representative; or 

(c)   if paragraph (a) does not apply and the court is satisfied 
that it is not practicable to amend the communication so 
that it is not likely to prejudice national security: 

(i)   decline to forward the communication; and 

(ii)   notify the special advocate of that decision. 

(5)   The court may consult the Attorney-General, the 
Attorney-General’s legal representative or any other 
representative of the Attorney-General before making a decision 
under subsection (4). 

(6)   If the court forwards a communication from the special advocate 
to the relevant person or the person’s legal representative … the 
court must give a description of the communication to: 

(a)   the applicant [for the control order or ESO]; or 

(b)   the Attorney-General, the Attorney-General’s legal 
representative or any other representative of the 
Attorney-General. 

(7)   The description must not disclose information that is the subject 
of legal professional privilege (see subsection 38PC(2)). 
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(8)   The party may communicate with the special advocate about any 
matter connected with the proceeding only in writing through 
the party’s legal representative. 

(9)   The party’s legal representative may communicate with the 
special advocate about any matter connected with the 
proceeding only in writing. 

(10)   The special advocate may give to the party or the party’s legal 
representative a bare acknowledgement of receipt of a written 
communication to which subsection (8) or (9) applies.” 

613. This is the process followed in the UK.  It seems extremely prescriptive and 
distrustful of special advocates, but it is now well trod. 

614. Part 3A of the NSI Regulations is generally uncontroversial.  Regulation 20B 
deals with remuneration.  The obligations imposed by rr 20C and 20D as to 
notifications of interests or conflicts of interest are uncontroversial as is 
r 20E that provides immunity to the special advocate for things done in good 
faith. 

615. Regulation 20A, that deals with “appointment requirements”, has a 
difficulty.  This is the requirement that an otherwise eligible practitioner 
must “hold a Negative Vetting Level 2 security clearance” and: 

“(b)   … has received training in accessing, storing, handling and 
destroying security classified documents and national security 
information for the purposes of exercising powers, or performing 
functions, as a special advocate of a party to a civil proceeding; 

(d)  the Attorney-General is satisfied that the person is suitable for 
appointment because of the person’s qualifications, training or 
experience.” 

616. By s 39PA(1) the court appoints special advocates.  I assume that r 20A(d) 
simply means that the Attorney-General keeps a list of eligible appointees 
from which the judge chooses.  If it is more than this it should be amended 
to limit it to this.  The Attorney-General should have no veto over an 
appointment by the court of an eligible special advocate.   
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The practical problems with the special advocate regime 

617. Control orders and ESOs can be applied for in courts in any State or Territory, 
and as explained above in respect of risk based interim control orders, can 
arise with immediacy.  Control orders are made by the Federal Court or the 
Federal Circuit and Family Court, and these courts are present in the capital 
cities.  It will invariably be the case that an application for a control order 
will be made to the court in the capital city in which the defendant resides 
or the closest capital city.  ESOs are made by State and Territory Supreme 
Courts.  They will necessarily be made in the State or Territory in which the 
defendant is imprisoned at the time that the ESO application is made. 

618. This means that, ideally, there should be a pool of special advocates in each 
State and Territory.  To be eligible a person must have obtained and hold a 
“Negative Vetting Level 2 security clearance”.  This is very high level of 
clearance and the process to obtain it is lengthy, onerous and confronting.  
There will be many practitioners who would simply not go through the 
process or give up part way through.   

619. In smaller Australian jurisdictions there are not pools of practitioners who 
hold a “Negative Vetting Level 2 security clearance”.   

620. It is important that these pools not simply comprise those who do a great 
deal of work prosecuting federal crime.  Special advocates must be 
perceived by those whom they will represent as being independent from 
Commonwealth government. 

621. It should not be expected that eligible practitioners will be prepared to 
travel interstate to undertake special advocate work.  In any event, as 
explained above, risk based interim control order applications require 
immediate presence. 

622. The absence of an adequate pool of eligible practitioners to act as special 
advocates would have, in my view, a profound effect upon the efficacy of 
the special court orders regime.  Efficacy depends upon adequacy of the 
pool. 
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623. As to how the Commonwealth might go about appointing adequate pools, 
or be incentivised to do so, this is best done by relying upon the soothing 
effect of light.   

624. I referred above to s 47 of the NSI Act.  It requires that the Attorney-General 
table an annual report that details the operation of certain provisions of the 
NSI Act. Section 47(e) requires that each annual report, “states the number 
of special advocates appointed during the year under section 38PA”. 

625. The number of those eligible and prepared to act as special advocates 
should be published and the Commonwealth should proactively seek out 
those willing to apply for necessary security clearances.  A failure to do so 
will no doubt be reflected when the list of special advocates is published 
every year. 

Recommendation 13: I recommend that a new provision be added to s 47 of the 
NSI Act to the following effect: the annual report is to identify any proceedings in 
relation to which a special advocate is appointed.  

Recommendation 14: I recommend that there be a new s 47(g) of the NSI Act 
requiring the Attorney-General's report also:  

(i) to state the number of people eligible and willing to act as special 
advocates under and for the purpose of the NSI Act; 

(ii) to identify the State or Territory in which they customarily practice and 
those other States and Territories in which they are prepared to act as 
special advocate; 

(iii) to state the number of special advocates appointed during the 
reporting year; 

(iv) to state the Attorney-General’s opinion as to whether the pool of 
people eligible and willing to act as special advocates under and for the 
purpose of the NSI Act is adequate and if not, the steps being taken to 
correct this. 

626. This list would deal with those willing to act as special advocates for any 
purpose required under the NSI Act. I have not recommended that the list 
name members.  For security reasons this should not occur. 
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And so I return to the question: is the special court orders 
regime proportionate and necessary? 

627. I addressed above some of the factors relevant to whether the special court 
orders regime is proportionate and necessary in the sense explained. 

628. Relevant to this question is the existence of a working special advocate 
regime.  Without it, the special court orders regime is abhorrent.   

629. In addition to the factors that I have noted above, I am mindful of the near 
inevitability that laws like the special court orders regime in Part 3A, Division 
3, Subdivisions B and C are the thin end of a wedge; and I am fearful of 
where this wedge could end. 

630. The UK experience is instructive.  Since closed material procedures were 
first introduced in 2013 with the Justice and Security Act 2013 (UK), they 
have been expanded to apply in the following circumstances, in addition to 
the general provision in the Justice and Security Act 2013 (UK):161 

(1) the Proscribed Organisations Appeal Commission (Procedure) 
Rules 2007, 45 rule 14; 

(2) the Counter-Terrorism Act 2008, s 66, CPR Part 79 and related 
devolved legislation (financial restrictions proceedings); 

(3) the Terrorist Asset Freezing etc. Act 2010, s 28, CPR Part 79 and 
related devolved legislation; 

(4) the Terrorism Prevention and Investigation Measures Act 2011, s 
18 and Schedule 4, paragraph 4, CPR Part 80 and related 
devolved legislation;  

(5) the Counter-Terrorism and Security Act 2015, s 12 and Schedule 
3, paragraph 4, CPR Part 88 and related devolved legislation 
(proceedings concerning temporary exclusion orders); 

                                                           
161 This list is taken from Ward and Jones, National Security: Law Procedure and Practice 
(2020) (OUP) at pp 179-180. 



Review into the operation and effectiveness of the National Security Information (Criminal 
and Civil Proceedings) Act 2004 

168 
 

(6) the Pathogens Access Appeal Commission (Procedure) Rules 
2002, 46 rules 8 and 18; 

(7) the Special Immigration Appeals Commission (Procedure) Rules 
2003, 47 rule 34 et seq.;  

(8)  the Sanctions and Anti-Money Laundering Act 2018, s 40, CPR 
Part 79 and related devolved legislation; 

(9)  the Parole Board Rules 2019, 48 rule 17, the Parole 
Commissioners' Rules (Northern Ireland) 2009, 49 rule 9, and 
related devolved legislation;  

(10)  the Investigatory Powers Tribunal Rules 2018, so rule 7 (these 
rules do not make provision for special advocates); 

(11)  the Inquiries Act 2005, s 19 (which effectively enables a Closed 
procedure to be adopted in public inquiries through the use of 
‘restriction orders’ and there is no provision for special 
advocates); 

(12) the Northern Ireland Act 1998, ss 90-92 and the Northern Ireland 
Act Tribunal (Procedure) Rules 1999 (discrimination claims); 

(13)  the Employment Tribunals Act 1996, s 10, the Employment 
Appeal Tribunal Rules 1993, 52 rule 30A, and the Industrial 
Tribunals and Fair Employment Tribunal (Constitution and Rules 
of Procedure) Regulations (Northern Ireland) 2020, 53 regulation 
17(2)(a) and Schedule 2, and related devolved legislation; 

(14)  the rules of procedure for various tribunals which provide for 
orders prohibiting disclosure to particular persons, albeit 
without provision for special advocates; see e.g. rule 14 of the 
Tribunal Procedure (First-tier) (General Regulatory Chamber) 
Rules 2009 (applying, in particular, to Freedom of Information 
appeals) and rule 14 and Schedule 2 to the Tribunal Procedure 
(Upper Tribunal) Rules 2008 (applying, in particular, to appeals 
from the first tier, data protection, and national security 
certificate appeals); 
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(15)  the Supreme Court has power to adopt a closed material 
procedure in hearing an appeal where such a procedure has been 
lawfully conducted below, based on its implied powers under the 
Constitutional Reform Act 2005. 

631. This is a very considerable expansion in a very short time. 

632. Based on the factors that I have identified in this chapter, in my opinion, 
Part 3A, Division 3, Subdivision B of the NSI Act is neither necessary nor 
proportionate to the threat of terrorism or national security.  I am unable to 
form a view on its effectiveness for two reasons.  First, the part is unused.  
Second, there is nothing to suggest that threat of its use has, or could, deter 
terrorism of other threats to our national security.   

Recommendation 15: I recommend that Part 3A Division 3 Subdivision B of the NSI 
Act be repealed.  Acceptance of this recommendation would require the repeal of 
consequential provisions of the Act and other legislation. 

Recommendation 16: I recommend that, if my recommendation that Part 3A 
Division 3 Subdivision B of the NSI Act be repealed is accepted, the provisions like 
those of Part 3A Division 3 Subdivision C remain in the Act in some form so that if 
the appointment of a special advocate is needed for any other purpose under the 
NSI Act these provisions are available to facilitate it.   

633. The matter that has been referred to me in this review does not specifically 
include consideration of Division 104 of the Criminal Code.  I have discussed 
the use of powers in Division 104 that enable risk based interim control 
orders to be made based on evidence that was not provided to the 
defendant.   

634. I have also been told by officers of the AFP that on the one occasion that an 
interim control order was made under Division 104 it was sought ex parte.  
There may be circumstances of extreme urgency and risk where this is 
justifiable, but this really just defers the issue to when the matter returns to 
court shortly after the ex parte order. 

635. Division 104 does not provide for special advocates.  Further, as noted 
above, the task for the court under Division 104, in respect of excluding a 
defendant and their lawyers, is tersely expressed.  Broadly, this can be done 
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“if disclosure of that information is likely to prejudice national security 
(within the meaning of the NSI Act)”. 

Recommendation 17: I recommend that consideration urgently be given to 
amending Division 104 of the Criminal Code to either: 

17.1 repeal the provisions of Division 104 that enable interim control orders to 
be made based on evidence that was not provided to the defendant; or   

17.2 include processes such as those in Part 3A Division 3 Subdivision C of the 
NSI Act to enable appointment of special advocates where interim control 
orders are sought and reliance is placed on evidence not provided to the 
defendant.   

Recommendation 18: I recommend that consideration urgently be given to 
amending Division 104 of the Criminal Code to include a provision such as 
s 38J(1)(c) of the NSI Act.162 

636. I acknowledge that this recommendation is contrary to that made in 2016 
by a previous Monitor, Mr Gyles.  As discussed above, Mr Gyles 
recommended that these powers all be brought within the NSI Act rather 
than in Division 104 of the Criminal Code.  I think that Mr Gyles and I diverge 
for two reasons.  First, a deal of water has passed under the bridge since 
2016 and the NSI Act provisions seem unnecessary.  Second, closed material 
procedures and special order regimes must in my view be as tightly framed 
as possible.  More consistent with this aspiration is that they be understood 
to exist in respect of control orders rather than in respect of national 
security information. 

A disturbing matter 

637. I have been greatly assisted in this inquiry by representatives of the AFP.  
Officers explained the risk based interim control order, for which the AFP 
were permitted to put before the court, and the court relied on, evidence 

                                                           
162 Section 38J(1)(c) provides that: “the court is satisfied that the relevant person has been 
given sufficient information about the allegations on which the control order request or 
relevant application was based to enable effective instructions to be given in relation to 
those allegations.” 
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that was not provided to the defendant.  As stated, this was done using the 
provisions of Division 104 of the Criminal Code. 

638. This particular application was referred to by Mr Gyles in his 2016 report.  In 
this review, I have been told that the court’s reasons for ordering that 
evidence could be used by the court, but not seen by the defendant, have 
never been published.  Further, the reasons of the court for making the 
interim control order have never been published.  Both sets of reasons were 
delivered orally.  A transcript of the hearing at which orders were made and 
reasons given exists but, by order of the court, has not been provided to any 
party. 

639. Reasons for orders such as this must be thorough and must be published.  
Of course, reasons may be redacted and there may be an open set of 
reasons and closed reasons, but there must be publicly available reasons.  
As the matter of SDCV shows, even if open reasons do little more than state 
that there are closed reasons, this tells the public something very important.   

640. In the interim control order to which I refer, I was told that there was a deal 
of evidence that was provided to the defendant and only a small portion 
not.  Accordingly, the reasons for making the interim control order would 
never have been wholly suppressed. 

641. Giving oral reasons at a closed hearing, suppressing the transcript and then 
forgetting about a matter should not happen. 

642. In matters such as the making of control orders, and in proceedings where 
the NSI Act is invoked, it is critical that courts give reasons for their decisions.  
Just as importantly, all participants must have, at the front or their minds, 
the need for reasons that can be made publicly available, even if the publicly 
available reasons are substantially edited.   

643. So, on the only occasion that an Australian court has ordered that it can 
receive and rely upon evidence that is not to be seen by a defendant, the 
reasons for doing so are unpublished and unknown by anyone other than 
the judge, a few AFP officers and counsel and solicitors for the AFP.   

644. Our justice system needs to be better than this.  
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Chapter 10: Giving notice to the 
Attorney-General 
645. In chapter 4 I outlined the provisions of the NSI Act requiring notifications 

to be given to the Attorney-General prior to disclosure of national security 
information.  In federal criminal proceedings these are in ss 24 and 25 and 
for civil ss 38D and 38E.   

646. It assists to set out s 24 again:163 

“(1)   If the prosecutor, the defendant or the defendant’s legal 
representative knows or believes that: 

 (a)   he or she will disclose national security information in a federal 
criminal proceeding; or 

 (b)   a person whom he or she intends to call as a witness in a federal 
criminal proceeding will disclose national security information in 
giving evidence or by the person’s mere presence; or 

 (c)   on his or her application, the court has issued a subpoena to, or 
made another order in relation to, another person who, because 
of that subpoena or order, is required (other than as a witness) 
to disclose national security information in a federal criminal 
proceeding; 

 (d)  then he or she must, as soon as practicable, give the 
Attorney-General notice in writing of that knowledge or belief.” 

647. In chapter 4 I referred to an issue with s 24(1)(c).  It will likely occur that 
defendants will obtain orders for the issue of subpoenas, but not know that 
some documents that they seek contain national security information.  I 
referred in chapter 4 to the example of a defendant seeking documents 
from ASIO not knowing that documents within the scope of the subpoena 
include documents containing national security information.   

648. There is a deficiency in s 24(2) of the NSI Act and the Regulations which 
prescribe the form of the notice.  When a defendant receives a response 

                                                           
163 Section 38D is relevantly the same. 
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that public interest immunity or matters of state privilege is asserted, they 
cannot comply with the notice requirement of s 24(2).  This could be easily 
remedied by amending s 24(2) and s 38D(2) of the NSI Act to include a new 
paragraph (d) to the following effect: if the information is contained in a 
document in respect of which public interest immunity or matter of state 
privilege is claimed, the notice must be accompanied by the communication 
in which the immunity or privilege is claimed. 

649. Such a change would though dodge the essential point.  The point is best 
understood by posing the question - what would happen after notice of the 
claim for immunity or privilege was given to the Attorney-General?  If the 
immunity or privilege claim is made by the Commonwealth or one of its 
agencies, such as ASIO, practicably one of two things could happen.  ASIO 
could make its claim and it would be determined by the court in the usual 
way.  I was told that this occurred in the course of the prosecution of 
Mr Collaery.164  Alternatively, the documents could be provided to the 
Attorney-General and the processes of the NSI Act applied to them.   

650. There is a different scenario where the claim for immunity or privilege is not 
made by made the Commonwealth or one of its agencies.165  An illustration 
is Duncan v Cammell Laird and Co166 that I discussed in chapter 2, where the 
claim for public interest immunity was made by Cammell Laird and Co in 
respect of documents that came from the British Admiralty.  In this 
circumstance the issues are different.  Even if the information over which 
privilege is claimed was national security information, the (Commonwealth) 
Attorney-General could not simply direct that it be provided to them.  In 
some circumstances the Attorney-General plainly could not do this. 

651. But this different scenario will be relatively rare when the privilege is 
asserted over what would be national security information.  I put this 

                                                           
164 It appears that this occurred also in R v Lodhi [2006] NSWSC 586; (2006) 163 A Crim R 
475.   
165 An example is R v  Benbrika (Ruling No 3) [2007] VSC 283, where the subpoena was 
issued to the Victorian Commissioner of Police and the claim for public interest immunity 
made by the State not the Commonwealth. 
166 Duncan v Cammell Laird and Co [1942] AC 624. 
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scenario to one side.  Not much can be done about it.  The immunity or 
privilege would be asserted and determined by the court in the usual way.167 

652. The situation though of a claim for immunity or privilege by a 
Commonwealth agency raises important issues of principle. 

653. The first of them arises in federal criminal proceedings and relates to the 
prosecution’s obligation of disclosure.  It is encapsulated in the CDPP 
Statement on Disclosure in Prosecutions Conducted by the Commonwealth.  
Paragraph 3 provides as follows: 

“Subject to any claim of public interest immunity, legal professional 
privilege, or any statutory provision to the contrary [specifically the NSI 
Act], in prosecutions conducted by the Commonwealth, the 
prosecution must, in accordance with this Statement: … 

disclose to the accused, any material which:  

(i)  can be seen on a sensible appraisal by the prosecution to run 
counter to the prosecution case (i.e. points away from the 
accused having committed the offence); or  

(ii)  might reasonably be expected to assist the accused to advance a 
defence; or  

(iii)  might reasonably be expected to undermine the credibility or 
reliability of a material prosecution witness.” 

654. Paragraph 5 then provides: 

“A precondition for prosecution disclosure is that the material is in the 
possession of, or the information is known by, the prosecution. For the 
purposes of this disclosure policy and at common law there is no 
distinction between the prosecuting agency and the investigative 
agency. The courts generally regard the investigative agency and the 
prosecuting agency as “the prosecution”. Consequently, the CDPP 
largely depends on the investigative agency to inform it of the existence 
of material which should be disclosed to the defence, whether the 
investigative agency holds it or is aware it is held by a third party 

                                                           
167 As occurred in R v  Benbrika (Ruling No 3) [2007] VSC 283. 
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including a Commonwealth, State or Territory agency, private entity or 
individual.” 

655. In paragraph 5, the CDPP is the prosecuting agency and generally the 
Australian Federal Police (AFP) is the investigative agency.  In my example, 
ASIO would be a third party Commonwealth agency. 

656. Even if the policy is fulsomely adhered to, it might still occur that (say) ASIO 
holds relevant information that has not been disclosed to a defendant.  If a 
subpoena is then issued to ASIO and it has documents that respond, they 
are necessarily documents that would have been disclosed to the defendant 
if held by the AFP.  As explained in chapter 4, in federal criminal proceedings 
in which the NSI Act has been invoked, all documents that the CDPP is 
required to disclose to the defendant are provided first to the Attorney-
General for the processes leading to a criminal non-disclosure certificate to 
be undertaken.   

657. In these circumstances, where a subpoena has been issued to a 
Commonwealth agency, and it possesses documents that respond, there 
has been a putative failure of disclosure by the Commonwealth.  I don’t 
state this in a tendentious way.  This can happen and there can and will be 
reasonable explanations for it.  But when it happens, the question is then; 
whether the recipient Commonwealth agency should be permitted, on 
behalf of the Commonwealth, to assert public interest immunity or matters 
of state privilege and thereby avoid the processes of the NSI Act. 

658. This question is, it seems to me, answered by focusing on the relationship 
between public interest immunity and matters of state privilege on the one 
hand and the processes of the NSI Act on the other. 

659. This focus is assisted by briefly considering the geneses of the NSI Act and 
the matters of state privilege in s 130 of the Uniform Evidence Law.  I have 
noted this in chapter 2, but it assists here to repeat some of it. 

660. The Uniform Evidence Law, like the NSI Act, emerged from of an exhaustive 
Australian Law Reform Commission report.168  The Commonwealth Evidence 
Act 1995 commenced in 1995 and contained s 130, largely in its current 

                                                           
168 ALRC, Evidence (Report 38) (1987). 
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form.  The NSI Act was enacted in 2004 following the Keeping Secrets report 
of the Australian Law Reform Commission (ALRC).  The report did not 
squarely address any intended interaction of the foreshadowed NSI Act with 
s 130.  In 2005, shortly after the NSI Act commenced, the Uniform Evidence 
Law was reviewed with a joint report of the ALRC, the New South Wales Law 
Reform Commission and the Victorian Law Reform Commission.169   

661. Consideration of the interaction of the NSI Act and s 130 in the 2005 joint 
report of Law Reform Commissions was in a single paragraph: 

“[15.166]  The Commissions note that the newly enacted National 
Security Information (Criminal and Civil Proceedings) Act 2004 (Cth) will 
create a different regime for the protection of national security 
information. That Act may replace use of s 130 as a method of 
protecting this type of information in a number of proceedings….  As 
noted above, not all public interest immunity claims relate to matters 
of national security. However, at this time, and in the absence of 
further comment on this issue, the Commissions do not recommend a 
change to s 130 to take account of this issue.” 

662. The important point that emerges from this paragraph is the prediction that 
the NSI “may” replace s 130 as a method of “protecting” national security 
information in proceedings to which the NSI Act relates.  As noted above, 
this will not happen where the national security information is held by a 
person or entity not part of the Commonwealth.   

663. Where, however, relevant information, that has not been disclosed to a 
defendant by the CDPP, is sought by a defendant by subpoena issued to the 
Commonwealth or a Commonwealth agency, neither the Commonwealth 
nor any of its agencies should assert public interest immunity or matters of 
state privilege.   

664. I pause here to note that in this review I was advised that there is no 
administrative practice or arrangement by which the Commonwealth 
Attorney-General is involved in public interest immunity or matters of state 
privilege claims by Commonwealth agencies, even in proceedings in which 
the NSI Act has been invoked.  So, in a federal criminal proceeding in which 
the NSI Act has been invoked, a Commonwealth agency that holds relevant 

                                                           
169 ALRC, Uniform Evidence Law (Report 102) (2006). 
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information and gets a subpoena from a defendant decides whether to 
make a privilege claim, on behalf of the Commonwealth, and prosecutes it, 
on behalf of the Commonwealth.   

665. Such a state of affairs seems to me to be absurd. 

666. It would be far preferable and far more appropriate when this circumstance 
arises for the information to be provided to the Attorney-General and to be 
addressed by the Attorney-General pursuant to the NSI Act.   

667. As I have stated elsewhere in this report, the processes of the NSI Act, when 
applied to information sought by defendants in federal criminal proceedings 
and non-government parties in civil proceedings, will generally result in 
more information being made available to them than if claims for immunity 
or privilege are made.  Public interest immunity and matters of state 
privilege are rather blunt instruments.  I am unaware of any practice, in 
dealing with claims for public interest immunity or matter of state privilege, 
where the Commonwealth proffers a gist or summary of otherwise 
privileged information, in the manner that this can occur under the NSI Act.  
The entire process of the NSI Act is directed at making information available 
by ‘gisting’ or summarising.  I doubt that this is the mindset of 
Commonwealth agencies when asserting public interest immunity or 
matters of state privilege, even if such mechanisms might be legally 
available in response to a privilege claim.170 

668. That different processes are undertaken by different emanations of the 
Commonwealth in the same proceeding in which the NSI Act is invoked in 
respect of information that may affect national security, seems to me to be 
absurd. 

669. Not only this, and as I was told in this review, these different processes 
create perceptions of Commonwealth shadiness.  One’s imagination need 
not be overly florid to think the following in a federal criminal proceeding: 
that national security information could be placed beyond the possession of 

                                                           
170 See, for instance, Fernando v Minister for Immigration and Multicultural and Indigenous 
Affairs [2003] FCA 975 at [59] (accepting that there was a need to protect the source of the 
information in a document, but nevertheless that the public interests could be protected 
by preparing a summary of the information that could be conveyed in such a manner as 
not to identify the source or otherwise place any person at risk). 
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the AFP and the CDPP; and so not be subject to disclosure; and so not 
subject to the processes of the NSI Act.  It is easy to see how a perception 
could arise that the Commonwealth might deliberately seek to disadvantage 
defendants in federal criminal proceedings.  In every matter where the NSI 
Act had been invoked, where a subpoena was issued to (say) ASIO and public 
interest immunity or matters of state privilege was claimed, a defendant 
might perceive that the Commonwealth was seeking to keep relevant 
information from them.   

670. I can only imagine how a defendant in a federal criminal proceeding might 
feel if the Commonwealth uses the NSI Act processes to adduce evidence 
that, but for the Act, it could not, while relying on public interest immunity 
or matters of state privilege to prevent them from accessing relevant 
information.   

671. Such perceptions would cease, as would an absurdity if the following were 
to occur.  In matters in which the NSI Act has been invoked, all national 
security information should be addressed under the NSI Act. Where 
subpoenaed documents are held by the Commonwealth or any of its 
agencies, in respect of which the Commonwealth would claim public 
interest immunity or matter of state privilege, the Attorney-General would 
take possession of the documents and deal with them as if a notice under 
s 24 or s 38D notice had been given in respect of the documents.   

672. Such a course would require several other things to occur.  A process by 
which the court is advised that the recipient of the subpoena has sent the 
documents to the Attorney-General for this purpose would be needed.  This 
is likely a simple administrative matter.  A mechanism would also be 
required to ensure that the relevant documents were sent to the Attorney-
General.  Again, I would have thought that this could be done other than by 
amendment to the NSI Act, through a direction in the Legal Services 
Directions 2017. 
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Recommendation 19: I recommend that the NSI Act be amended (and all 
consequential administrative arrangements be put in place) to reflect that in all 
matters in which the NSI Act is invoked by s 6 or s 6A, where subpoenaed 
documents are held by the Commonwealth or any of its agencies in respect of 
which the Commonwealth would claim public interest immunity or state privilege 
relating to national security information, the Attorney-General shall do the 
following:  

19.1   First, take possession of the documents.   

19.2 Second, notify the court and the party issuing the subpoena that the 
Attorney-General has taken possession of the documents.   

19.3 Third, deal with such documents as though they were provided with a 
notice under s 24 or s 38D of the NSI Act. 
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Chapter 11: The section 25 process  
673. As I discussed in chapter 4, the notice provisions of s 24 and 38D of the NSI 

Act operate (generally) prior to trial and deal with pre-trial disclosure of 
documents,171 witnesses whom a party intends to call at trial172 and 
subpoenas.173  Sections 25 and 38E deal with the more difficult issue of a 
question asked of a witness at trial that requires an answer that might 
disclose national security information.   

674. Sections 25 and s 38E operate in the same way.  If a question is asked, and 
a party or their legal representative know or believe that the witnesses 
answer will disclose national security information, they are to advise the 
court.174  The court must then order that the witness give the court a written 
answer to the question.175  In federal criminal proceedings, this is then 
shown to the prosecutor and the representative of the Attorney-General.176  
In civil proceedings, the court provides it to the Attorney-General.177   

675. In all federal criminal and civil proceedings in which the NSI Act is invoked, 
the Attorney-General will be represented in court and so the Attorney-
General’s representative will read the answer.  If they know or believe that 
the answer would disclose national security information, they advise the 
prosecutor.178   

676. In both crime and civil, the Attorney-General can then give a non-disclosure 
certificate in respect of the foreshadowed answer.179  It can be a summary 
or statement of the answer with a statement of the permitted 
circumstances in which it may be disclosed, or a description of information 

                                                           
171 Sections 24(1)(a) and 38D(1)(a).  
172 Sections 24(1)(b) and 38D(1)(b). 
173 Sections 24(1)(c) and 38D(1)(c). 
174 Sections 25(1) and (2) and 38E(1) and (2). 
175 Sections 25(1)-(3) and 38E(1)-(3). 
176 Section 25(4). 
177 Section 38E(5). 
178 Section 25(5). 
179 Sections 26(1)(a)(iii) and 26(1)(b); 38F(1)(iii) and 38F(1)(b). 
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and a prohibition on the witness disclosing it, except in permitted 
circumstances.180 

677. In both crime and civil, the trial must be adjourned until a s 31 or s 38L 
hearing is held.181 

678. The scheme of these provisions is by and large sensible.  They are like 
provisions in the US Classified Information Protection Act.182  They respond 
to the risk of improper disclosure of information that threatens national 
security and limit the risk of abuse of the courts processes. 

679. Prior to the public hearings in this review, I was concerned that this scheme 
might be too cumbersome, particularly in a scenario of a series of questions.  
It occurred to me that this scenario risked the continuance of criminal trials, 
and could unnecessarily delay civil trials.  The issue with which these 
provisions of the NSI Act deal are not unique to national security 
information.  The same issue arises with claims for legal professional 
privilege.  Critical is the timeliness with which the Attorney-General attends 
to the required tasks so that s 31 or s 38L hearings could occur quickly.  To 
the extent that evidence was required, the Attorney-General would need to 
act quickly.  But in all of this it needs to be borne in mind that, in advancing 
this scheme in the NSI Act, the executive government was no doubt aware 
that this expedition was the price that it pays for the entitlement that the 
Act gives it to protect national security information. 

680. At the public hearings in this inquiry I was assisted greatly by the Hon 
Anthony Whealy KC and by Phillip Boulton SC.  Mr Whealy is a retired judge 
of the New South Wales Supreme Court of vast experience and eminence, 
and Mr Boulton a vastly experienced and eminent counsel who acted in the 
Collaery proceedings.  Both shared their experience of how like issues are 
dealt with by courts.  Both expressed confidence that experienced trial 
judges and counsel readily deal with issues that arise with these provisions.   

681. But s 25 and 38E are very prescriptive.  So, in s 25, if the prosecutor, 
defendant or defendant’s legal representative advises the court of a belief 

                                                           
180 Sections 26(3) and 38F(3). 
181 Sections 27(3)(b) and 38G(1)(b). 
182 Classified Information Protection Act s 8. 
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that an answer will disclose national security information the court “must 
order that the witness give the court a written answer to the question”.  A 
more flexible mechanism is that in s 8 of the Classified Information 
Protection Act (US). Transposed to the NSI Act, it provides that following the 
notice to the court: 

“… the court shall take such suitable action to determine whether the 
response is admissible as will safeguard against the compromise of any 
[national security information]. Such action may include requiring the 
[prosecution] to provide the court with a proffer of the witness’ 
response to the question or line of inquiry and requiring the defendant 
to provide the court with a proffer of the nature of the information he 
seeks to elicit.” 

682. Something like this is far more likely in my view to ensure that the important 
issue with which ss 25 and 38E deal is readily resolved.  It provides a guided 
discretion to the court and gives greater flexibility to the court and the 
parties to resolve the issue. 

683. A re-drafting of ss 25, 38E and consequential changes to reflect adopting 
something like s 8 of the Classified Information Protection Act (US) requires 
a deal of work best left to parliamentary drafters.  There would also be 
differences between a changed s 25 and a changed s 38E. 

Recommendation 20: I recommend that s 25 of the NSI Act be amended to reflect 
that if the court is advised under subsection (2) it shall take appropriate action to 
determine whether the response is admissible without disclosure of national 
security information.  Such action may include: 

20.1   requiring the prosecutor and/or Attorney-General’s representative to 
provide the court with a proffer of the witness’ response to the question; 

20.2 requiring the defendant or their legal representatives to advise the court 
and the Attorney-General of the line of inquiry of which the question is 
part; 

20.3 requiring the defendant to provide the court and the Attorney-General 
with a proffer of the nature of the information sought by the question; 

20.4 requiring the witness to give the court a written answer to the question; 
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20.5 requiring all or some of the prosecutor, Attorney-General’s 
representatives, defendants and defendant’s legal representatives to 
confer, upon receipt of any of the above, to seek to agree facts that can be 
provided to the court. 

Recommendation 21: I recommend that s 38E of the NSI Act be amended to reflect 
the recommended changes to s 25 with necessary changes to reflect that the 
section applies to civil proceedings. 

684. Such changes would not exclude later processes, including s 31 and s 38L 
hearings and ruling by the court.  But the purpose of the recommended 
change is to provide a more flexible mechanism to enable what could be a 
small or incidental matter to be resolved as small and incidental matters 
should be.  Mandatory requirements for written answers and the later 
processes that are in ss 25 and 38E now might impede this.  Of course, if the 
matter is not small or incidental then what I have suggested should ensure 
that this is identified quickly.  The court and parties could then move on to 
the later processes of the Act, informed by what had already occurred.  I 
would expect that the issues at any s 31 or s 38L hearing would be narrowed 
by the recommended changes. 

  



Review into the operation and effectiveness of the National Security Information (Criminal 
and Civil Proceedings) Act 2004 

184 
 

Chapter 12: The court's decision 
685. As I discussed in chapter 4, ss 31 and 38L are perhaps the central provisions 

in the scheme of the NSI Act.   

686. The sections provide for the orders that the court can make upon receipt 
from the Attorney-General of a criminal non-disclosure certificate (s 31) and 
a civil non-disclosure certificate (s 38L).  The court can accept, reject or vary 
what the Attorney-General has proffered in a certificate, both as to 
redactions, gists or summaries of information and as to the circumstances 
in which information can be disclosed. 

687. As I indicated in chapter 4, the controversy is largely with s 31(7) and (8) and 
s 38L(7) and (8).   

The issues with s 31(7) and (8) 

688. It helps to set out s 31(7) and (8) here: 

“(7)   The Court must, in deciding what order to make under this 
section, consider the following matters: 

(a)   whether, having regard to the Attorney-General’s 
certificate, there would be a risk of prejudice to national 
security if: 

(i)   where the certificate was given under subsection 26(2) 
or (3)—the information were disclosed in 
contravention of the certificate; or 

(ii)   where the certificate was given under 
subsection 28(2)—the witness were called; 

(b)   whether any such order would have a substantial adverse 
effect on the defendant’s right to receive a fair hearing, 
including in particular on the conduct of his or her 
defence; 

(c)   any other matter the court considers relevant. 
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(8)   In making its decision, the Court must give greatest weight to the 
matter mentioned in paragraph (7)(a).” 

689. I will not repeat what I have set out in chapter 4.  The formulation bears 
every indicium of an attempt to reconcile the irreconcilable.   

690. The basal query in s 31(7) is: why is the question for the court under s 31(7) 
different to the question for the court when resolving a claim for public 
interest immunity or s 130 matters of state privilege?  Another question 
follows from this.  Where the NSI Act operates to enable the prosecution to 
use information that it would not otherwise be able to use, this is not akin 
to an immunity or privilege claim.  The Attorney-General is not asserting a 
privilege precluding disclosure but enabling use of information.  Even so, 
why should the task for the court in addressing this be different to the task 
of resolving a claim for public interest immunity or s 130 matters of state 
privilege? 

691. Section 31 deals with the two aspects of the NSI Act—to keep some 
information out and to allow certain information to be used—in a single test 
or formulation.   

692. In considering these basal inquiries, it assists to show how claims for public 
interest immunity and matters of state privilege on the one hand183 and 
claims under s 31 on the other, are dealt with.  This requires me to 
reproduce (at regrettable length) parts of s 130 of the Uniform Evidence 
Law: 

“(1)   If the public interest in admitting into evidence information or a 
document that relates to matters of state is outweighed by the 
public interest in preserving secrecy or confidentiality in relation 
to the information or document, the court may direct that the 
information or document not be adduced as evidence. … 

(4)   Without limiting the circumstances in which information or a 
document may be taken for the purposes of subsection (1) to 
relate to matters of state, the information or document is taken 
for the purposes of that subsection to relate to matters of state 
if adducing it as evidence would: 

                                                           
183 As noted earlier in this report, the law as to public interest immunity and matters of 
state privilege are substantively coterminous. 
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(a)   prejudice the security, defence or international relations 
of Australia; or 

(b)   damage relations between the Commonwealth and a 
State or between 2 or more States; or 

(c)   prejudice the prevention, investigation or prosecution of 
an offence; or 

(d)   prejudice the prevention or investigation of, or the 
conduct of proceedings for recovery of civil penalties 
brought with respect to, other contraventions of the law; 
or 

(e)   disclose, or enable a person to ascertain, the existence or 
identity of a confidential source of information relating to 
the enforcement or administration of a law of the 
Commonwealth or a State; or 

(f)   prejudice the proper functioning of the government of 
the Commonwealth or a State. 

(5)   Without limiting the matters that the court may take into 
account for the purposes of subsection (1), it is to take into 
account the following matters: 

(a)   the importance of the information or the document in the 
proceeding; 

(b)   if the proceeding is a criminal proceeding—whether the 
party seeking to adduce evidence of the information or 
document is a defendant or the prosecutor; 

(c)   the nature of the offence, cause of action or defence to 
which the information or document relates, and the 
nature of the subject matter of the proceeding; 

(d)   the likely effect of adducing evidence of the information 
or document, and the means available to limit its 
publication; 

(e)   whether the substance of the information or document 
has already been published; 
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(f)   if the proceeding is a criminal proceeding and the party 
seeking to adduce evidence of the information or 
document is a defendant—whether the direction is to be 
made subject to the condition that the prosecution be 
stayed.” 

693. As can be seen, s 130 requires a court, when considering a claim for 
privilege, to balance the public interest in admitting information into 
evidence, against the public interest in preserving secrecy or confidentiality 
in relation to the information or documents. In weighing those factors, the 
court pays regard to and then balances a range of factors, set out in s 130(5).   

694. For s 31 of the NSI Act, the question is less nuanced.  As to whether the court 
will accept, reject or change what is proffered in the Attorney-General’s 
criminal non-disclosure certificate, the court considers the two unbalanced 
factors in s 31(7) and (8).  The bluntness of the factors identified in s 31(7)—
risk of prejudice to national security and “substantial” adverse effect on the 
defendant’s right to have a fair hearing—compare unfavourably to the more 
subtle and nuanced inquiry required by s 130 of the Uniform Evidence Law.  
Even though s 31(7)(c) requires the court to consider “any other matter the 
course considers relevant”, this general incantation is no substitute for 
principled guidance.  

695. Subsection 31(8) is just a bad law.  What is often postulated when 
considering it is that a defendant could be denied exculpatory information 
and evidence if its disclosure would risk prejudice to national security, as the 
court must give “greatest weight” to that risk.  Concern about the 
‘weighting’ in s 31(8) was addressed by Justice Whealy in the early case of R 
v Lodhi.184  There, his Honour interpreted the provision in a way that was 
approved by the New South Wales Court of Criminal Appeal185 and 
eventually seen to be unproblematic by the High Court.186  Since Lodhi, 
s 31(8) has been understood to “give the Court guidance as to the 
comparative weight it is to give one factor when considering it alongside a 
number of others … and that [it] does not intrude upon the customary 
vigilance of the trial judge in a criminal trial … to ensure that the accused is 

                                                           
184 R v Lodhi [2006] NSWSC 371; (2006) 163 A Crim R 448 at [108]. 
185 Lodhi v R [2007] NSWCCA 360; (2007) 179 A Crim R 470 at [19]-[39]. 
186 Lodhi v The Queen [2008] HCATrans 225. 
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not dealt with unfairly”.187  It has been understood to follow from this that 
a modest likely effect on national security will not outweigh a very 
substantial adverse effect on the defendant’s right to a fair hearing.  Once 
this is accepted, the absurdity of s 31(8) is revealed.  The preferring in s 31(8) 
would only practicably operate in the wholly unreal circumstance of the two 
countervailing factors having identical weight. 

696. On this understanding, s 31(8) is practicably meaningless.  That it is 
meaningless makes the provision all the more disquieting.  It should never 
have been in the Act.   

697. In this review, the only submission that advocated for maintaining s 31(8) 
was that of the National Intelligence Community.  Their reasons were that 
the provision sends an important message to foreign intelligence services 
who might be minded to target legal proceedings.  Also said to be important 
was the message which it sends to our allies and intelligence partners who 
may otherwise be reluctant to share national security information if it 
cannot be protected.  Also said to be relevant was the image that the 
provisions sends of the Australian government taking seriously the 
protection of national security information.  

698. I simply do not accept that our adversaries would think us weak if s 31(8) of 
the NSI Act were repealed.  I would be astounded if adversaries worth 
worrying about were this stupid. 

699. As to the views of our allies, I would be astonished if sensible explanation 
could not allay any perceived concerns. 

700. The concern from the very first has been that s 31(8) may have the effect of 
a defendant being denied exculpatory information and evidence.  This was 
raised and considered by one of my predecessors as Monitor, Bret Walker 
AO SC.188  The position of the Attorney-General’s Department, expressed to 
Mr Walker, was that indeed this was the effect, and the intended effect of 
s 31.  The recourse of a defendant in such a circumstance would be to make 

                                                           
187 R v Lodhi [2006] NSWSC 371; (2006) 163 A Crim R 448 at [108]. 
188 Independent National Security Legislation Monitor Annual Report 2013. 
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an application to stay the prosecution as an abuse of process.  Subsections 
19(1) and (2) of the NSI Act confirms the following powers:  

“(1) The power of a court to control the conduct of a federal criminal 
proceeding, in particular with respect to abuse of process, is not 
affected by this Act, except so far as this Act expressly or 
impliedly provides otherwise. 

(2) An order under section 31 does not prevent the court from later 
ordering that the federal criminal proceeding be stayed on a 
ground involving the same matter, including that an order made 
under section 31 would have a substantial adverse effect on a 
defendant’s right to receive a fair hearing.” 

701. It is axiomatic that if exculpatory material is to be kept from a defendant, or 
a defendant is to be denied use of exculpatory evidence at trial, this will 
have a substantial adverse effect on their right to receive a fair hearing.  If 
this is so, there should never be the possibility of an order under s 31 that 
permitted it.  If this is so, there would never be, and should never be, a 
circumstance in which a defendant would be burdened with having to bring 
an application for a stay because they could not access exculpatory material. 

702. Not only should this never arise as a matter of principle, but practical issues 
also intrude.  As noted elsewhere, s 29(3) of the NSI Act provides that 
defendants and their legal representatives can be excluded from s 31 
hearings.  Were a court to decide that the risk to national security of 
disclosure (to or by a defendant) of particular exculpatory information 
would outweigh the adverse effect on the defendant’s right to receive a fair 
hearing from being denied the exculpatory information, ex hypothesi the 
information would be extraordinarily sensitive.  In such an event, the court 
would likely be persuaded, in terms of s 29(3), that the defendant and their 
legal representatives could not be present during the s 31 hearing when the 
information is considered.   

703. If this occurred, it is difficult to understand how a defendant could bring an 
application for a stay.  They would not know that they have been denied 
exculpatory material. 

704. In chapter 9 I address the issue of special advocates at s 31 hearings.  Even 
if a court has power to order that a special advocate represent a defendant 
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at a s 31 hearing, and even if this power would extend to a special advocate 
applying for a stay on behalf of a defendant, this is an extremely 
burdensome procedure to deal with an issue that should be 
straightforward.  If an order under s 31 denied a defendant access to and 
use of exculpatory material, it is inconceivable that a stay would not be 
ordered. 

705. If this is so, then courts should not order that a criminal trial continue if 
exculpatory material is kept from a defendant pursuant to s 31 and 
prosecutors should not continue a prosecution while concealing or seeking 
to conceal exculpatory material. 

706. This report is not the place for an exegesis on the disclosure obligations in 
respect of exculpatory information and the consequences of non-disclosure.  
Until recent times in Australia, the ‘obligations’ were largely to be found in 
voluntary ‘guidelines’ as opposed to legislation or in judicial decisions.  As 
discussed in various of the judgments in the High Court in Mallard v R,189 the 
Eighth United Nations Congress on the Prevention of Crime and Treatment 
of Offenders (1990) contained Guidelines on the Role of Prosecutors.190  
These UN guidelines informed many of the guidelines adopted by Australian 
States and included a specific obligation on prosecutors in respect of 
exculpatory information.191 

707. By contrast, in the United States, these obligations have been far more 
deeply entrenched. The principle, as stated by Chief Judge Learned Hand in 
US v Coplon,192 is often cited: 

“In United States v. Andolschek we held that, when the government 
chooses to prosecute an individual for a crime, it was not free to deny 
him the right to meet the case against him by introducing relevant 
documents, otherwise privileged. We said that the prosecution must 
decide whether the public prejudice of allowing the crime to go 

                                                           
189 Mallard v R [2005] HCA 68; (2005) 224 CLR 125. 
190 See https://www.ohchr.org/en/instruments-mechanisms/instruments/guidelines-role-
prosecutors;https://www.unodc.org/documents/congress/Previous_Congresses/8th_Cong
ress_1990/028_ACONF.144.28.Rev.1_Report_Eighth_United_Nations_Congress_on_the_Pr
evention_of_Crime_and_the_Treatment_of_Offenders.pdf. 
191 See the discussion Mallard v R [2005] HCA 68; (2005) 224 CLR 125, commencing at [16]. 
192 US v Coplon 185 F.2d 629 (1950) at 638. 
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unpunished was greater than the disclosure of such ‘state secrets’ as 
might be relevant to the defense.” 

708. In US v Reynolds193 the US Supreme Court noted: 

“Respondents have cited us to those cases in the criminal field, where 
it has been held that the government can invoke its evidentiary 
privileges only at the price of letting the defendant go free. The 
rationale of the criminal cases is that, since the government which 
prosecutes an accused also has the duty to see that justice is done, it is 
unconscionable to allow it to undertake a prosecution and then invoke 
its governmental privileges to deprive the accused of anything which 
might be material to his defense.” 

709. More recent United States Supreme Court decisions deal specifically with 
prosecutors’ obligations in respect of exculpatory information.194 

710. In the United Kingdom, Lord Hope of Craighead, for a unanimous House of 
Lords in R v Brown,195 stated the obligation: 

“The prosecution is not obliged to lead evidence which may undermine 
the Crown case, but fairness requires that material in its possession 
which may undermine the Crown case is disclosed to the defence. ... 
[T]he prosecution is not obliged to lead the evidence of witnesses who 
are likely in its opinion to be regarded by the judge or jury as incredible 
or unreliable. Yet fairness requires that material in its possession which 
may cast doubt on the credibility or reliability of those witnesses whom 
it chooses to lead must be disclosed.” 

711. It should never be open to doubt that a court in exercising power under s 31 
could order that exculpatory information be kept from a defendant or that 
exculpatory evidence could not be used by a defendant because of a risk to 
national security. 

712. The need for amendment to s 31(7) and (8) is compelling.   

                                                           
193 US v Reynolds 345 US 1 (1953) at 12.   
194 Kyles v Whitley  514 US 419 at 434 (1995), Strickler v Greene  527 US 263 (1999). 
195 R v Brown [1997] UKHL 33; [1998] AC 367 at 377. 
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713. This is best done by expressly incorporating into the NSI Act the 
requirements of s 130 of the Uniform Evidence Law.  There may be some 
who consider that this is unnecessary because regard can be had by the 
court to “any other matter the court considers relevant” by reason of 
s 31(7)(c).  I am not persuaded by this.  The matters that I recommend be 
added to s 31(7)(b) are best expressly provided for. 

Recommendation 22: I recommend that s 31(7)(b) of the NSI Act be amended to 
add to the end of the section the following: 

“having regard to, but not limited to, the following: 

(i)   the importance of the information or the document in the 
proceeding; 

(ii)   whether the party seeking to adduce evidence of the 
information or document is a defendant or the prosecutor; 

(iii)   whether the substance of the information or document has 
already been disclosed; 

(iv) whether the redacted document, statement or summary 
provided by the Attorney-General will provide the defendant 
with substantially the same ability to make any defence to the 
charge;  

(v)   if the party seeking to disclose the information is the 
defendant—whether any order that the information not be 
disclosed is to be made subject to the condition that the 
prosecution be stayed; 

(vi) if it is sought to not disclose information to the defendant—
whether any order that the information not be disclosed is to 
be made subject to the condition that the prosecution be 
stayed.” 

  Recommendation 23: I recommend that s 31(8) be repealed.196 

                                                           
196 This recommendation is identical to that of one of my predecessors as Monitor, Bret 
Walker AO SC, see Independent National Security Legislation Monitor Annual Report 2013, 
Recommendation VII/3.   
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714. Some submissions to this review recommended something like this but 
suggested that ‘open justice’ be a factor to which regard be had.  The inquiry 
under s 130 and under my recommended re-formulation of s 31(7) is 
different to open justice.  The effect of the NSI Act on open justice is 
primarily dealt with elsewhere in the Act, not in s 31.  In this report, they are 
addressed in chapter 8. 

715. Point (iv) in recommendation 22 is not derived from s 130 of the Uniform 
Evidence Law.  It is based on s 6 of the US Classified Information Protection 
Act, discussed in chapter 3.  The term “the redacted document, statement 
or summary provided by the Attorney-General” will have to be better 
defined, but is intended to pick up the substance of the criminal non-
disclosure certificate.  Point (iv) addresses squarely the issue that can be 
drawn from point (i).  I expect that clarity and utility would be enhanced by 
directness. 

716. Point (vi) is not in s 130 of the Uniform Evidence Law.  I have added it to deal 
with disclosure as well as admissibility of evidence.  Points (v) and (vi) would 
deal with the issue of exculpatory information.  The further practical issue 
identified as to whether information could be understood to be exculpatory 
at a s 31 hearing in the absence of the defendant is addressed earlier in this 
chapter. 

717. I recommend that s 31(8) be repealed because it is meaningless.  It lacks any 
practical effect.  It should always have been understood that the provision 
is senseless. 

718. Being meaningless, s 31(8) cannot be necessary within the meaning of 
s 6(1)(b)(iii) of the INSLM Act, nor proportionate to any threat of terrorism 
or threat to national security in terms of s 6(1)(b)(ii), nor could it safeguard 
or protect the rights of individuals within the meaning of s 6(1)(b)(i). 

The issues with s 38L(7) and (8) 

719. The issues are slightly different with the civil proceedings’ provisions of s 
38L(7) and (8).  The idea of a defendant being denied exculpatory 
information does not arise in civil matters. 

720. As regards s 38L(7) and (8), it also assists to set them out: 
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“(7) The court must, in deciding what order to make under this 
section, consider the following matters: 

(a)   whether, having regard to the Attorney-General’s 
certificate, there would be a risk of prejudice to national 
security if: 

(i)   where the certificate was given under subsection 38F(2) 
or (3)—the information were disclosed in contravention 
of the certificate; or 

(ii)   where the certificate was given under 
subsection 38H(2)—the witness were called; 

(b)   whether any such order would have a substantial adverse 
effect on the substantive hearing in the proceeding; 

(c)   any other matter the court considers relevant. 

 (8)  In making its decision, the court must give greatest weight to 
the matter mentioned in paragraph (7)(a).” 

721. The formulation in s 31L(7)(b) requires the court to consider whether the 
order would have a “substantial adverse effect on the substantive hearing 
in the proceeding”.  This is different to s 31(7)(b) of “a substantial adverse 
effect on the defendant’s right to receive a fair hearing, including in 
particular on the conduct of his or her defence”. 

722. The notion of “the substantive hearing in the proceeding” is not entirely 
clear.  It focuses on effect on a hearing, where, for s 31, the focus is on the 
effect on a fair hearing.  Hearings can be affected adversely in many ways.  
Delay is an example.  Adjournment for reasons that should have been 
addressed prior to trial is another.  These may not necessarily be issues as 
to the ‘fairness’ and it should not be thought that parties to civil proceedings 
are not entitled to a fair hearing.  This is particularly so when it is recalled 
that civil proceedings, for the purpose of the NSI Act, include proceedings 
for (for instance) continuing detention orders under s 105A of the 
Commonwealth Criminal Code.  In such a civil proceeding a person can be 
detained in prison after serving a sentence of imprisonment. 
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723. The notion of a fair hearing is not alien to civil proceedings, though how 
fairness manifests itself in civil and criminal proceedings may differ.  
Relevant to fairness in civil proceedings is the truism that public interest 
immunity and matter of state privilege can result in critical, relevant 
evidence being withheld from a party or parties.  On this understanding, 
there is no sensible reason why the fairness of a hearing in a civil proceeding 
should not be a focus of s 38L. 

Recommendation 24: I recommend that s 38L(7)(b) be replaced by the following: 

“whether any such order would have a substantial adverse effect on the 
fairness of the substantive hearing in the proceeding having regard to, but 
not limited to, the following: 

(i)   the importance of the information or the document in the 
proceeding; 

(ii)   the nature of the cause of action or defence to which the information 
or document relates, and the nature of the subject matter of the 
proceeding; 

(iii) the likely effect of adducing evidence of the information or document, 
and the means available to limit its publication; 

(iv) whether the substance of the information or document has already 
been published.” 

Recommendation 25: I recommend that s 38L(8) be repealed. 

724. Recommendation 24 focuses on incorporating the notion of fairness as 
understood in civil proceedings, along with incorporating the relevant 
indicia from s 130 of the Uniform Evidence Law.  As to the latter, my reasons 
for recommending this mirror those stated above in respect of s 31(7). 

725. Recommendation 25 also follows the reasoning stated above in respect of 
s 31(8).  Subsection 31L(8) is as meaningless as 31(8). 
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Appeals 

726. As noted in chapter 4, ss 33(2), 34 and 36(3) provide for various mandatory 
adjournments. These mandatory requirements are unnecessary.  They 
should be left to the courts to deal with under their general case 
management powers.  

Recommendation 26: I recommend that ss 33(2), 34 and 36(3) be repealed.  
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Chapter 13: The offence provisions in the 
NSI Act 
727. In chapter 4 I broadly outlined the offence provisions in Part 5 of the NSI 

Act.  For many of the obligations under the Act, it is entirely appropriate that 
a criminal sanction apply to non-compliance.  The consequences of 
improper disclosure of certain national security information can be dire. 

728. Many of the offence provisions are unproblematic, but there are others that 
overreach, and some dramatically.   

729. In general terms, the recommendations that I make in this chapter share a 
common theme.  Some offences should be more limited than they are.  They 
should include, as an element of the offence, that the accused offender has 
a specific intention of publicly disclosing information that would prejudice 
national security or was reckless as to that outcome.   

730. Rather than a general recommendation to this effect, it assists to address 
each of the offences to which my general recommendation would apply. 

731. Section 42197 is in the following terms: 

“A person commits an offence if: 

(a)   the person contravenes subsection 24(1), (2), (3) or (4) or 25(2) 
or (6); and 

(b)   the disclosure of information mentioned in that subsection is 
likely to prejudice national security. 

Penalty:  Imprisonment for 2 years.” 

732. It was put in submissions to this review that this offence may expose 
defendants and defendants’ legal representatives to significant risk of 
prosecution.  This risk was, I was told (and accept), a significant burden and 
weighed heavily on those seeking to comply with the NSI Act and to best 
advise their clients.   

                                                           
197 The equivalent in civil proceedings is s 46C.  
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733. The complexity of the notification obligations, particularly having regard to 
the breadth of the key integer “national security information”, is addressed 
elsewhere.  Similar is the complexity for a defendant who issues a subpoena 
but who is not aware of the information that may be disclosed in response.  
Certain of these difficulties are addressed by recommendations that are 
made elsewhere in this report.  Nonetheless, complexity remains and it risks 
inadvertent breach by parties and their legal advisers.   

734. It is no comfort or answer to this risk to think that such breaches will not 
likely be prosecuted.  Legality and proper conduct should not be decided by 
prosecutorial discretion.  Nor should good lawyers’ professional reputations 
and entitlement to practice be determined by this.   

735. Section 42 would work entirely sensibly if an element of the offence was an 
intention that, or reckless disregard as to whether, information likely to 
prejudice national security would be disclosed publicly. 

Recommendation 27: I recommend that s 42 of the NSI Act be amended to add a 
new paragraph (c) to the following effect: 

“the person intended by the disclosure of information to prejudice 
national security.”   

Recommendation 28: I recommend that s 46C of the NSI Act be amended to add a 
new paragraph (d) to the following effect: 

“the person intended by the disclosure of information to prejudice 
national security.”   

736. I was urged in this review also to consider s 43.198  It provides:199 

“A person commits an offence if: 

(a) the person is given a certificate under subsection 26(2) or (3) in 
relation to the disclosure of information; and 

(b) the person discloses the information in contravention of the 
certificate. 

                                                           
198 As submitted by the Collaery Defence Team. 
199 The equivalent in civil proceedings is s 46D.  
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Penalty:  Imprisonment for 2 years.”  

737. The risk of inadvertent disclosure should be less with s 43 than with s 42.   

738. Section 43200 creates an offence of disclosure following the issue of a 
Attorney-General’s criminal non-disclosure certificate, where a person 
discloses information in contravention of the certificate.  The person has the 
certificate and the certificate should be clear.  Even if it is ambiguous, this 
should be resolved through conferral with the Attorney-General or an 
application to the court, rather than by taking a robust view and disclosing.   

739. The real concern with s 43 is that it may affect communication between legal 
advisers and their clients.  The NSI Act could never have been intended to 
operate in this way but, to alleviate concern, this should be made express. 

740. Difficulties would be resolved by excluding from s 43 communications 
between defendants and their legal representatives, if they are not already 
excluded as permitted circumstances of disclosure in the non-disclosure 
certificate. 

741. Change to s 43 must though have regard to s 46.  Section 46201 creates an 
offence of disclosure of information to a legal representative of a defendant: 

“A person commits an offence if: 

(a)  for the purposes of a federal criminal proceeding, the person 
discloses, other than in giving evidence in that proceeding or in 
permitted circumstances, information to: 

(i)   a legal representative of the defendant; or 

(ii)  a person assisting a legal representative of the defendant; and 

(b) the disclosure is likely to prejudice national security; and 

(c)  none of the following subparagraphs apply: 

                                                           
200 The equivalent in civil proceedings is s 46D.  
201 The equivalent in civil proceedings is s 46G, which applies to a party and any of the 
party’s legal representatives.  
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(i)  the legal representative or person mentioned in 
subparagraph (a)(ii) has a security clearance at the level 
considered appropriate by the Secretary in relation to the 
information; 

(ii)  the disclosure has been approved by the Secretary; 

(iii)  the disclosure takes place in compliance with conditions 
approved by the Secretary. 

Penalty:  Imprisonment for 2 years.” 

742. As noted in chapter 4, s 46 works with s 39, which deals with security 
clearances.  The note to s 39(2) states that: 

“If the person does not obtain the security clearance [that the 
Secretary considers appropriate], anyone who discloses such 
information to the person will, except in limited circumstances, 
commit an offence under section 46.”  

743. Section 46 could apply in a wide range of circumstances.   

744. Foremost amongst them is the circumstance of a defendant, who has 
national security information and who wishes to disclose it to their own 
legal representative.   

745. Section 46 is only attracted where a defendant discloses information to their 
legal representative or assistant who does not hold “a security clearance at 
the level considered appropriate by the Secretary [of the Attorney-General’s 
Department] in relation to the information”.   

746. There is a profound difficulty with this carve out.  The Secretary will only be 
able to form a view of appropriateness of the security clearance level if they 
know what the information is; and so, I assume, it will need to be shown to 
the Secretary first.  This is untenable. 

747. Another circumstance is of a potential witness who wishes to disclose 
information to a defendants’ legal adviser.  In this circumstance, the legal 
adviser would not commit an offence by receiving the information, but 
would then come under an obligation to notify under s 24 if they sought to 
use it.  
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748. Section 46 captures communications between a defendant and their legal 
representative who does not have a security clearance.  It could apply to 
communications amongst a defendant’s legal representatives, where some 
of them do not have a clearance.  This latter circumstance is particularly 
difficult where some of a defendant’s legal representatives have the 
required security clearance and others have sought but not received it.  Also 
difficult is the circumstance in which a security clearance has been sought 
and refused.   

749. I am troubled by the feature in s 46 by which an offence is committed if 
disclosure occurs “other than … in permitted circumstances”.  As explained 
in chapter 4, permitted circumstances are those determined by the 
Attorney-General.  If an Attorney-General did not “permit” customary 
discourse between clients and their legal advisers, or between legal advisers 
then the consequences would be wholly unacceptable.   

750. Another circumstance is of a third party ‘leaking’ national security 
information to a defendant’s lawyers intending to assist the defendant.  
Section 46 criminalises the conduct of a third party who provides national 
security information to a defendant’s legal representative.  Invariably, such 
instances would be of serving or former public servants who hold such 
information.  

751. Important in the scope of the offence created by s 46 is the element of 
s  6(b); that “the disclosure is likely to prejudice national security”.  In many 
circumstances, disclosure would not likely prejudice national security.  
Consider the third party who provides national security information to a 
defendant’s legal representative.  If they formed a belief that the 
information provided to them would be disclosed during the proceeding, 
then they must give a notice under s 24, and trigger the processes of the 
Act. If this occurred national security could not be prejudiced. 

752. It is also worth noting two things about the scenario of serving or former 
public servants disclosing national security information.  The first is that, if 
national security information is disclosed and a s 24 notice is given, and the 
information had not previously been seen by the defendant, in most 
instances, the information should already have been disclosed to the 
defendant by the prosecution.  It would follow that the disclosure has not 
then prejudiced national security.  The second is that, if the information is 
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not relevant, and a s 24 notice is not given, the defendant’s legal 
representatives would inevitably never disclose the information.  To do so 
would risk not only their right to continue to practice but would likely attract 
other provisions of the criminal law.  There is good reason for an offence of 
a person disclosing national security information to the defendant.  

753. The great difficulty with the offence under s 46 is that s 46(c) is chimeric.  
Paragraph 46(c) is set out above.  It provides that an offence is not 
committed in any of three circumstances.  The first is all important: the legal 
representative has a security clearance at the level considered appropriate 
by the Secretary in relation to the information.  The second and third are: 
the disclosure has been approved by the Secretary; and the disclosure takes 
place in compliance with conditions approved by the Secretary.  These are 
meaningless and will never occur.   

754. But the difficulty with the first is stated above.  It seemingly requires 
disclosure to the Secretary of the Attorney-General’s Department first so 
that they can assess the level of clearance that is required.  And, in all of 
this, is the inevitable delay in provision of security clearances.  

755. These are difficult matters.  The purpose of s 46 is best achieved by adding 
to the offence an element of specific intention of a discloser to prejudice 
national security.  So, not only should the offence require (in s 46(b)) that 
the disclosure is likely to prejudice national security, but that the person 
intend prejudice to national security by the disclosure.   

Recommendation 29: I recommend that s 43 of the NSI Act be amended to provide 
expressly that it does not apply to communications between legal representatives 
and defendants or between defendants’ legal representatives.   

Recommendation 30: I recommend like change to s 46D of the NSI Act. 

Recommendation 31: I recommend that s 46 of the NSI Act be amended to add a 
new subsection broadly to the following effect: 

“the person intends by the disclosure of information to prejudice national 
security or is reckless as to whether such disclosure will prejudice national 
security.”   

Recommendation 32: I recommend like change to s 46G of the NSI Act. 
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756. Section 45A202 creates an offence where a person engages in a conduct that 
results in the contravention of a requirement in the Regulations for storage, 
handling or destruction of national security information.  The contravention 
must be likely to prejudice national security.  

757. The maximum penalty for this offence is six months, whereas the maximum 
penalty for all of the other offences under the Act is two years.  

758. As with other offences in Part 5, s 45A should not criminalise harmless 
inadvertence, where inadvertence is a likely result of feverish prescription.   

Recommendation 33: I recommend that s 45A be amended to include a new (e) 
reflecting the following: 

“A person commits an offence if: 

(i)  regulations made under section 23 require the person to comply 
with a requirement relating to the storage, handling or destruction 
of national security information; and 

(ii)  the person engages in conduct; and 

(iii)  the conduct results in the requirement being contravened; and 

(iv)  the contravention of the requirement is likely to prejudice national 
security; and  

(v) the person intends, or is reckless as to whether, information likely 
to prejudice national security will be disclosed publicly as a result 
of the conduct.” 

Recommendation 34: I recommend like change to s 46FA of the NSI Act. 

759. Section 46H creates a number of offences in respect of the special advocate 
regime.   

760. In chapter 9, I recommended that the special orders regime for control 
orders and ESOs, to which the special advocate provisions apply, be 
repealed.  I also recommended that something akin to the special advocate 

                                                           
202 The equivalent in civil proceedings is s 46FA.  
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provisions in the Act remain in a different form, to accommodate the 
appointment of special advocates for other purposes under the Act.   

761. The current offence provisions relating to special advocates in s 46H are, of 
course, premised on the Act as it is. 

762. If my recommendation that the special orders regime for control orders and 
ESOs be repealed is accepted, and a different special advocate regime 
continues, I doubt that any offence provisions will be required.  What special 
advocates will do, and the material that they see will be closely prescribed 
by the court. 

763. If my recommendation that the special orders regime be repealed is not 
accepted, and the special advocate regime continues, I note the following 
about the offences in s 46H.  Although these special advocate offences are, 
I suppose, inevitable, they are a little surprising, nonetheless.  It will be 
difficult enough for the Commonwealth to encourage high quality 
practitioners to make themselves available to act as special advocates.  If 
one of the benefits of serving is exposure to criminal prosecution for 
unintended disclosures of national security information, I expect that 
recruitment will prove impossible. 

764. This is to be balanced against the understanding that the whole reason for 
a special advocate regime is to enable courts to consider and to deal with 
information of extreme sensitivity, and that the information that will come 
to the special advocate will be of this kind.   

765. I will deal with each of the offences in s 46H separately.   

766. Subsections 46H(1) and (2) provide: 

“(1)   A person [i.e. a special advocate] commits an offence if: 

(a)  the Attorney-General discloses information to the person under 
subsection 38PE(2) in relation to a civil proceeding; and 

(b) the person discloses the information (whether in the proceeding 
or otherwise); and 

(c) paragraphs 38PE(3)(a), (b) and (c) do not apply to the disclosure 
by the person. 

Penalty:  Imprisonment for 2 years. 
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(2)   To avoid doubt, for the purposes of subsection (1) it does not 
matter whether the person also obtains the information in some 
way additional to that mentioned in paragraph (1)(a).” 

767. The offence here is of a special advocate disclosing information other than 
as permitted under s 38PE(3).  Having regard to the other recommendations 
that I make in this chapter, this offence should also include as an element of 
intention to prejudice national security. 

Recommendation 35: I recommend that s 46H(1) of the NSI Act be amended to 
add new paragraphs (d) and (e) broadly to the following effect: 

“(d)  the disclosure by the person is likely to prejudice national security; 
and  

  (e) the person intends, or is reckless as to whether, information likely 
to prejudice national security will be disclosed publicly as a result of 
the disclosure.” 

768. Subsection 46H(3) provides: 

“(3)   A person [i.e. a special advocate] commits an offence if: 

(a) the Attorney-General discloses information to the person under 
subsection 38PE(2) in relation to a civil proceeding; and 

(b) the person communicates with another person about any matter 
connected with the proceeding; and 

(c) the communication occurs after the disclosure mentioned in 
paragraph (a); and 

(d) paragraphs 38PF(2)(a), (b) and (c) do not apply to the 
communication. 

Penalty:  Imprisonment for 2 years.” 

769. Important here is ss 38PF(2)(c).  It provides that it is not an offence to 
communicate with another person if the communication is about matters 
not connected with the substance of the proceeding and necessary for 
administrative purposes.  This carve out greatly narrows the scope of what 
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would otherwise be an offence of inordinate breadth.  I do not recommend 
change to s 46H(3). 

770. The National Intelligence Community associated itself with a 
recommendation made in the Comprehensive Review of the Legal 
Framework of the National Intelligence Community by Mr Dennis 
Richardson AC dated December 2019, to the effect that the penalties for 
offences under the NSI Act should be increased.203  The logic of this is that 
these penalties should be brought into line with those under other laws for 
breaching secrecy provisions, as in the Intelligence Services Act 2001 and 
the Criminal Code.  

771. I will not be recommending this.  I have seen nothing that suggests that the 
penalties for contravention of offences under the NSI Act are inadequate, in 
any way.   

 

  

                                                           
203 Comprehensive Review of the Legal Framework of the National Intelligence Community 
by Mr Dennis Richardson AC, Volume 4, p 115 [45.102]; p 116 [45.106]. 
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Chapter 14: The NSI Regulations 
772. The National Security Information (Criminal and Civil Proceedings) 

Regulation 2015 deal with a very limited range of matters.  I addressed one 
in chapter 9 when considering the special advocate regime under the NSI 
Act.  There is no need to address this aspect of the Regulations further here.  
I referred to another in chapter 4, when dealing with ss 24 and 38D notices, 
that initiate the later processes of the Act.  Again, these do not require any 
further consideration as they are part of the recommendations made in 
chapter 10.  None of the submissions to this review raised issues with these 
parts of the NSI Regulations that I have not addressed in chapters 4 and 10. 

773. The remaining provisions of the NSI Regulations are in Part 2 headed 
“Protection of security classified documents and national security 
information”. These provisions are made under ss 19(1A) and (3A) of the NSI 
Act, for criminal and civil proceedings respectively. They deal with matters 
such as the creation and copying, storage and transmission, handling and 
transport, and return of security classified documents. “Security classified 
documents” to which the requirements apply is defined broadly in r 6—it 
includes documents to which a security classification has been assigned, 
documents that the Attorney-General has stated in writing is a security 
classified document, or documents that include national security 
information.  

774. It is an offence to contravene the regulations (s 45A). I deal with offences in 
chapter 13 and make some recommendations about amendments to 
include a fault element in this offence.  

775. I note that the Court can make orders that are inconsistent with the 
regulations, but only where the orders are made on application by the 
Attorney-General or a representative of the Attorney-General (s 19(1A)(c) 
and (1B); s 19(3A)(c) and (3B)).  As noted in the Collaery Defence Team 
submission, the Act should allow for the orders made under s 19(1A) and 
(3A) in respect of disclosure, handling and storage of documents (etc) to 
prevail over the regulations, whether or not the orders were sought by the 
Attorney-General. The court must be satisfied that it is in the interest of 
national security to make such orders, and the Attorney-General will have 
the opportunity to be heard and to adduce evidence and make submissions. 
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If the Court is satisfied after all this that orders should be made that are 
inconsistent with the regulations, then it should not matter whether the 
orders sought were made on application by the Attorney-General or 
another party.  

Recommendation 36: I recommend that s 19(1A)(c) and (1B) and s 19(3A)(c) and 
(3B) of the NSI Act be repealed.   

776. In relation to the present Regulation, I was informed by the Attorney-
General’s Department that it will shortly be the subject of a review, ahead 
of it sunsetting in 2025. In light of that upcoming review, I need not address 
the current provisions of Part 2 in detail. That said, I make the following 
general comments.  

777. First, and as was noted in some of the submissions, the review of the 
Regulation will take place with the benefit of 10 years’ experience with its 
operation. As the National Intelligence Community noted, for example, this 
might provide an opportunity for some matters that are now routinely 
included in s 22 orders to be included in the Regulation.  No doubt those 
undertaking the review will consult widely and, in particular, with those who 
have had intense experience with the operation of the Regulations. That 
should include legal advisers for Mr Collaery and Witness K.  Those 
proceedings have provided the most thorough testing of the Regulation.  No 
doubt the review would benefit from consultation with courts, to which the 
Regulation also applies.   

778. Second, the Regulation is intended to fill a gap in the period between 
invocation of the NSI Act and any orders being made by the Court. It is 
sensible to have such a default regime in place, but that regime should 
balance the need for protection with concerns raised by practitioners and 
courts about the onerousness of highly detailed and prescriptive 
requirements. As Mr Whealy KC noted when assisting this inquiry, these 
kinds of arrangements were readily put in place before the Regulations 
commenced, and arrangements of this kind are common in non-NSI Act 
matters.  

779. The Attorney-General’s Department explained that the regime in the 
Regulations presently applies a level of protection appropriate to Top Secret 
documents, and that it was appropriate to have a high level of protection as 
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a default. But this restrictive regime is unlikely to be warranted in all 
matters. A less restrictive default regime would be more appropriate, with 
the onus on the Attorney-General to apply (or to seek agreement) for a 
more restrictive regime where that is warranted by the national security 
information at issue in a particular case.  

780. Third, complex requirements for handling national security information 
create inevitable difficulties.  Adequate resources must be made available.  

781. A number of submissions to this review noted that invocation of the NSI Act 
significantly increases the legal costs of defendants and parties.  
Understandably, I was not provided with a great deal of data in respect of 
these cost increases.  Nonetheless, experience suggests that costs in such 
matters will be greater when the Act is invoked.  That funding is not 
available to enable criminal defendants to engage properly with the 
processes of the Act is wholly unacceptable.  It would be of even greater 
concern if defendants were, in effect, compelled to agree to orders being 
made under s 22 of the Act, on terms demanded by the Attorney-General, 
simply because they did not have funding or the capacity to do otherwise. 

782. For defendants in federal criminal proceedings, it is unlikely that grants of 
legal aid will accommodate these additional costs.   

783. When regard is had to the resources that the Commonwealth executive 
government, quite properly, applies to ameliorating the risk to national 
security in matters where the NSI Act is invoked, there is every reason why 
special funding arrangements should exist for defendants in criminal 
proceedings, at least. 

Recommendation 37: I recommend that the Attorney-General provide funding to 
the extent necessary to enable defendants in federal criminal proceedings in 
which the NSI Act has been invoked to comply with the requirements of the Act. 

Recommendation 38: I recommend that s 47 of the NSI Act (dealing with the NSI 
Act annual report) be amended to require that, in every such report, the Attorney-
General:  

38.1 identify each claim for funding made by defendants in federal criminal 
proceedings in which the NSI Act has been invoked;  



Review into the operation and effectiveness of the National Security Information (Criminal 
and Civil Proceedings) Act 2004 

210 
 

38.2 state the funding provided; and  

38.3 if funding has been refused state why. 

784. I should add that those who advise and represent defendants in federal 
criminal proceedings and parties in civil proceedings in which the NSI Act 
has been invoked must expect a few unpalatable things.  If lawyers are not 
based in Canberra, they must expect that they may have to travel to 
Canberra to look at certain material.  This is not the case with all national 
security information, but it will be the case with some.  Lawyers who are not 
based in the same jurisdiction as their client, or the court in which the 
proceeding is being heard, are in the same boat.   

785. Many issues that arise when the NSI Act is invoked cannot be dealt with in 
ways that courts in contemporary times deal with like matters.  For instance, 
video conferencing of hearings will not be appropriate with many NSI Act 
processes and issues. 

786. In this review, I heard many complaints about defendants’ legal advisers 
being provided with secure, though outdated or unworkable government 
supplied computers.  This is not a matter that I can address, though some of 
the complainants have obviously never worked in the public service.  It is 
obvious that equipment supplied by the Commonwealth pursuant to the NSI 
Regulations must be usable.  This is a very real issue and the progress of 
proceedings could be dramatically hampered if not addressed early.   

787. These examples illustrate the necessity of the Commonwealth accepting 
responsibility to fund what is required to enable the NSI Act to operate 
efficiently and fairly. 

788. Fourth, r 17 presently provides that an authorised recipient who has custody 
or control of a security classified document must return the document to a 
representative of the Attorney-General within 28 days after the conclusion 
of the proceeding.  The document must then be destroyed (if in hard copy 
form) or deleted and all records of it removed (if in electronic form) (r 17(5) 
and (6)). This regulation does not apply to documents in the possession of a 
court or court registry (r 17(1)).  
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789. While the Regulation does not apply to documents in the possession of a 
court or court registry, practical issues arise in relation to storage of 
documents containing national security information following the 
conclusion of a matter. Some courts may be content for the Commonwealth 
to retain all relevant records.  Others may not.  Legal obligations also arise 
under various legislation in different jurisdictions.  It would be sensible 
when undertaking the review of the Regulations for the Attorney-General’s 
Department to confer with courts to understand their needs, and to make 
appropriate resources and facilities available.   

  



Review into the operation and effectiveness of the National Security Information (Criminal 
and Civil Proceedings) Act 2004 

212 
 

Chapter 15: What to do with national 
security information after proceedings 
conclude 
790. Proceedings in which the NSI Act is invoked will inevitably generate 

materials that contain national security information. After hearings and 
after proceedings have concluded, issues will arise as to whether such 
materials are to be maintained, stored and accessed.  

791. In my Section 22 report, I made a series of recommendations relating to the 
maintenance of national security information.  By this I meant information 
that has been kept from public awareness through use of s 22 of the NSI 
Act.204  The recommendations that I made there related to national security 
information that was considered in closed court hearings.   

792. An aspect of these recommendations related to reporting of proceedings 
where these orders had been made.  Section 47 of the NSI Act obliges the 
Attorney-General to report annually on various matters concerning the 
operation of NSI Act and to table this annual report. 

793. The matters to be reported on under s 47 are currently: 

(a) the number of certificates given during the year: 

(i) under sections 26, 28, 38F and 38H by the 
Attorney-General; and 

(ii) under sections 38F and 38H by the Minister appointed by 
the Attorney-General under section 6A; and 

(b) identifies the criminal proceedings and civil proceedings to 
which the certificates relate; and 

(c) states the number of orders made under section 38J (about 
special court orders in a proceeding under Division 104 of 
the Criminal Code or a Division 105A ESO proceeding); and 

                                                           
204 Report into the operation of Part 3 Division 1 of the National Security Information 
(Criminal and Civil Proceedings) Act 2004 as it applies in the Alan Johns Matter, pp 43-48. 
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(d) identifies the proceedings under Division 104 of the Criminal 
Code or the Division 105A ESO proceedings to which the orders 
relate; and 

(e) states the number of special advocates appointed during the 
year under section 38PA; and 

(f) identifies the proceedings under Division 104 of the Criminal 
Code or the Division 105A ESO proceedings in relation to which 
the special advocates were appointed. 

794. Each of these matters are worthy of reporting.  My Section 22 report 
included recommendations, broadly, that further details concerning s 22 
orders also be reported on. 

795. I also considered a different, but related, issue in my Section 22 report.  It is 
encapsulated in the following:205 

“During my review I raised with a number of participants the possibility 
that a change in circumstance could affect orders under s 22 precluding 
publication of information. In particular, the reasons for suppression 
might no longer exist. If the reason for (say) redacting sentencing 
remarks no longer exists, why should the unredacted remarks not be 
published?” 

796. This sentiment applies equally to all information and evidence dealt with in 
a closed court hearing and all judgments, sentencing remarks and other 
judicial reasons delivered that are not published or redacted or (say) in part 
summarised in some way.206  If the reasons for suppression no longer exist 
there should be a process for publication of suppressed information.   

797. Currently, where court processes have occurred in closed courts and 
transcripts, judgments and the like have been censored because the NSI Act 
has been invoked, there is no process of periodic review to determine 
whether the reasons for suppression have disappeared.  This is doubtless 

                                                           
205 Report into the operation of Part 3 Division 1 of the National Security Information 
(Criminal and Civil Proceedings) Act 2004 as it applies in the Alan Johns Matter, [179]. 
206 Report into the operation of Part 3 Division 1 of the National Security Information 
(Criminal and Civil Proceedings) Act 2004 as it applies in the Alan Johns Matter, [185]. 
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also the case where information is not dealt with openly by reason of public 
interest immunity or matters of state privilege.207 

798. Such processes should exist, at least as regards information affected by the 
NSI Act.  These kinds of processes would, axiomatically, pose no threat to 
national security and would have no effect on the threat of terrorism, within 
the meaning of s 6 of the INSLM Act.  They promote open justice, even if 
release of that information is delayed. Further, as the Human Rights Law 
Centre, and Dr Ananian-Welsh and Mr Whitsed, submitted, a repository of 
this kind will have valuable benefits for legal and historical research.   

799. In every matter in which the NSI Act is used to ‘protect’ national security 
information, the Attorney-General’s Department will possess all 
information that has not been publicly available.  The Attorney-General, 
through the Attorney-General’s Department, is the obvious emanation of 
the Commonwealth who should have responsibility to review suppressed 
information.  This is because the Attorney-General plays the central role 
under the NSI Act of protecting national security and considering national 
security information.  The Attorney-General’s Department will have all 
relevant papers.  Within the department are lawyers and officers of unique 
expertise in such matters.  Importantly, these same lawyers and officers will 
have relationships with intelligence and national security agencies, backed 
by the unique authority of the Attorney-General, to obtain assistance in 
determining whether certain information requires ongoing suppression. 

800. In this there are differences between, and different consequences arising 
from, the various forms in in which suppressed national security information 
is found.  For instance, the position of affidavits that contain national 
security information that no longer requires suppression differs from a court 
judgment or the sentencing remarks of a court.  Although practice varies 
between Australian courts, copies of the former are often not available to 
the public.  So, a person who is not a party to a proceeding cannot generally 

                                                           
207 The following is illustrative.  In chapter 2 1 I recounted the tale of how the facts in 
Duncan v Cammell Laird and Co all came to be known, as disclosed by Viscount Simon in 
1947 in a Parliamentary Debate concerning the Crown Proceedings Act.  Suffice it to say, 
the sky did not fall as a result of Viscount Simon’s disclosure in 1947. 
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obtain a copy of an affidavit or a document that goes into evidence.  In many 
courts, non-parties cannot obtain copies of transcripts of court hearings.   

801. Judgments and sentencing remarks are always different.  They are always 
published to the world.  It is difficult to know what the practices of different 
courts are about publication of judgments and sentencing that had been 
redacted or suppressed for a time, once the reason for redaction or 
suppression has passed.  My own understanding is that, in at least some 
courts, the position is ad hoc and varies depending on a number of factors.  
For instance, it is common that reasons of appellate courts that result in a 
criminal prosecution having to be re-tried are suppressed until re-trial.  This 
is to protect the integrity of the re-trial.  But, when this happens, it is also 
common and I expect invariable (at least in the jurisdiction with which I am 
most familiar), that the appeal courts reasons are published after re-trial. 

802. I am sure that there is not a uniform practice by which courts review 
judgments that have been suppressed or redacted to protect disclosure of 
national security information, to consider publication of the whole. 

803. The position of evidence and transcripts of court proceedings that are 
suppressed to protect national security information is different to that of 
judgments and sentencing remarks of courts.  As to the former, even if the 
reason for suppression no longer exists, there are restrictions that exist to 
availability of documents to the public.  With (say) a redacted judgment, if 
a court is advised that the reasons for redaction have disappeared, the 
unredacted judgment should always then be published to the world. 

804. It is also important to appreciate, and I accept readily, that there will be 
some suppressed national security information that will require long term 
suppression. 

805. I also readily accept that any process of reviewing suppressed evidence and 
suppressed and redacted judgments and the like, to assess the status of 
suppressed national security information, will have significant resourcing 
implications.  Any process of review would require input not only from the 
Attorney-General’s Department but from intelligence and national security 
agencies.  It would also require input of courts and parties.  That said, if the 
Commonwealth can bear the cost of, inter alia, the freedom of information 
regime in the Freedom of Information Act 1982 and the operation of the 
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Commonwealth Ombudsman, it seems to me that a valid argument can be 
made for properly resourcing a review process to deal with the effect of the 
NSI Act on the administration of justice.  To many, this cost is part of the 
price to be paid for what the NSI Act delivers.  

806. In my Section 22 report, I foreshadowed that in this review, I would be 
considering the following:208 

“First, there should be a set time after which all material redacted or 
suppressed pursuant to the NSI Act be published unless the Attorney-
General persuades the court that made the orders that its publication 
is likely to prejudice national security.  
 
Second, publication could occur in the s 47 annual report.  
 
Third, the court should have power to require assistance from a 
contradictor in such applications.” 

807. Since that report, I eagerly followed the course taken by the Attorney-
General in seeking to have more of the sentencing remarks of Alan Johns 
published. 

808. I noted that on 2 March 2021 I published on the INSLM website orders that 
had been made in the ACT Magistrates Court and Supreme Court in the Alan 
Johns proceeding.209  Until then, they were not publicly known. On 
8 June 2021 I published further details on the INSLM website.210  After that 
I prepared a summary of the sentencing remarks, which left most 
untouched.  I liaised with the relevant officers of the Commonwealth about 
the detail of this summary and settled it in a form that satisfied me and them 
that its publication would not prejudice national security.  I provided this 
summary to the relevant officers of the Attorney-General’s Department and 
the Australian Government Solicitor on 4 June 2021.  It could not be 

                                                           
208 Report into the operation of Part 3 Division 1 of the National Security Information 
(Criminal and Civil Proceedings) Act 2004 as it applies in the Alan Johns Matter, [188]-[190]. 
209 Report into the operation of Part 3 Division 1 of the National Security Information 
(Criminal and Civil Proceedings) Act 2004 as it applies in the Alan Johns Matter, pp 8-10. 
210 These details  are set out in Report into the operation of Part 3 Division 1 of the National 
Security Information (Criminal and Civil Proceedings) Act 2004 as it applies in the Alan Johns 
Matter, [23]. 
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published without order of the ACT Supreme Court and it was necessary for 
an application to be made.   

809. After a series of appearances, on 18 April 2023 the court published a version 
of the trial judge’s sentencing remarks. 

810. The time taken to deal with, what appeared to me to be, a simple matter 
has been salutary.  It has convinced me that review and publication of 
previously suppressed information must be more difficult than I had 
thought.  This unforeseen difficulty is seemingly the only explanation for this 
delay.  But that so much continued to be suppressed in the Alan Johns 
proceeding, well past the time when it should have been published, 
convinces me that things cannot be left as they are.  Compelling also is that 
important information, of public importance and interest, only saw the light 
of day because of an INSLM review.   

811. The Alan Johns matter is illustrative in another way.  As I stated in my Section 
22 report, the outcry that followed public awareness of the Alan Johns trial 
would not have occurred had fulsome sentencing remarks been published 
and reasons given explaining why all information about the prosecution was 
suppressed. 

812. The recommendations that I make in this chapter recognise the difference 
in principle between evidence and transcripts of court proceedings that are 
suppressed to protect national security information, and redacted or 
suppressed judgments and sentencing remarks of courts.  As to the former, 
more complex issues arise.  The reason for any process of review is different.  
With the former the rationale for any review process is not as compelling as 
with judgments and sentencing remarks.  Complete publication of the latter 
is defining of our system of justice.  Even if there is a process of review of 
suppressed evidence and transcripts, how the public might go about seeking 
to access them raises less clear-cut issues. 

813. Supressed evidence and transcripts raise extremely complex and difficult 
matters.  What is critical though is that relevant information is maintained, 
and that the public is aware of the existence of such information.  What 
happens with this knowledge will be a matter for the executive government 
and courts on the application of members of the public. 



Review into the operation and effectiveness of the National Security Information (Criminal 
and Civil Proceedings) Act 2004 

218 
 

Recommendation 39: I recommend that the NSI Act be amended to give effect to 
the following: 

39.1 First, the Attorney-General maintain copies of all source documents (as 
defined in s 26 and s 38F) from which information has been deleted. 

39.2 Second, the Attorney-General maintain a record of all information not in a 
document (in terms of s 26(3) and s 38F(3)) that is the subject of a process 
provided for in s 26(3) or s 38F(3). 

39.3 Third, the Attorney-General maintain a record of all written answers given 
by witnesses for the purpose of s 25 and s 38E. 

39.4 Fourth, the Attorney-General maintain details of the identity of every 
person subject of a criminal witness exclusion certificate or a civil witness 
exclusion certificate. 

39.5 Fifth, the Attorney-General maintain copies of transcripts, or if a transcript 
was not taken, a comprehensive note, of every hearing to which the closed 
hearing requirements of the NSI Act applied.  This includes hearings to 
which special court orders under Part 3A Division 3 Subdivision B are 
made. 

39.6 Sixth, in respect of every proceeding where a notice has been given under 
s 6 or s 6A of the NSI Act, the Attorney-General maintain copies of 
transcripts, or if a transcript was not taken, a comprehensive note, of every 
hearing heard in camera by reason of orders made pursuant to ss 19(1A), 
19(3A), 20B or 38AB of the NSI Act or s 93.2 of the Criminal Code. 

39.7 Seventh, the Attorney-General maintain copies of affidavits and all other 
evidence adduced in evidence at every hearing to which the closed hearing 
requirements of the NSI Act applied. This includes hearings to which 
special court orders under Part 3A Division 3 Subdivision B are made. 

39.8 Eighth, the Attorney-General maintain copies of all judgments, judicial 
reasons and sentencing remarks that have been suppressed or redacted in 
proceedings in which the NSI Act has been invoked. 
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39.9 Ninth, the Attorney-General shall review all such material at times 
considered appropriate by the Attorney-General to decide whether it is in 
the public interest for information that has not been made publicly 
available to be made publicly available.  Relevant to the public interest in 
this respect is: 

(i) Whether the reason for such information not being publicly available 
still exists. 

(ii) The duration of suppression of this information. 

(iii) The risk of prejudice to national security of publication at that time. 

39.10 Tenth, s 47 of the NSI Act be amended to require that in the annual report 
the Attorney-General state the following: 

(i) Every proceeding in respect of which material is maintained pursuant 
to the changes referred to above.  If a proceeding cannot be identified 
because to do so would risk prejudice to national security, such 
proceeding shall be given a pseudonym identifier. 

(ii) For how long that material has been maintained, in years. 

(iii) The last occasion of an Attorney-General’s review of that material. 

(iv) If the material had not been reviewed within the past 3 years, the 
reasons for this. 

814. In my Section 22 report, I also noted submissions about the creation of a 
repository or library of suppressed judgments and transcripts, akin to the 
“library of secret judgments” maintained by the Courts of England and 
Wales. This UK repository contains the closed judgments delivered in closed 
material proceedings.  Whereas the recommendations I have made above 
in relation to the maintenance of suppressed material by the Attorney-
General are for the purpose of its review and potential publication, the 
purpose of this repository or library is different.  Judges and lawyers in later 
proceedings may wish access to these judgments as possible precedents 
and use in the same way as other case law.  It is important to bear in mind 
that in the UK closed material procedures are used in civil matters and the 
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equivalent procedures under the NSI Act relate only to applications for 
control orders and extended supervision orders.   

815. As noted elsewhere in this report, in the course of this review, I met with UK 
judges and practitioners, including special advocates, who have had 
extensive experience with these sorts of issues.  They all confirmed what I 
had intuitively thought: that the nomenclature of “library of secret 
judgments” rather dramatises the banal.  Closed judgments delivered in 
closed material proceedings, or the redacted parts of open judgments, 
inevitably deal with facts and factual findings.  Such matters have no 
precedential value.  Indeed, a very experienced and senior special advocate 
stated that every resort to judgments in the “library of secret judgments” 
had been forensically pointless. 

816. That said, these judgments must be maintained and there will be a need to 
address access when the need arises.   

817. Because the Attorney-General will be involved in every proceeding in which 
the NSI Act is invoked, in whatever (Federal, State or Territory) court the 
proceeding is heard, the Attorney-General is the obvious repository.  
Indeed, because this issue could arise in different courts, the Attorney-
General is the only logical repository and so must be.   

818. As to access to closed judgments, the starting position is that, for the 
purpose of a proceeding, a judge must have access if they seek it.  Next, a 
judge cannot have access to closed judgments that the parties do not.  If, 
for the purpose of a proceeding, a judge (say) accesses a closed or redacted 
judgment in the repository, this will have to be disclosed to the parties.  The 
legal representatives must then be able to seek access to the judgment 
considered by the judge.  Access can only be determined by the judge.  It 
would be improper for the Attorney-General to decide whether a party has 
access to material seen by the judge. 

819. As noted above, it will almost certainly be the case that closed or redacted 
material in judgments will simply deal with factual matters.  It is difficult to 
imagine that any reasoning in a redacted judgment dealing with legal issues 
would not be open.  On this basis, I expect that judges will rarely wish to 
access these unredacted judgments.  Doing so would simply be unnecessary 
to prepare for a different matter.  On this understanding, access for parties’ 



Review into the operation and effectiveness of the National Security Information (Criminal 
and Civil Proceedings) Act 2004 

 

221 
 

legal representatives, after a judge has accessed material, is unlikely to be a 
large issue. 

820. The question of access to legal practitioners of unredacted versions of 
earlier redacted judgments may, theoretically, arise independently of 
parties being advised that the court has done so.  I expect that this issue is 
theoretical only.  A legal representative could never be given access to rove 
through the repository.  They could only sensibly seek access to an identified 
judgment or judgments.  They could not explain in any detail why access 
was necessary because they would not know what had been suppressed or 
redacted in the judgments to which they seek to access.  A legal practitioner 
could not seek access to a judgment knowing the redacted material.  This is 
because they could only know what it was because they had appeared in 
the earlier matter.  To seek later to access the redacted material would be 
quite improper.   

821. So, all that could be put in an application for access is that there is a 
judgment in an identified earlier proceeding that may have dealt with 
factual issues similar to the those in the present proceeding.  It is difficult to 
see that an application for access based on this would ever be granted.  

Recommendation 40: I recommend that: 

40.1 The Attorney-General maintain a repository of all judgments any part of 
which have been redacted in exercise of powers under the NSI Act. 

40.2 The Attorney-General make arrangements with each of the courts that 
might hear proceedings in which the NSI Act might be invoked to provide 
access to the repository to judges of these courts, if access is requested. 

40.3 There be a process by which legal representatives of defendants and 
parties in proceedings in which the NSI Act has been invoked to access the 
repository. 

40.4 The Attorney-General consult with relevant courts to decide the most 
appropriate form of legislative instrument to give effect to these 
recommendations. 
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40.5 Such instruments reflect that access to any documents in the repository is 
to be determined by the court after hearing from the Attorney-General.  
This power can only be exercised in a proceeding after the judge has 
advised parties that the judge has accessed the repository for the purpose 
of the proceeding.  
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Appendix A—The conduct of the review  
822. In the course of my conduct of the review, I have been greatly assisted by 

many people who have generously shared with me their experiences with 
the NSI Act. 

823. I received a number of public submissions, which addressed specific matters 
that I had identified as being of particular interest to me. The submissions 
are published in full on the INSLM website.  

824. A public hearing was held in Canberra on 19-20 July 2023, at which I heard 
further from a number of people who had made public submissions. A live 
stream of the public hearing was also available. Senior representatives of 
the Attorney-General’s Department, the Commonwealth Department of 
Public Prosecutions, the Office of National Intelligence (on behalf of the 
National Intelligence Community), and the Law Council of Australia also 
appeared, as did former judge the Hon Anthony Whealy KC, academics 
Dr Rebecca Ananian-Welsh and Mr William Whitsed, Mr Peter Gill, 
Mr Kieran Pender of the Human Rights Law Centre, and representatives 
from the Collaery Defence Team. The transcripts of the public hearings are 
also published on the INSLM website.  

825. In addition to the public submissions and public hearing, I also had a number 
of private meetings, including with the courts, practitioners and non-
government organisations. I also travelled to the United Kingdom, and had 
a number of meetings with those with experience in how the UK courts deal 
with the protection of national security information.  

826. I would like to express my appreciation to everyone who has contributed to 
the review. While it is not possible for me to address in this report all of the 
thoughtful submissions and recommendations that I have received in the 
course of all of these consultations, I have read and considered them all in 
reaching my recommendations.   
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Appendix B—Classified Information 
Procedures Act (US) 
 

§1. Definitions 

(a) "Classified information", as used in this Act, means any information or material 
that has been determined by the United States Government pursuant to an 
Executive order, statute, or regulation, to require protection against unauthorized 
disclosure for reasons of national security and any restricted data, as defined in 
paragraph r. of section 11 of the Atomic Energy Act of 1954 (42 U.S.C. 2014(y)). 

(b) "National security", as used in this Act, means the national defense and 
foreign relations of the United States. 

(Pub. L. 96–456, §1, Oct. 15, 1980, 94 Stat. 2025.) 

§2. Pretrial conference 
At any time after the filing of the indictment or information, any party may move 

for a pretrial conference to consider matters relating to classified information that 
may arise in connection with the prosecution. Following such motion, or on its own 
motion, the court shall promptly hold a pretrial conference to establish the timing 
of requests for discovery, the provision of notice required by section 5 of this Act, 
and the initiation of the procedure established by section 6 of this Act. In addition, 
at the pretrial conference the court may consider any matters which relate to 
classified information or which may promote a fair and expeditious trial. No 
admission made by the defendant or by any attorney for the defendant at such a 
conference may be used against the defendant unless the admission is in writing 
and is signed by the defendant and by the attorney for the defendant. 

(Pub. L. 96–456, §2, Oct. 15, 1980, 94 Stat. 2025.) 

§3. Protective orders 
Upon motion of the United States, the court shall issue an order to protect against 

the disclosure of any classified information disclosed by the United States to any 
defendant in any criminal case in a district court of the United States. 

(Pub. L. 96–456, §3, Oct. 15, 1980, 94 Stat. 2025.) 

§4. Discovery of classified information by defendants 
The court, upon a sufficient showing, may authorize the United States to delete 

specified items of classified information from documents to be made available to 
the defendant through discovery under the Federal Rules of Criminal Procedure, to 
substitute a summary of the information for such classified documents, or to 
substitute a statement admitting relevant facts that the classified information would 
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tend to prove. The court may permit the United States to make a request for such 
authorization in the form of a written statement to be inspected by the court alone. 
If the court enters an order granting relief following such an ex parte showing, the 
entire text of the statement of the United States shall be sealed and preserved in 
the records of the court to be made available to the appellate court in the event of 
an appeal. 

(Pub. L. 96–456, §4, Oct. 15, 1980, 94 Stat. 2025.) 

§5. Notice of defendant's intention to disclose classified information 
(a) Notice by Defendant.— 
If a defendant reasonably expects to disclose or to cause the disclosure of 

classified information in any manner in connection with any trial or pretrial 
proceeding involving the criminal prosecution of such defendant, the defendant 
shall, within the time specified by the court or, where no time is specified, within 
thirty days prior to trial, notify the attorney for the United States and the court in 
writing. Such notice shall include a brief description of the classified information. 
Whenever a defendant learns of additional classified information he reasonably 
expects to disclose at any such proceeding, he shall notify the attorney for the 
United States and the court in writing as soon as possible thereafter and shall 
include a brief description of the classified information. No defendant shall disclose 
any information known or believed to be classified in connection with a trial or 
pretrial proceeding until notice has been given under this subsection and until the 
United States has been afforded a reasonable opportunity to seek a determination 
pursuant to the procedure set forth in section 6 of this Act, and until the time for 
the United States to appeal such determination under section 7 has expired or any 
appeal under section 7 by the United States is decided. 

(b) Failure to Comply.— 
If the defendant fails to comply with the requirements of subsection (a) the court 

may preclude disclosure of any classified information not made the subject of 
notification and may prohibit the examination by the defendant of any witness with 
respect to any such information. 

(Pub. L. 96–456, §5, Oct. 15, 1980, 94 Stat. 2026.) 

§6. Procedure for cases involving classified information 
(a) Motion for Hearing.— 
Within the time specified by the court for the filing of a motion under this section, 

the United States may request the court to conduct a hearing to make all 
determinations concerning the use, relevance, or admissibility of classified 
information that would otherwise be made during the trial or pretrial proceeding. 
Upon such a request, the court shall conduct such a hearing. Any hearing held 
pursuant to this subsection (or any portion of such hearing specified in the request 
of the Attorney General) shall be held in camera if the Attorney General certifies to 
the court in such petition that a public proceeding may result in the disclosure of 



Review into the operation and effectiveness of the National Security Information (Criminal 
and Civil Proceedings) Act 2004 

226 
 

classified information. As to each item of classified information, the court shall set 
forth in writing the basis for its determination. Where the United States' motion 
under this subsection is filed prior to the trial or pretrial proceeding, the court shall 
rule prior to the commencement of the relevant proceeding. 

(b) Notice.— 
(1) Before any hearing is conducted pursuant to a request by the United States 

under subsection (a), the United States shall provide the defendant with notice of 
the classified information that is at issue. Such notice shall identify the specific 
classified information at issue whenever that information previously has been made 
available to the defendant by the United States. When the United States has not 
previously made the information available to the defendant in connection with the 
case, the information may be described by generic category, in such forms as the 
court may approve, rather than by identification of the specific information of 
concern to the United States. 

(2) Whenever the United States requests a hearing under subsection (a), the 
court, upon request of the defendant, may order the United States to provide the 
defendant, prior to trial, such details as to the portion of the indictment or 
information at issue in the hearing as are needed to give the defendant fair notice 
to prepare for the hearing. 

(c) Alternative Procedure for Disclosure of Classified Information.— 
(1) Upon any determination by the court authorizing the disclosure of specific 

classified information under the procedures established by this section, the United 
States may move that, in lieu of the disclosure of such specific classified information, 
the court order— 

(A) the substitution for such classified information of a statement admitting 
relevant facts that the specific classified information would tend to prove; or 

(B) the substitution for such classified information of a summary of the specific 
classified information. 
The court shall grant such a motion of the United States if it finds that the 

statement or summary will provide the defendant with substantially the same ability 
to make his defense as would disclosure of the specific classified information. The 
court shall hold a hearing on any motion under this section. Any such hearing shall 
be held in camera at the request of the Attorney General. 

(2) The United States may, in connection with a motion under paragraph (1), 
submit to the court an affidavit of the Attorney General certifying that disclosure of 
classified information would cause identifiable damage to the national security of 
the United States and explaining the basis for the classification of such information. 
If so requested by the United States, the court shall examine such affidavit in camera 
and ex parte. 

(d) Sealing of Records of In Camera Hearings.— 
If at the close of an in camera hearing under this Act (or any portion of a hearing 

under this Act that is held in camera) the court determines that the classified 
information at issue may not be disclosed or elicited at the trial or pretrial 
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proceeding, the record of such in camera hearing shall be sealed and preserved by 
the court for use in the event of an appeal. The defendant may seek reconsideration 
of the court's determination prior to or during trial. 

(e) Prohibition on Disclosure of Classified Information by Defendant, Relief for 
Defendant When United States Opposes Disclosure.— 

(1) Whenever the court denies a motion by the United States that it issue an order 
under subsection (c) and the United States files with the court an affidavit of the 
Attorney General objecting to disclosure of the classified information at issue, the 
court shall order that the defendant not disclose or cause the disclosure of such 
information. 

(2) Whenever a defendant is prevented by an order under paragraph (1) from 
disclosing or causing the disclosure of classified information, the court shall dismiss 
the indictment or information; except that, when the court determines that the 
interests of justice would not be served by dismissal of the indictment or 
information, the court shall order such other action, in lieu of dismissing the 
indictment or information, as the court determines is appropriate. Such action may 
include, but need not be limited to— 

(A) dismissing specified counts of the indictment or information; 
(B) finding against the United States on any issue as to which the excluded 

classified information relates; or 
(C) striking or precluding all or part of the testimony of a witness. 
An order under this paragraph shall not take effect until the court has afforded 

the United States an opportunity to appeal such order under section 7, and 
thereafter to withdraw its objection to the disclosure of the classified information 
at issue. 

(f) Reciprocity.— 
Whenever the court determines pursuant to subsection (a) that classified 

information may be disclosed in connection with a trial or pretrial proceeding, the 
court shall, unless the interests of fairness do not so require, order the United States 
to provide the defendant with the information it expects to use to rebut the 
classified information. The court may place the United States under a continuing 
duty to disclose such rebuttal information. If the United States fails to comply with 
its obligation under this subsection, the court may exclude any evidence not made 
the subject of a required disclosure and may prohibit the examination by the United 
States of any witness with respect to such information. 

(Pub. L. 96–456, §6, Oct. 15, 1980, 94 Stat. 2026.) 

§7. Interlocutory appeal 
(a) An interlocutory appeal by the United States taken before or after the 

defendant has been placed in jeopardy shall lie to a court of appeals from a decision 
or order of a district court in a criminal case authorizing the disclosure of classified 
information, imposing sanctions for nondisclosure of classified information, or 



Review into the operation and effectiveness of the National Security Information (Criminal 
and Civil Proceedings) Act 2004 

228 
 

refusing a protective order sought by the United States to prevent the disclosure of 
classified information. 

(b) An appeal taken pursuant to this section either before or during trial shall be 
expedited by the court of appeals. Prior to trial, an appeal shall be taken within 
fourteen days after the decision or order appealed from and the trial shall not 
commence until the appeal is resolved. If an appeal is taken during trial, the trial 
court shall adjourn the trial until the appeal is resolved and the court of appeals (1) 
shall hear argument on such appeal within four days of the adjournment of the trial, 
excluding intermediate weekends and holidays, (2) may dispense with written briefs 
other than the supporting materials previously submitted to the trial court, (3) shall 
render its decision within four days of argument on appeal, excluding intermediate 
weekends and holidays, and (4) may dispense with the issuance of a written opinion 
in rendering its decision. Such appeal and decision shall not affect the right of the 
defendant, in a subsequent appeal from a judgment of conviction, to claim as error 
reversal by the trial court on remand of a ruling appealed from during trial. 

(Pub. L. 96–456, §7, Oct. 15, 1980, 94 Stat. 2028; Pub. L. 111–16, §4, May 7, 
2009, 123 Stat. 1608.) 

AMENDMENTS 
2009—Subsec. (b). Pub. L. 111–16, §4(1), substituted "fourteen days" for "ten 

days". 

Subsec. (b)(1). Pub. L. 111–16, §4(2), inserted "excluding intermediate weekends 
and holidays," after "adjournment of the trial,". 

Subsec. (b)(3). Pub. L. 111–16, §4(3), inserted "excluding intermediate weekends 
and holidays," after "argument on appeal,". 

EFFECTIVE DATE OF 2009 AMENDMENT 

Amendment by Pub. L. 111–16 effective Dec. 1, 2009, see section 7 of Pub. L. 
111–16, set out as a note under section 109 of Title 11, Bankruptcy. 

§8. Introduction of classified information 
(a) Classification Status.—Writings, recordings, and photographs containing 

classified information may be admitted into evidence without change in their 
classification status. 

(b) Precautions by Court.—The court, in order to prevent unnecessary disclosure 
of classified information involved in any criminal proceeding, may order admission 
into evidence of only part of a writing, recording, or photograph, or may order 
admission into evidence of the whole writing, recording, or photograph with 
excision of some or all of the classified information contained therein, unless the 
whole ought in fairness be considered. 

(c) Taking of Testimony.—During the examination of a witness in any criminal 
proceeding, the United States may object to any question or line of inquiry that may 
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require the witness to disclose classified information not previously found to be 
admissible. Following such an objection, the court shall take such suitable action to 
determine whether the response is admissible as will safeguard against the 
compromise of any classified information. Such action may include requiring the 
United States to provide the court with a proffer of the witness' response to the 
question or line of inquiry and requiring the defendant to provide the court with a 
proffer of the nature of the information he seeks to elicit. 

(Pub. L. 96–456, §8, Oct. 15, 1980, 94 Stat. 2028.) 

§9. Security procedures 
(a) Within one hundred and twenty days of the date of the enactment of this Act, 

the Chief Justice of the United States, in consultation with the Attorney General, the 
Director of National Intelligence, and the Secretary of Defense, shall prescribe rules 
establishing procedures for the protection against unauthorized disclosure of any 
classified information in the custody of the United States district courts, courts of 
appeal, or Supreme Court. Such rules, and any changes in such rules, shall be 
submitted to the appropriate committees of Congress and shall become effective 
forty-five days after such submission. 

(b) Until such time as rules under subsection (a) first become effective, the 
Federal courts shall in each case involving classified information adapt procedures 
to protect against the unauthorized disclosure of such information. 

(Pub. L. 96–456, §9, Oct. 15, 1980, 94 Stat. 2029; Pub. L. 108–458, title I, 
§1071(f), Dec. 17, 2004, 118 Stat. 3691.) 

REFERENCES IN TEXT 
The date of the enactment of this Act, referred to in subsec. (a), means Oct. 15, 

1980. 

AMENDMENTS 
2004—Subsec. (a). Pub. L. 108–458 substituted "Director of National 

Intelligence" for "Director of Central Intelligence". 

EFFECTIVE DATE OF 2004 AMENDMENT 

For Determination by President that amendment by Pub. L. 108–458 take effect 
on Apr. 21, 2005, see Memorandum of President of the United States, Apr. 21, 2005, 
70 F.R. 23925, set out as a note under section 3001 of Title 50, War and National 
Defense. 

Amendment by Pub. L. 108–458 effective not later than six months after Dec. 17, 
2004, except as otherwise expressly provided, see section 1097(a) of Pub. L. 108–
458, set out as an Effective Date of 2004 Amendment; Transition Provisions note 
under section 3001 of Title 50, War and National Defense. 
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REVISED SECURITY PROCEDURES ESTABLISHED PURSUANT TO Pub. L. 96–456, 94 Stat. 2025, BY THE 

CHIEF JUSTICE OF THE UNITED STATES FOR THE PROTECTION OF CLASSIFIED INFORMATION 
1. Purpose. The purpose of these procedures, as revised, is to meet the 

requirements of Section 9(a) of the Classified Information Procedures Act of 
1980, Pub. L. 96–456, 94 Stat. 2025, as amended ("the Act"), which in pertinent 
part provides that: 

". . . [T]he Chief Justice of the United States, in consultation with the Attorney 
General, the Director of National Intelligence, and the Secretary of Defense, shall 
prescribe rules establishing procedures for the protection against unauthorized 
disclosure of any classified information in the custody of the United States district 
courts, courts of appeal, or Supreme Court. . . ." 

These revised procedures apply in all criminal proceedings involving classified 
information, and appeals therefrom, before the United States district courts, the 
courts of appeal and the Supreme Court, and supersede the Security Procedures 
issued on February 12, 1981. 

2. Classified Information Security Officer. In any proceeding in a criminal case or 
appeal therefrom in which classified information is within, or is reasonably expected 
to be within, the custody of the court, the court will designate a "classified 
information security officer." The Attorney General or the Department of Justice 
Security Officer will recommend to the court a person qualified to serve as a 
classified information security officer. This individual will be selected from the 
Litigation Security Group, Security and Emergency Planning Staff, Department of 
Justice, to be detailed to the court to serve in a neutral capacity. The court may 
designate, as required, one or more alternate classified information security officers 
who have been recommended in the manner specified above. 

The classified information security officer must be an individual with 
demonstrated competence in security matters. Prior to designation, the 
Department of Justice Security Officer must certify in writing that the classified 
information security officer is properly cleared, i.e., possesses the necessary 
clearance for the level and category of classified information involved. 

The classified information security officer will be responsible to the court for the 
security of all classified information in the court's custody, including, but not limited 
to, any pleadings or other filings created in connection with the proceedings, and 
any form of information contained in any format, including testimony, notes, 
photographs, transcripts, documents, digital files, audio files or video files, stored 
on any type of equipment (e.g., computers, electronic storage devices, etc.). In 
addition, any matters relating to personnel, information, or communications 
security will be the responsibility of the classified information security officer who 
will take measures reasonably necessary to fulfill these responsibilities. The 
classified information security officer must notify the court and the Department of 
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Justice Security Officer of any actual, attempted, or potential violation of security 
procedures. 

3. Secure Location. Any in camera proceeding—including, but not limited to, a 
pretrial conference, motion hearing, status hearing, suppression hearing, 
substitution hearing, or appellate proceeding—concerning the use, relevance, or 
admissibility of classified information must be held in a secure location 
recommended by the classified information security officer and approved by the 
court. 

The secure location must be within the federal courthouse, unless it is 
determined that no available location in the courthouse meets, or can reasonably 
be adapted to meet, the security requirements of the Executive Branch applicable 
to the level and category of classified information involved. In the event that no 
suitable location exists within the courthouse, upon recommendation by the 
classified information security officer, the court will designate another United States 
Government facility located within the vicinity of the courthouse, as the secure 
location. 

The classified information security officer must make necessary arrangements to 
ensure that the security requirements of the Executive Branch applicable to the level 
and category of classified information involved are met and must conduct or arrange 
for such inspection of the secure location as may be necessary. The classified 
information security officer must, in consultation with the United States Marshal, 
arrange for the installation of security devices and take such other measures as may 
be necessary to protect against any unauthorized access to or disclosure of classified 
information. All of the aforementioned activities must be conducted in a manner 
that does not interfere with the orderly proceedings of the court. Prior to any 
hearing or other proceeding, the classified information security officer must certify 
to the court that the location to be used is secure. 

4. Personnel Security—Court Personnel. No person appointed by the court or 
designated for service therein will be given access to any classified information in 
the custody of the court, unless such person has received the appropriate security 
clearance and unless access to such information is necessary for the performance of 
an official function. A security clearance for justices and other Article III judges is not 
required. 

The court shall timely notify the classified information security officer of the 
names of court personnel who may require access to classified information. The 
classified information security officer will then notify the Department of Justice 
Security Officer, who will promptly make arrangements to obtain any necessary 
security clearances. All security clearance requests will be reviewed and 
determinations will be made in accordance with the adjudication standards of the 
Executive Branch applicable to the level and category of classified information 
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involved. The classified information security officer, on behalf of the Department of 
Justice Security Officer, will advise the court when the necessary security clearances 
have been obtained. When necessary, the court may request that security 
clearances for certain court personnel be expedited. 

If security clearances cannot be obtained promptly, United States Government 
personnel possessing the appropriate security clearances may be temporarily 
assigned to assist the court. If a proceeding is required to be recorded and an official 
court reporter having the necessary security clearance is unavailable, the court may 
request the classified information security officer or the attorney for the 
government to have a cleared reporter designated to act as a reporter in the 
proceedings. The reporter so designated must take the oath of office as prescribed 
by 28 U.S.C. §753(a). 

Justices, judges and cleared court personnel may disclose classified information 
only to persons who possess both the appropriate security clearance and the 
requisite need to know the information in the performance of an official function. 
However, nothing contained in these procedures precludes a judge from performing 
his or her official duties, including giving appropriate instructions to a jury. 

Any security concern regarding classified information and involving court 
personnel or persons acting for the court must be referred to the court and the 
Department of Justice Security Officer for appropriate action. 

5. Persons Acting for the Defense. The government may obtain information by any 
lawful means concerning the trustworthiness of persons associated with the 
defense and may bring such information to the attention of the court for the court's 
consideration in framing an appropriate protective order pursuant to Section 3 of 
the Act. 

6. Jury. Nothing contained in these procedures will be construed to require an 
investigation or security clearance of the members of a jury or to interfere with the 
functions of a jury, including access to classified information introduced as evidence 
in the trial of a case. 

At any time during trial, the trial judge should consider, based on a party request 
or sua sponte, giving the jury a cautionary instruction regarding the release or 
disclosure of any classified information provided to the jury. 

7. Custody and Storage of Classified Materials. 

a. Materials Covered. These security procedures apply to any classified 
information, as the term is defined in Section 1(a) of the Act, that is in the custody 
of the court. This includes, but is not limited to any pleadings or other filings created 
in connection with the proceedings, and any form of information contained in any 
format, such as testimony, notes, photographs, transcripts, documents, digital files, 



Review into the operation and effectiveness of the National Security Information (Criminal 
and Civil Proceedings) Act 2004 

 

233 
 

audio files or video files, stored on any type of equipment (e.g., computers, 
electronic storage devices, etc.). 

b. Safekeeping. Classified information submitted to the court must be placed in 
the custody of the classified information security officer or appropriately cleared 
court personnel who will then be responsible for its safekeeping. When not in use, 
all classified materials must be stored in a safe that conforms to the General Services 
Administration standards for security containers. Classified information will be 
segregated from other information unrelated to the case at hand by securing it in a 
separate security container. If the court does not possess a storage container that 
meets the required standards, the necessary storage container or containers are to 
be supplied to the court on a temporary basis by the appropriate Executive Branch 
agency as determined by the Department of Justice Security Officer. Only the 
classified information security officer, alternate classified information security 
officer(s), and appropriately cleared court personnel will have access to the 
combination and the contents of the container. 

For other than temporary storage (e.g., a brief court recess), the classified 
information security officer must ensure that the storage area in which these 
containers will be located meets Executive Branch standards applicable to the level 
and category of classified information involved. The secure storage area may be 
located within either the federal courthouse or the facilities of another United 
States Government agency. 

c. Transmittal of Classified Information. During the pendency of any hearing, trial 
or appeal, classified materials stored in the facilities of another United States 
Government agency must be transmitted to and from the court in the manner 
prescribed by the Executive Branch security regulations applicable to the level and 
category of classified information involved. A trust receipt must accompany all 
classified materials transmitted and must be signed by the recipient and returned to 
the classified information security officer. 

8. Operating Routine. 

a. Access to Court Records. Court personnel will have access to court records 
containing classified information only as authorized. Access to classified information 
by court personnel will be limited to the minimum number of cleared persons 
necessary for operational purposes. Access includes presence at any proceeding 
during which classified information may be disclosed. Arrangements for access to 
classified information in the custody of the court by court personnel and by persons 
acting for the defense must be approved in advance by the court, which may issue 
a protective order concerning such access. 

b. Access to Other Discoverable Information. Except as otherwise authorized by a 
protective order, persons acting for the defense will not be given custody of 
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classified information provided by the government. They may, at the discretion of 
the court, be afforded access to classified information provided by the government 
in secure locations that have been approved in accordance with §3 of these 
procedures, but such classified information must remain in the control of the 
classified information security officer. The classified information security officer also 
will control access to classified information in the possession of the defense that is 
filed with the court or is reasonably expected to come within the custody of the 
court. 

c. Telephone and Computer Security. Classified information must not be 
discussed, communicated, or processed using any non-secure communication 
device including standard commercial telephone instruments or office 
intercommunication systems, cellular devices, computers, and/or other electronic 
or internet-based communication services. Classified information may only be 
discussed, communicated and processed on devices cleared for the level of 
classification of the information to be disclosed or processed as approved by the 
Classified Information Security Officer. 

d. Disposal of Classified Material. The classified information security officer is 
responsible for the secure disposal of all classified materials in the custody of the 
court which are not otherwise required to be retained. 

9. Records Security. 

a. Classification Markings. The classified information security officer, after 
consultation with the appropriate classification authority, is responsible for marking 
all court materials containing classified information with the appropriate level of 
classification, and for indicating thereon any special access controls that also appear 
on the face of the material from which the classified information was obtained or 
that are otherwise applicable. 

Any and all materials potentially containing classified information filed by the 
defense must be filed under seal with the classified information security officer. The 
classified information security officer may permit counsel to file, on the public 
docket, non-substantive pleadings or documents (e.g., motions for extension of 
time, scheduling matters, continuances, etc.) that do not contain information that 
is or may be classified. The classified information security officer must promptly 
coordinate with the appropriate classification authority to determine whether each 
filing contains classified information. If it is determined that the filed material does 
contain classified information, the classified information security officer must 
ensure that it is marked with the appropriate classification markings. If it is 
determined that the filed material does not contain classified information, it should 
be unsealed and placed in the public record. Upon the request of the government, 
the court may direct that any filed materials containing classified information must 
thereafter be maintained in accordance with §7 of these procedures. 
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b. Accountability System. The classified information security officer is responsible 
for the establishment and maintenance of a control and accountability system for 
all classified information received by or transmitted from the court. Upon request, 
the classified information security officer will provide to the court an inventory of 
all classified information received by the court. 

10. Transmittal of the Record on Appeal. The record on appeal, or any portion 
thereof, which contains classified information must be transmitted to the court of 
appeals or to the Supreme Court in the manner specified in §7(c) of these 
procedures. 

Any court records containing classified information must be maintained, through 
the pendency of any direct appeal, at a secure location that is reasonably accessible 
and approved by the classified information security officer, and must be stored in a 
proper security container. 

11. Final Disposition. Within a reasonable time after all proceedings in the case 
have been concluded, including appeals, the court will release to the classified 
information security officer all materials containing classified information. The 
classified information security officer will then transmit them to the Department of 
Justice Security Officer to be maintained in accordance with approved storage 
procedures. The materials must be transmitted in the manner specified in §7(c) of 
these procedures and must be accompanied by the appropriate accountability 
records required by §9(b) of these procedures. 

12. Expenses. All expenses of the United States Government that arise in 
connection with the implementation of these procedures, including any 
construction or equipment costs, will be borne by the Department of Justice and 
other appropriate Executive Branch agencies whose classified information is being 
protected. 

13. Interpretation. Any question concerning the interpretation of any security 
requirement contained in these procedures will be resolved by the court in 
consultation with the Classified Information Security Officer who will consult with 
the Department of Justice Security Officer, if necessary. 

14. Term. These revised procedures remain in effect until modified in writing by 
The Chief Justice after consultation with the Attorney General of the United States, 
the Director of National Intelligence, and the Secretary of Defense. 

15. Effective Date. These revised procedures become effective forty-five days 
after the date of submission to the appropriate Congressional Committees, as 
required by the Act. 
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Effective this 15th day of January, 2011, having taken into account the views of 
the Attorney General of the United States, the Director of National Intelligence, and 
the Secretary of Defense, as required by law. 

[The revised security procedures set out above were issued Dec. 1, 2010, by John 
G. Roberts, Jr., Chief Justice of the United States. Prior security procedures were 
issued Feb. 12, 1981, by Warren E. Burger, Chief Justice of the United States.] 

§9A. Coordination requirements relating to the prosecution of cases involving classified 
information 

(a) Briefings Required.—The Assistant Attorney General for the Criminal Division 
or the Assistant Attorney General for National Security, as appropriate, and the 
appropriate United States attorney, or the designees of such officials, shall provide 
briefings to the senior agency official, or the designee of such official, with respect 
to any case involving classified information that originated in the agency of such 
senior agency official. 

(b) Timing of Briefings.—Briefings under subsection (a) with respect to a case 
shall occur— 

(1) as soon as practicable after the Department of Justice and the United States 
attorney concerned determine that a prosecution or potential prosecution could 
result; and 

(2) at such other times thereafter as are necessary to keep the senior agency 
official concerned fully and currently informed of the status of the prosecution. 
(c) Senior Agency Official Defined.—In this section, the term "senior agency 

official" has the meaning given that term in section 1.1 of Executive Order No. 
12958. 

(Pub. L. 96–456, §9A, as added Pub. L. 106–567, title VI, §607, Dec. 27, 
2000, 114 Stat. 2855; amended Pub. L. 109–177, title V, §506(a)(8), Mar. 9, 
2006, 120 Stat. 248.) 

REFERENCES IN TEXT 
Executive Order No. 12958, referred to in subsec. (c), which was formerly set out 

as a note under section 435 (now section 3161) of Title 50, War and National 
Defense, was revoked by Ex. Ord. No. 13526, §6.2(g), Dec. 29, 2009, 75 F.R. 731. 

AMENDMENTS 
2006—Subsec. (a). Pub. L. 109–177 inserted "or the Assistant Attorney General 

for National Security, as appropriate," after "Assistant Attorney General for the 
Criminal Division". 

§10. Identification of information related to the national defense 

In any prosecution in which the United States must establish that material relates 
to the national defense or constitutes classified information, the United States shall 
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notify the defendant, within the time before trial specified by the court, of the 
portions of the material that it reasonably expects to rely upon to establish the 
national defense or classified information element of the offense. 

(Pub. L. 96–456, §10, Oct. 15, 1980, 94 Stat. 2029.) 

§11. Amendments to the Act 

Sections 1 through 10 of this Act may be amended as provided in section 2076, 
title 28, United States Code. 

(Pub. L. 96–456, §11, Oct. 15, 1980, 94 Stat. 2029.) 

§12. Attorney General guidelines 

(a) Within one hundred and eighty days of enactment of this Act, the Attorney 
General shall issue guidelines specifying the factors to be used by the Department 
of Justice in rendering a decision whether to prosecute a violation of Federal law in 
which, in the judgment of the Attorney General, there is a possibility that classified 
information will be revealed. Such guidelines shall be transmitted to the appropriate 
committees of Congress. 

(b) When the Department of Justice decides not to prosecute a violation of 
Federal law pursuant to subsection (a), an appropriate official of the Department of 
Justice shall prepare written findings detailing the reasons for the decision not to 
prosecute. The findings shall include— 

(1) the intelligence information which the Department of Justice officials 
believe might be disclosed, 

(2) the purpose for which the information might be disclosed, 
(3) the probability that the information would be disclosed, and 
(4) the possible consequences such disclosure would have on the national 

security. 

(Pub. L. 96–456, §12, Oct. 15, 1980, 94 Stat. 2029.) 

REFERENCES IN TEXT 
The enactment of this Act, referred to in subsec. (a), means Oct. 15, 1980. 

§13. Reports to Congress 

(a) Consistent with applicable authorities and duties, including those conferred 
by the Constitution upon the executive and legislative branches, the Attorney 
General shall report orally or in writing semiannually to the Permanent Select 
Committee on Intelligence of the United States House of Representatives, the Select 
Committee on Intelligence of the United States Senate, and the chairmen and 
ranking minority members of the Committees on the Judiciary of the Senate and 
House of Representatives on all cases where a decision not to prosecute a violation 
of Federal law pursuant to section 12(a) has been made. 
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(b) In the case of the semi-annual reports (whether oral or written) required to 
be submitted under subsection (a) to the Permanent Select Committee on 
Intelligence of the House of Representatives and the Select Committee on 
Intelligence of the Senate, the submittal dates for such reports shall be as provided 
in section 507 of the National Security Act of 1947. 

(c) The Attorney General shall deliver to the appropriate committees of Congress 
a report concerning the operation and effectiveness of this Act and including 
suggested amendments to this Act. For the first three years this Act is in effect, there 
shall be a report each year. After three years, such reports shall be delivered as 
necessary. 

(Pub. L. 96–456, §13, Oct. 15, 1980, 94 Stat. 2030; Pub. L. 107–306, title VIII, 
§811(b)(3), Nov. 27, 2002, 116 Stat. 2423.) 

REFERENCES IN TEXT 

Section 507 of the National Security Act of 1947, referred to in subsec. (b), is 
classified to section 3106 of Title 50, War and National Defense. 

AMENDMENTS 

2002—Subsecs. (b), (c). Pub. L. 107–306 added subsec. (b) and redesignated 
former subsec. (b) as (c). 

§14. Functions of Attorney General may be exercised by Deputy Attorney General, the 
Associate Attorney General, or a designated Assistant Attorney General 

The functions and duties of the Attorney General under this Act may be exercised 
by the Deputy Attorney General, the Associate Attorney General, or by an Assistant 
Attorney General designated by the Attorney General for such purpose and may not 
be delegated to any other official. 

(Pub. L. 96–456, §14, Oct. 15, 1980, 94 Stat. 2030; Pub. L. 100–690, title VII, 
§7020(g), Nov. 18, 1988, 102 Stat. 4396.) 

AMENDMENTS 

1988—Pub. L. 100–690 inserted ", the Associate Attorney General," after 
"Deputy Attorney General". 

§15. Effective date 

The provisions of this Act shall become effective upon the date of the enactment 
of this Act, but shall not apply to any prosecution in which an indictment or 
information was filed before such date. 

(Pub. L. 96–456, §15, Oct. 15, 1980, 94 Stat. 2030.) 
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REFERENCES IN TEXT 

The date of the enactment of this Act, referred to in text, means Oct. 15, 1980. 

§16. Short title 

That this Act may be cited as the "Classified Information Procedures Act". 

(Pub. L. 96–456, §16, Oct. 15, 1980, 94 Stat. 2031.) 
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